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Abstract – In this paper, we have proposed a new image 

steganographic technique capable of producing a secret-

embedded image that is entirely indistinguishable from the 

original image by the human eye. Data bits from textual 

message are embedded about the entire image to some 

suitable pixel positions. Initially the root pixel position is 

selected depending on the key value and the remaining is 

considered as the child nodes are calculated in binary tree. 

As a result, we get a watermarked image which is almost 

imperceptible to human survey. Subsequently we have taken 

a biometric image as a key image. Then we have done the 

bitwise XOR operation pixel by pixel by using both the 

watermarked image and key image. Thus, we get a visible 

watermarked image. At the decryption end, again the hidden 

data bits are retrieved from the watermarked image. 

 
Keywords – Watermarking, Information hiding, Binary 

tree, Biometric authentication. 

 

I. INTRODUCTION 
 

Digital Watermarking describes the way or technology 

by which anybody can hide information, for example a 

number or text, in digital media, such as images, video or 

audio. A binary tree is a tree-like structure that is rooted 

and in which each vertex has at most two children and 

each child of a vertex is designated as its left or right child. 

Biometrics or biometric authentication refers to the 

identification of humans by their characteristics or traits. 

Biometrics is used as a form of identification and access 

control. It is also used to identify individuals in groups that 

are under surveillance. A pixel with 32-bit color depth 

consists of α value, R (Red), G (Green) and B (Blue) 

value. α value is the value of opacity. If α is 00000000, the 

image will be fully transparent. Each of three(R, G & B) 

8-bit blocks can range from 00000000 to 11111111(0 to 

255) [6] [17] [19].  

In this paper, we have proposed a technique to embed a 

message about the entire image at arbitrary pixel positions. 

The text taken from the keyboard or special characters 

encoded into its ASCII-8 (American Standard Code for 

Information Interchange) binary equivalent. The length of 

the text is also converted into its 8-bit binary equivalent. 

The data bits from length and text are stored into an 

encrypted array. Then the number of required pixel 

positions i.e. where to embed data, is calculated from the 

array length. The initial or root pixel [k(x, y)] position is 

generated from the six digit key value. From the root pixel 

position the embedding process become initiated. The 

remaining pixel positions are calculated as the left and 

right child are being calculated in binary tree. The left 

child is calculated as 2*k in binary tree representation. 

Here the left child (pixel position) is as [k(2*x,2*y)]. The 

right child (pixel position) is as [k(((2*x)+1),((2*y)+1))]. 

If nay value become more than the width or height of the 

image, the modulus operation is being calculated. The root 

pixel position is notified as 1. The left and right child are 

as 2(2*1) and 3(2*1+1) respectively. The process 

continues up to required number of pixel position 

vertically from root to higher level   and horizontally left 

to node. The data from encrypted array is being embedded 

from left child to right child in each and every level 

starting from root.  Moreover, we get a watermarked 

image.  

Then we have taken a biometric image as a key image. 

Here we have taken a fingerprint image as a key image. 

The bitwise XOR operation (pixel by pixel) between two 

images is initiated from the initial pixel position of both 

images. The XOR operation may vary from process to 

process depending on the size of images. Here we have 

taken the equal size images. Finally, we get a visible 

watermarked image.  

In our work, we have targeted any one bit of last four 

significant bit of each R, G and B of any selected random 

pixel positions. Here the bit position is selected depending 

on the value of pixel position. The replacement of all the 

bits have done in nonlinear pixel and bit positions, in any 

one of last four significant bit of R,G and B at selected 

pixels about the entire image using the private key 

cryptography technique taking the α value as 255 or as in 

the original image [1] [4] [6] [18] [21]. 

Example: A text with 9-characters will form an array 

with 80 (8+9*8) bits of stream (first 8-bits for length). An 

image with 560 X 864 dimension has 4, 83,840 pixels. In 

our work, only we have altered any one bit of last four 

significant bits. If any bit generated from text become 

same to the targeted bit of image then there will be no 

change i.e. it will produce the same to original image.  

Section 2 represents the related work. Section 3 represents 

the scheme followed in the encryption technique. Section 

4 represents an implementation of the technique. Section 5 

gives you an idea about the experimental results. Section 6 

is an analytical discussion on the technique. Section 7 

draws a conclusion.  

II. RELATED WORKS 
 

In this section we have discussed various steganographic 

data hiding methods both in spatial domain and transform 

domain. 
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A. Spatial Domain Steganographic Method 
1) Data hiding by using LSB method: Various techniques 

about data hiding have been proposed so far. One of the 

common techniques is based on manipulating the least-

significant-bit (LSB) method.  Using this method the 

message bits are directly replaced with the LSBs of the 

cover-image [7] [8]. 

2) Data hiding by using PVD method:  Wu and Tsai 

proposed a novel steganography technique using the pixel-

value differencing (PVD) method to distinguish edge and 

smooth areas of the cover image. The PVD technique can 

embed more data in the edge area which guarantees high 

imperceptibility. Later on Chang et al. proposes a new 

method using tri-way pixel value differencing which is 

better than original PVD method with respect to the 

embedding capacity and PSNR [9] [10]. 

3) Data Hiding by GLM: In 2004, Potdar et al. proposes 

GLM (Gray level modification) technique which is used to 

provide a new platform for grey level modification 

steganography system. It embeds binary data within the 

spatial domain of the grey scale images by modifying the 

grey level values of the pixels. It is a one-to-one mapping 

between the binary data (or message bits) and the selected 

pixels in an image [5] [11] [12]. 

B. Transform Domain Steganographic Method: 
Many transform domain methods exist. The commonly 

used transformation functions include Discrete Cosine 

Transformation (DCT), Fast Fourier Transform (DFT), 

and Wavelet Transformation.  

1) DCT based Data Hiding: DCT method is used in the 

JPEG compression algorithm. It transforms a signal or 

image (taking 8x8-pixel blocks of the image) from the 

spatial domain to the frequency domain.  It can separate 

the image into high, middle and low frequency 

components. DCT based steganography embed the text 

message in LSB of the Discrete Cosine (DC) coefficient of 

digital images. Some DCT based steganographic work has 

been given in [13] [14] and [20]. 

2) DWT based Data Hiding: Digital wavelet transform 

(DWT) represents an image as a sum of wavelet functions 

with different locations and scales. Unlike the spatial 

domain, secret messages may be embedded in the high 

frequency coefficients resulted from Discrete Wavelet 

Transform i. e. the information is stored in the wavelet 

coefficients of an image, instead of changing bits of the 

actual pixels. Some DCT based steganographic work has 

been given in [15] and [16]. 

 

III. THE SCHEME 
 

This section represents a description of the actual 

scheme used during “Application of Biometric Image as a 

Key in Ensuring Security of Data using Steganographic 

Approach” technique. Section 3.1 describes the encryption 

technique using five algorithms 3.1.1, 3.1.2, 3.1.3 & 3.1.4 

while section 3.2 describes the decryption technique using 

algorithm 3.2.1 [2] [3] [6]. 

3.1 Encryption of data bits about the image  

3.1.1 Create an array from message data  

Step I: Take input from keyboard or special characters and 

compute the length (chlen). 

Step II: Convert the length (chlen) into its 8 bit binary 

equivalent. Store that data bits to earr[bit] as LSB (Least 

Significant Bit) to earr[1] and MSB (Most Significant Bit) 

to earr[8] respectively. 

Step III: Convert each character to 8-bit (using ASCII-8)  

binary equivalent and store  to earr [ ] as LSB to 

earr[1+(i*8)] and MSB to earr[8+i*8]. 

Step IV: Repeat Step III for i=0 to (N-1). 

Step V: Stop. 

3.1.2 Selection of pixel positions using key 
Step I: Calculate number of pixels (as three following data 

bit replaced in R, G and B of every pixel). So p= (ceil (bit 

/3)). 

Step II: Root pixel [k(x, y)] position is generated from the 

6-digit key value. The left child (pixel position) is as 

[k(2*x,2*y)]. The right child (pixel position) is as 

[k(((2*x)+1),((2*y)+1))]. If nay value become more than 

the width or height of the image, the modulus operation is 

being calculated.  

Step III: The root pixel position is taken as 1. The left and 

right child are as 2(2*1) and 3(2*1+1) respectively. 

Step IV: Repeat Step II to Step III up to p. 

Step V: Stop. 

3.1.4 Replacement of array elements with R, G & B 

values of pixels 
Step I: Calculate the width (w) and height (h) of the 

image. 

Step II: Set x=arrx[p] and y=arry[p]. 

Step III: To select the pixel position into image, compare 

the value of x and y with the value of w and h (where 

addressable pixel position is (0, 0) to (w-1, h-1)). 

a) If (x >(w-1)) or (y >(h-1)) then   

Set P (x, y) = P (0+(x %( w-1)), (0 +(y %( h-1)))      

Otherwise Set     P (x, y) = (x, y). 

Step IV: To select the bit position (b) of selected pixel i.e. 

with which bit the array data will be replaced. Set z 

=arrz[p]. 

i) If (z%4=0) then b=1
st
 LSB.  

ii)  If (z%4=1) then b=2
nd

 LSB. 

iii) If (z%4=2) then b=3
rd

 LSB. Otherwise b=4
th

 LSB of 

each R, G & B of a pixel. 

Step V: To replace the array elements with the selected bit 

position of selected pixel and to reform as a pixel 

a) Alter each of R, G &B to its equivalent 8-bit. 

b) Replace data bit of earr[bit] by following Step III to 

Step V. 

c) Reform it’s to pixel value and place it to its position of 

the image. 

Step VI: Replace the array element to pixels using the 

above mentioned process starting from the 0
th

 element up 

to the end of the array. 

A) If bit%3 = 0        

Go to Step VII.  

 B) If bit%3 = 1 for 0
th

 element to (bit-1)
th

 element 

of the array repeat Step VI (A). For (bit)
th

 element to R, 

value for G and B will be remain same. And go to Step 

VII.    
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C) If  bit%3=2 for 0
th

 element to (bit-2)
th

 element 

of the array repeat Step VI (A).For (bit-1)
th

 element to R, 

(bit)
th

  to G and B will be remain same. And go to Step 

VII.    

Step VII: Repeat Step II to Step VI for i=1 to p. 

Step VIII: Stop. 

3.1.4 Creation of visible watermarked image using 

biometric image  
Step I: Take the biometric key image and compute the 

width (wb) and height (hb).  

Step II: Take the invisible watermarked image and 

perform the bitwise XOR operation (pixel by pixel) 

between two images starting from initial pixel position. 

We get the visible watermarked image.  

Step III: Stop.  

3.2 Decryption of the data bits from the image  

3.2.1 Regain of replaced bits from the watermarked 

image  
Step I: Take the biometric key image as input and compute 

the width (wb) and height (hb).  

Step II: Read the values of R, G and B of each and every 

pixel of both the key image and visible watermarked 

image. Then to get the invisible watermarked image go 

through Step II to Step III of Algorithm 3.1.4.  

Step III: Take key input to get the pixel and bit positions 

in R, G and B of selected pixels, go through Step I to Step 

VI of Algorithm 3.1.2 and Step I to Step VII Algorithm 

3.1.3.  

Step IV: Retrieving the encrypted bits from the selected 

pixels store it to decrypted array from darr[1] to darr[bit] 

respectively.  

Step V: To get the length repeat Step II to Step IV for i= 1 

to 3 times (as every pixel contain three data bits).  

Step VI: Taking data bits of darr[1] as LSB and darr[8] as 

MSB calculate the length (chlen) of message.  

Step VII: Retrieving the encrypted bits from the selected 

pixel and bit positions, store it to decrypted character array 

from darr[10] to darr[bit] respectively. Step VIII: Repeat 

Step VII for i=4 to chlen.  

Step IX: Take data values from the decrypted array darr[ ], 

LSB as darr[8*i+1] and MSB as darr[8*(i+1))] 

respectively. Converting the values into its equivalent 

ASCII characters, restore the message.  

Step X: Stop. 

 

VI. AN IMPLEMENTATION 
 

Let the message to be encrypt is “NONLINEAR”.  

So the length of the message =09 

 =00001001(8 Bit Binary equivalent). 

First the bits from length and then from text are being 

stored to the array earr[bit] respectively as, 

 

Table 4.1: Data bits in encrypted array 

Bit for Length Bit for Character 

earr[1]=1 

: 

Earr[8]=0 

earr[9]=0 

: 

Earr[80]=0 

 

Let the key (K) =6359.  

The image size of both the host image and biometric key 

image= 150 X 150 (w x h).  

Number of effected pixel required for character (p) = [ceil 

(80/3)] =27.  

In the Table 4.2, how the array elements are replaced with 

R, G & B values in selected nonlinear pixels and bit 

position about the image is described (as described in 

Algorithm 3.1.3 & 3.1.4). 

Table 4.2: Replacement of bits about image 
Key 

(K) 

Position 

in tree 

Value of 

pixel 

P(x,y) 

Bit 

position 

=(x+y)%

4 

Array 

data to 

replac

e 

6359 Root P(63,59) 3rd LSB earr[1] 

earr[2] 

earr[3] 

6359 Left 

Child 

P(126,118) 1st LSB earr[4] 

earr[5] 

earr[6] 

6359 Right 
Child 

P(127,119) 3rd LSB earr[7] 
earr[8] 

earr[9] 

: : : : : 

 

In this way, we may generate an indistinguishable 

watermarked image embedding the entire message. Then 

taking the biometric key image we have produced a visible 

watermarked image. Afterward, we are able to transmit the 

encrypted visible watermarked image through any 

communication channel. Applying the decryption 

technique as described in Algorithm 3.2.1 also we will be 

able to get back the encrypted message from that 

watermarked image at the decryption end. 

 

V. EXPERIMENTAL RESULT 
 

An experimental result is given in Figure 5.1 and the 

histogram in Figure 5.2. 

                    
               (a)                                     (b) 

                          
              (c)                                     (d)  

Figure 5.1(a) is the cover image, (b) the watermarked-

image, (c) the fingerprint image (d) the final XOR image 

respectively 

      
       (a)                             (b) 
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    (c) 

Figure 5.2: (a), (b) and (c) the histogram for cover image, 

watermarked image and final XOR image respectively 

A. Peak Signal to Noise Ratio (PSNR) 
PSNR measures the quality of the image by comparing 

the original image or cover image with the stego-image, 

i.e. it measures the percentage of the stego data to the 

image percentage. The PSNR is used to evaluate the 

quality of the stego-image after embedding the secret 

message in the cover. Assume a cover image C(i,j) that 

contains N by N pixels and a stego-image S(i,j) where S is 

generated by embedding the message bit stream. Mean 

squared error (MSE) of the stego-image as 

follows:

2

11

2
)]()([][1 




N

j

N

i

ijSijCNxNMSE  

The PSNR is computed using the following formulae: 

      db MSE/ 25510log  PSNR 2

10 . 

 

Table 5.1: PSNR values after embedding text in host 

image 

Cover 

Image Size 

Message Size 

(in character) 

PSNR of 

Respective 

Coefficient 

150*200 10 72.2765 

20 72.2455 

30 72.1966 

300*400 10 74.1441 

20 74.1380 

30 74.0994 

600*800 10 76.0305 

20 76.8733 

30 76.8111 

 

VI. ANALYSIS 
 

Here, initially we have produced an invisible watermarked 

image. We have not used any compression and/or 

encryption technique before the creation of array (earr[ ]). 

Anybody may employ the compression and/or encryption 

technique(s) at the time of creation of array (earr[ ]). In 

that case, the length of array will be less and the strength 

of encryption will be higher than present. In addition the 

number of affected pixel will also be fewer than now. Here 

we have generated root pixel position depending on key 

value. And the remaining positions are calculated as the 

child nodes are calculated in binary tree. Binary values 

generated from the textual information may be replaced at 

arbitrary pixel positions of the image using any other tree 

structure. Hare we have used 4-digit key for encryption 

process. Anybody may use, key using more digits. As bits 

are placed any one bit in lower four bits of each R, G and 

B, the change of color of the targeted pixels will be less 

and so forth it becomes invisible to human eye at the time 

to make the invisible watermarked image. The number of 

targeted pixels proportionally varies to size of text. Later 

we also have taken a biometric image as a key image. 

Anybody may use any other biometric image like face, eye 

of any one. At the time of encryption the sender may use 

the biometric image of himself or as he/she required a key 

image. After embedding data into host image we have 

done bitwise XOR operation (pixel by pixel) with the key 

image. The XOR operation between two images differs 

from process to process. If, dimension of key image 

become less than the host image, then the resultant visible 

watermarked image will also be different as it happens 

against the initial pixel position of the images[3] [7]. 

 

VII. CONCLUSION 
 

This paper represents a robust hybrid watermarking 

technique. First, the data bits from the textual message are 

embedded to the host image and we get an invisible 

watermarked image. Then we have taken a biometric 

image as a key image and performed bitwise XOR (pixel 

by pixel) operation with the previous resultant image. 

Finally, we get a visible watermarked image. Here, we 

have used private key cryptographic technique to place the 

data bits in unlike pixel and bit positions starting from 

nonlinear pixel position depending on key about  

the entire image. Moreover, initially it produces the 

similar image to see in naked eye at the time of 

watermarking using this method. If the key become 

unknown to anybody who wants to attack the information, 

we think, it will be quite impossible to him or her to find 

out the information from the watermarked image. Next, 

we have taken a biometric image as a key image and have 

performed bitwise XOR (pixel by pixel) operation with the 

previous resultant image. If the key image becomes 

mysterious, it will also be quite impractical to attackers to 

get the invisible watermarked image.  
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