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Abstract - This project aims to provide mutual
authentication of remote unit and remote server side. It uses
cryptanalysis process of two user authentication protocols i.e
remote unit which is represented by microcontroller and
remote server which is represented by personal computer. It
consists of registration, login, verification phase in remote
server side and login and verification phase for remote unit
side. In the registration phase, it explaines how the user
password is encrypted and stored in the smart card .In the
login phase, it explaines how request message send to remote
server and use the response message from remote server for
authenticating user .In the verification phase, it explaines
how request message handle by the remote server. This
project provides more secure format in providing mutual
authentication of remote unit and remote server side. All this
are done by dot net program in server part and embedded-c
program in remote unit part. The efficient ID-based remote
user authentication schemes with smart card provides more
secure mutual authentication between remote server and
remote unit. The efficient ID-based remote user
authentication schemes with smart card using only secure
one-way hash function. In addition, our schemes provide
better trade off among efficiency, flexibility and security than
the schemes previously described.

Keywords - Wireless Sensor Networks, Registration Phase,
Login Phase, Verification Phase.

|. INTRODUCTION

In recent years, low power sensor nodes have emerged
with wireless communication. These wireless sensor
networks (WSNs) have accomplished a significant
attention due to its wide range of applications in military
as well as civilian operations (e.g., military applications,
environmental monitoring, healthcare applications, home
applications, structural monitoring and numerous
commercial applications) . Sensor nodes (e.g., MicaZ and
Telos) are the smallest unit of network that has limited
memory, low band width, low computation and low
power. These wireless sensor networks are deployed to
collect the environment data over a geographical area, and
later the collected data will send to the user either upon
event detection manner or for continuous environment
monitoring. However, due to the wireless nature of sensor
node it may possible that a user can access sensor data
directly without involving the gateway. Smart Card
Reader is designed to Read, Write and Authenticate
contact cards. It supports various secure cards and
Memory cards of several manufacturers like Philips,
Siemens, and Atmel etc. So far few user authentication
protocols have been proposed for resource constraint
wireless sensor network, and each scheme has its own
advantages and disadvantages. In 2009, M.L. Das has
proposed two-factor user authentication protocol for

wireless sensor networks. Das’s claimed that his protocol
is safe against many attacks (i.e., replay attack, password-
guessing attack, user impersonation attack, node
compromise attack, and stolen-verifier attack). Later,
Nyang and Lee identified that Das’s scheme is vulnerable
to an offline password-guessing attack by insider, node
compromise attack and does not care about other security
services, i.e., encryption and authenticity verification of
query response. Thus, Nyang and Lee proposed a
improvement of Das’s two-factor user authentication
protocol in WSNs, which overcome the Das’s scheme
security flaws with some additional security services such
as, confidentiality and authenticity of user’s query
response. In 2010, He et al.’s have shown that Das’s
protocol is susceptible to insider attack, impersonation
attacks and also found design weakness (i.e., about real
identity of user).

Later, they proposed an enhanced two-factor user
authentication scheme for WSN that ease of user
anonymity, safe against insider attack and allow users to
change their password. In the same year, Khan and
Alghathbar pointed out that Das’s scheme is still not
secure and cannot resist to many other security attacks,
such as, gateway-node bypass attack, does not provide
mutual authentication between the gateway and the sensor
nodes, vulnerable to insider attack, and user cannot change
or update their password, whenever needed. Furthermore,
Khan and Alghathbar improved Das’s protocol, which
provides protection against insider attack, gateway bypass
attack and introduced password change phase for users.
Unfortunately, this project finds: (1) He et al.’s scheme is
susceptible to information leakage attack and cannot
preserve user anonymity, no mutual authentication
between the user and the sensor, and no session key is
establish after user authentication phase between the user
and the sensor node; (2) Khan-Alghathbar scheme does
not provide mutual authentication between the user and
the sensor node, no confidentiality to air messages, and
does not establish session key between the user and the
sensor node at the end of authentication phase.

Il. OBJECTIVE

Cryptography-based security is to protect information
resources by making unauthorized acquisition of the
information or tampering with the information more costly
than the potential value that might be gained. The user
authentication mechanism is important part of the Network
security, our scheme aims to protect unauthorized access
of a network system.
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111. EXISTING SYSTEM

The existing system used cryptanalysis of two user
authentication protocols using smart card for wireless
sensor networks. This scheme is divided into three phases,
namely, registration phase, login phase and verification
phase. In the registration phase, each user has given user
id and the user password was encrypted and stored in the
smart card. In the login phase, it explains how request
message send to Remote Server and use the response
message from Remote Server for authenticating user. In
the verification phase, it explains how request message
handle by the Remote Server. In this scheme, registration,
login and verification phase was completed in the Remote
Server side, where in the Remote Unit side we completed
login and verification phase. This scheme provides more
secure mutual authentication between Remote Server and
Remote Unit. It uses cryptanalysis process of two
authentication protocols i.e microcontroller for remote unit
side and personal computer for remote server side. It uses
dotnet program for remote server side for registration,
login and verification phase and embedded c-program for
remote unit side for login and verification phase.

IV. PROPOSED SYSTEM

In 2009, M. L. Das has proposed a two-factor user
authentication scheme for wireless sensor networks, where
each user proves his/her legitimacy using password and
smart card. Later, in 2010, He et al.’s demonstrated that
M. L. Das protocol suffers from insider attack,
impersonation attack and wusers cannot change their
password. Then they proposed enhanced two-factor
protocol that copes to the Das’s protocol weaknesses. In
the same year, Khan-Alghathbar pointed out that Das’s
protocol is suffered from gateway-bypass attack, and no
mutual authentication between the sensor node and the
gateway. Then Khan-Alghathbar proposed security
improvement on Das’s scheme.

In this project, we proposed that: (1) He et al.’s scheme
is susceptible to information leakage attack, and cannot
preserve user anonymity, no mutual authentication
between the sensor and the user, and does not establish the
session key between the user and the sensor node; (2)
Khan- Alghathbar scheme does not provide mutual
authentication between the sensor and the user, and does
not establish the session key between the user and the
sensor node, and no confidentiality to their air messages.

V. REGISTRATION PHASE

Stepl: Insert the smartcard and enter username and
password. Step2: Check whether username already exists
in the server. Step3: Generate user’s random number (b)
and hash of random number (b) and user password (PWk)
in Remote Server (RS). Step4: Compute secret number
(VK), (HK) and (NK) in RS. Step5: Store Vk, Hk, Nk and b
in the smart card and RS.
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The below flowchart explains the Inserting a Smart
Card, Registering or Logging in of new user or existing
user and securing the secret keys.

Store VE, Hk, Nkand b in Smart card &

Data base

Table 1 Registration user id and password in database
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V1. LOGIN PHASE

Stepl: Insert the smartcard and enter username and
password in Remote Unit (RU).

Step2: Compute Tk =Vk @ h (IDk || h (b # PWk) and
HK* = h (TK).

Step3: Verify Hk* = Hk.

Step4: if the above expression is true then continue the
following steps if not terminate the login request.

Step5: Compute DIDk = IDK @ h (Xa || T’ || Ck)

Step6: Compute Bk = h (Nk || Xa || T’) and then sends
login message <DIDk, Bk, T’ and Ck).
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VII. VERIFICATION PHASE
Table 2 Security Table
Stepl: Receives the request message from RU at R

timestamp T. s s s
Step2: RS checks for Transmission Delay. ——
Step3: Then RS Computes IDk* = DIDk ¢h (Xa || T || :

Ck) . R
Step4: RS checks whether IDk* is equal to IDk which is

received from RU.

Step5: RS computes Bk* = h ((h (IDk) & h (K))|| Xa ||

T’) and checks Bk* = Bk
The below flowchart it explains how Remote Server

handle the request message from Remote Unit.

Idk* = DIDk xor h (Xa || T° ||
Ck)
Table 3 User details is stored in database
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Registration Phase consists of Inserting a Smart Card, g S

Registering or Logging in of new user or existing user and D
securing the secret keys. The Login Phase consists of '
inserting a Smart Card, Logging in of existing user, get
authentication from RS and give authentication to the user.
The Verification Phase consists of verifying the request
message sent by RU. In remote unit side it input Id and =~ =
password in microcontroller LCD.When we debug
cryptanalysis program of dot net, we obtain following

static void Main(string[] args) v
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2 Fig.4. Input Id and password in microcontroller LCD
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On clicking at the register in previous diagram,we get
below diagram
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Fig.2. User Registration Diagram

In login Phase it will compute Pi = Ni € PWi, DIDi= h
(yIPi[T)
On clicking at login, we get below diagram
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Fig.9. Displaying pan and vehicle number in LCD

Table 4 Notations and descriptions

Notations | Description
IDk User ldentity
PWk User’s password
GW Gateway node
Sn Sensor node
B User’s random number
Jand xa High entropy gateway secrets (512 bits
K Symmetric key of gateway
h(.) One-way hash function (i.e., SHA-1)
® Bitwise XOR operation
[l Bitwise concatenation operation
XI. RESULT
The efficient ID-based remote user authentication

schemes with smart card provides more secure mutual
authentication between remote server and remote unit. The
efficient ID-based remote user authentication schemes
with smart card using only secure one-way hash function.
In addition, our schemes provide better trade off among
efficiency, flexibility and security than the schemes
previously described.

XI1. CONCLUSION AND FUTURE WORK

Due to the wireless communication nature of involve
entities (i.e., gateway node, and sensor nodes), a user
authentication protocol for WSN should facilitates with
some specific security services, for example, user
anonymity,  confidentiality, = secure  session  key
establishment, and mutual authentication between the
sensor node and the user. This project analyzed the
recently proposed two factor user authentication schemes.
In He et al.’s scheme, we have found that their scheme is
not suitable for real-time wireless sensor networks,
because their scheme suffers from information leakage
attack, does not take care for user privacy, does not
provides mutual authentication between the sensor node
and the user, and not able to establish session key after the
authentication phase.

Furthermore, we are going to analyze Khan and
Alghathbar scheme, which does not does not provides
mutual authentication between the sensor node and the
user, does not support confidentiality to their air messages,
and not able to establish session key after the
authentication phase. Also, we are going to implement a
password change phase.
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