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Abstract - In this work the possibility of secure 

communication using Chaos is proved analytically with 

correlation and Relative Intensity Noise analysis. The 

correlation analysis of pure chaos shows randomness in the 

auto-correlation coefficients and a correlation coefficient 

shows a decaying periodic behavior for the message which is 

a sinusoidal signal in this work. ORIGIN software is used to 

calculate the correlation coefficient for continuous time delay 

of the data and its dependence on time delay. RIN is 

calculated for both efficiently encoded signals as well as for 

inefficiently encoded signal. It is observed that the RIN is 

higher for the efficiently encoded message than inefficiently 

encoded message. This further emphasizes the fact that chaos 

can be very well used for secure communication. 

 

Keywords – Chos, Secure communication, correlation, and 

Relative intensity noise. 

 

I. INTRODUCTION 
 

The need for secure transmission of information is on 

the rise along with the increase in the volume of 

communication. The civilian demands are on the 

operations such as internet transaction of personal data, 

and the defense applications are many fold. Hence, the 

demand for secure communications had never been so 

high. The earliest attempt to use random signals for secure 

communications dates back to 1926 [1]. Since then, such 

usage had gained considerable significance and such 

studies can be broadly categorized as cryptography. 

However, with the advancement of technology and 

increase in demand for secure communication, researchers 

are looking towards using chaotic waveforms as a 

potential carrier cum key for secure transmission of 

messages. Extensive research is being undertaken in using 

chaos: both optical and electronic forms, as a via media for 

secure communications. Cuomo and Oppenheim [2] have 

reported an analog electronic circuit implementation of 

chaotic masking, modulation and switching of a message 

and demonstrated the possibility of private 

communication. Chaotic masking [3] essentially involves 

complete masking of a message in the chaos thereby 

achieving an efficient encoding. Kocarev et al. [4] have 

applied the ideas of Pecora and Carroll [5, 6], and that of 

Cuomo and Oppenheim [2], to encode a message using 

hyper-chaotic systems. Kocharev et. al., have also showed 

the possibility of message encoding. In 2002 Geza 

Kolumban et. al. demonstrated differential chaos shift 

keying (DCSK) in multipath channels to overcome fading 

[3]. In 2003 Soumyajith Mandal et. al. demonstrated base 

band spreadspectrum communication using chaotic signals 

for spreading digital data. [7]. In the optical domain, 

Sivaprakasam et. al. [8, 9, 10], demonstrated the 

possibility of secure communication utilizing 

synchronized chaotic laser diodes. In this work, an 

electronic chaos generator and a signal adder circuits are 

built. Two Weinbridge oscillators are built and are coupled 

through diodes which act as nonlinear element and hence 

the source of chaos [11]. A function generator is used as 

the source of message. The chaos and message are fed to 

the adder circuit through a buffer. The output of the adder 

circuit is then the encoded signal. 
 

II. EXPERIMENTAL SETUP 
 

Experimental set up designed for the paper is as shown 

in the Fig. 1. The circuit built for chaos generation consists 

of two Wein bridge oscillators coupled nonlinearly by 

simple diodes. 

 
Fig.1. Encoder and Decoder Circuit  

 

The complete scheme is shown in Fig. 1. For monitoring 

and recording the time evolution, Tektronix digitizing 

oscilloscope (TDS 520A) is used. It has maximum analog 

bandwidth of 500MHz. For recording and further analysis 

of data Lab VIEW (Laboratory Virtual Instrument 

Engineering Workbench) is used, which is a powerful and 

flexible instrumentation and analysis programming 

language and it features graphical programming 

environments and all the tools needed for data acquisition, 

analysis, and presentation. A Peripheral Component (PCI) 

General Purpose Interface Bus (GPIB) interface card is 
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used to affect the interface between the CRO and PC. The 

gain of the Wein bridge oscillator is controlled by the ratio 

of the resistors RA and RB as K=1+RB/ RA. The theoretical 

gain required to start oscillations is K=3 and the frequency 

of oscillation is given by ωo= 1/RC, where R and C are 

frequency determining components of oscillator. LM7171 

operational amplifier (National semiconductor) is used for 

this work. The nonlinear coupling through the diodes 

generates the chaos from the periodic sinusoidal signals 

generated by the Wein bridge oscillators. Diodes behave 

as non-linear devices in their own right, and non-linearity 

is a prerequisite for chaos. The current through a diode is 

determined by Shockley’s approximation: 
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Where ID is the diode current, IS is the reverse saturation 

current and VT  is thermal voltage and is 26 mV at room 

temperature. VD is biasing voltage for the diode, η is a 

constant which depends on the kind of semiconductor used 

and is specified as 2 for silicon by the manufacturers. 

When the diode is forward biased, an ac signal in the 

vicinity of the cut-in voltage on the nonlinear 

characteristic of the V-I plot, results in effecting a 

nonlinear behavior and hence the generation of the chaos 

is affected. The diodes used in the circuit are 1N4148. 
 

III. RESULTS AND DISCUSSIONS 
 

A. Chaos generation 
Chaos is generated keeping R1 of first Wein bridge 

oscillator fixed at 1.6 KΩ and varying R2 of second Wein 

bridge oscillator of chaos generator circuit. Fig.2 shows 

chaotic behavior in the output of the chaos generator and 

the corresponding Fast Fourier Transform (FFT) plot is 

shown in Fig.3. Fig. 2 shows a non-repetitive random time 

evolution of the chaos. This random behavior was 

monitored for long periods of time. However, Fig. 2 is 

constrained up to 2 ms due to experimental limitations on 

the data acquisition. From Fig. 3, a dominant peak is 

observed at 12.77 kHz with a chaotic bandwidth of 

approximately 25 kHz. 

 
Fig.2. Time trace of chaos 

 

 
Fig.3. FFT of chaos which shows comparable multiple 

peaks 
 

B. Correlation analysis 
Correlation analysis is the statistical tool used to 

describe the degree to which one variable is linearly 

related to another. Degree of correlation is determined 

from the value of correlation coefficient and its value lies 

between -1 and 1. When the correlation is calculated 

between a series and a time-lagged version of itself is 

called autocorrelation. 

 
Fig.4. Correlation plot of pure chaos 

 

 
Fig.5. Peaks vs. correlation coefficient plot 

 

A high correlation is likely to indicate a periodicity in 

the signal of the corresponding time duration. 
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Mathematical expression for the correlation coefficient is 

given below: 

     dttftf
T

T

T

T *
1

lim
2

2

                   (2) 

Where f (t) is the original function, f(t −τ ) is the time 

delayed function of f (t), R(τ ) is the correlation coefficient 

and T is the time period of the function. The utility of 

these plots is that for the periodic signals the 

autocorrelation coefficient is high and for the chaotic 

signals its value falls rapidly as compared with periodic 

signal. By examining these plots one could easily 

distinguish between message and encoded signals and also 

can judge the quality of encoding. Fig. 4 shows the 

autocorrelation plot for the chaotic output. The correlation 

coefficient falls rapidly from 1 to 0.5 from first to second 

peak and from then onwards there is no regular trend, 

which is expected from the character of chaos. In Fig. 5, 

peaks posses a random variation in the correlation 

coefficients values with the increasing in the delay points. 

Fig. 6 shows a sinusoidal message, which is periodic. Fig. 

7 shows its FFT. As can be seen from the Fig. 8, 

correlation coefficient shows a decaying periodic behavior 

and the value of the maxima decreases as the delay 

increases. 

C. Correlation analysis of efficiently encoded 

message 
By efficient encoding, message is not to be evident in 

the time traces and also in the FFT chaos peaks. In this 

work the optimized message frequency is found to be 9.7 

kHz and the optimized values for the message amplitude is 

found to be less than 400 mv. Fig. 9 shows the time trace 

of the message at 9.7 kHz with amplitude kept at a value 

less than 400mv. Fig. 10 shows its FFT with a sharp peak 

at 9.7 kHz. The time trace of efficiently encoded signal is 

as shown in the Fig. 11. And its FFT is shown in Fig. 12. 

Time trace of efficiently encoded signal, which is shown 

in the Fig. 11 shows no evidence of the message and so is 

the FFT, which shows no distinct peak corresponding to 

the message. Arrow mark indicates the hidden or masked 

message in the chaos. The corresponding correlation plots 

are shown in the Fig. 14 and Fig. 15. 

 
Fig.6. Message  

 

 
Fig.7. FFT of message 

 

        
Fig.8. Correlation plot of message 

 

             
Fig.9. peaks vs. Correlation coefficient 

 

 
Fig.10. Message at optimized frequency of 9.7 kHz and 

peak-to- peak amplitude less than 400 mv 

 



 

a 

Copyright © 2012 IJECCE, All right reserved 

1225 

International Journal of Electronics Communication and Computer Engineering 

Volume 3, Issue 5, ISSN (Online): 2249–071X, ISSN (Print): 2278–4209 

 

       
Fig.11. FFT of the time trace 

 

 
Fig.12. Time trace of encoded Signal 

 

              
Fig.13. FFT of encoded signal 

 

From the correlation plot shown in the Fig. 14 one can 

conclude that the trend followed by the correlation 

coefficients follow an irregular pattern corresponding to 

chaotic behavior and hence message is completely hidden 

in the chaos that is required for efficient encoding. Fig. 15 

confirms the same.  

 
Fig.14. Correlation plot of encoded Signal 

 

 
Fig. 15 peaks vs. correlation Coefficient 

 

D. Relative Intensity Noise (RIN) Analysis 
Relative intensity noise (RIN) analysis [12] helps in 

understanding the intensity noise levels in the encoded 

output, message and that of the decoded output. In the 

present investigation the RIN analysis has been performed 

for encoded message signal averaged over 500MHz, which 

is the analogue bandwidth of the CRO used. In this 

investigation RIN is defined by 

    
 2

2

tP

tPtP
RIN

o

oO 
                           (3) 

Where Po(t) is the time-dependent value of the time- 

trace data of the encoded message signal and  tpo
  is the 

mean of the time-trace data of the encoded signal. RIN 

(Relative Intensity Noise) is calculated for efficiently 

encoded message as well as for inefficiently encoded 

message. It is found that the RIN is higher for the 

efficiently encoded message, which is -64.06 dB/Hz, and it 

corresponds to the efficiently encoded message, which was 

obtained at the message frequency of 9.7 kHz with 

amplitude of 400mv. For inefficiently encoded signal the 

RIN is -73.71 dB/Hz. This is in consonance with the 

theoretical prediction for efficiently encoded message 
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signal RIN would be higher as the message signal is 

completely masked by the chaos and it would be lower for 

inefficient encoding where the message signal is evident. 

 

IV. CONCLUSIONS 

 
In this paper, the basics of a possible encoding scheme, 

using nonlinear electronic circuits as the source of chaos is 

presented. Necessary demonstrations for the encoding, 

using chaos generator are presented. Hence, it may be 

authentically concluded the possibility of secure 

communication of a message using chaos as the encoding 

source. The future implications for this technique can be 

immense. 
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