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Abstract — Increase the speed of the AES system in 

communicates the data secretly using AES Algorithm i.e. we 

first send the data (plain text) and the key which is of 128/256 

bit into the encryption process .The output of this process 

will be cipher text. This cipher text is then fed into the 

decryption process and then the data (plain text) is get as 

output. The main aim is that since we add the key and shuffle 

the data it is very hard for the unknown person to find out 

the original data. Since for each key there will be a change in 

the cipher text and so the person has to know the key in 

order to find out the original data. 

 

Keywords — AES  algorithm (encryption, Decryption), key 

expansion, hardware implementation. 

 

INTRODUCTION  
 

The branch of cryptology dealing with the design of                         

algorithms for encryption and decryption, intended to 

ensure the secrecy and/or authenticity of messages. An 

original message is known as the plain text, while the 

coded message is called the cipher text. The process of 

converting the plain text to cipher text is known as 

enciphering or encryption; restoring the plain text from the 

cipher text is deciphering or decryption. The many 

schemes used for enciphering constitute the area of study 

known as cryptography. Such a scheme is known as a 

cryptographic system or a cipher. 

Techniques used for deciphering a message without any 

knowledge of the enciphering details fall into the area of 

cryptanalysis.  The cryptanalysis is what the lay person’s 

calls “breaking the code”. The areas of cryptography and 

cryptanalysis together are called cryptology. 

 
Fig.1. Simplified model of conventional encryption 

 

One claims a secret key cipher is safe if no known 

attack’s complexity is any better than a full search on all 

possible keys.  Advancement in this direction is the newly 

approved and widely adopted secret-key algorithm known 

as “Advanced Encryption Standard” (AES) algorithm that 

operates on 128-bit plaintext and 128/192/256-bit cipher 

key to offer the greatest security for the sensitive data.  

This standard, also known as Rijndael Algorithm has been 

selected as a standard algorithm by the National Institute 

of Standards and Technology (NIST) as US FIPS PUB 

197 in November 2001 after a 5-year standardization 

process.   

The output depends on the plain text and the secret key. 

For a given message, two different keys will produce two 

different cipher texts. The cipher text is an apparently 

random stream of data, as it stands, is unintelligible. 

Decryption is essentially the encryption algorithm run in 

reverse. It takes the cipher text and the secret key and 

produces the original plain text. 

 

ADVANCE ENCRYPTION STANDARD (AES) 
 

These block cipher algorithm was developed by 

researchers at IBM and was fine-tuned by government 

agencies, the National Security Agency (NSA) and the 

National Institute of Standards and Technology (NIST). 

The American National Standards Institute (ANSI) 

adopted AES as the federal standard for encryption of 

commercial and sensitive data. This is defined in Federal 

Information Processing Standards (FIPS 46, 1977) 

published by NIST [1], [2]. 

The AES algorithm has a regular structure that lends 

itself to pipelining and simple data manipulations to 

permit fast operations. AES is a symmetric encryption 

algorithm where the same key is used for both encryption 

and decryption. AES takes a 256-bit key and a 256-bit 

block of data as inputs, and outputs 256-bits of encrypted 

data. The actual key is only 192-bits and the remaining 

bits, i.e., the least significant bit (LSB) in every byte can 

be used as parity. The same basic AESign can be used for 

both encryption and decryption.  

The Advanced Encryption Standard (AES) shall consist 

of the following Advanced Encryption Algorithm (AES) 

and Triple Advanced Encryption Algorithm (TDEA, as 

described in ANSI X9.52). These devices shall be 

assigned in such a way that they may be used in a 

computer system or network to provide cryptographic 

protection to binary coded data. The method of 

implementation will depend on the application and 

environment. The devices shall be implemented in such a 

way that they may be tested and validated as accurately 

performing the transformations specified in the following 

algorithms. 

 

THE AES ALGORITHM 
 

For both its Cipher and Inverse Cipher, the AES 

algorithm uses a round function that is composed of four 

different byte-oriented transformations: 1) byte 

substitution using a substitution table (S-box), 2) shifting 

rows of the State array by different offsets, 3) mixing the 

data within each column of the State array, and 4) adding a 

Round Key to the State. This is shown in following figure.  



 

 

 

 

Copyright © 2012 IJECCE, All right reserved 

1040 

International Journal of Electronics Communication and Computer Engineering 

Volume 3, Issue 5, ISSN (Online): 2249–071X, ISSN (Print): 2278–4209 
 

Advanced  Encryption Algorithm Flow
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                 Fig.2.  AES algorithm flow 

 

Encryption (Cipher Generation): 
At the start of the Cipher, the input is copied to the State 

array using the conventions. After an initial Round Key 

addition, the State array is transformed by implementing a 

round function 10, 12, or 14 times (depending on the key 

length), with the final round differing slightly from the 

first Nr -1 rounds. The final State is then copied to the 

output. 

The round function is parameterized using a key 

schedule that consists of a one-dimensional array of four-

byte words derived using the Key Expansion routine. The 

individual transformations- SubBytes (), ShiftRows (), 

MixColumns (), and AddRoundKey () – process the 

State and are described in the following subsections. The 

array w [] contains the key schedule. All Nr rounds are 

identical with the exception of the final round, which does 

not include the MixColumns () transformation. Appendix 

B presents an example of the Cipher, showing values for 

the State array at the beginning of each round and after the 

application of each of the four transformations described 

in the following sections.  

1) SubBytes () Transformation: The SubBytes () 

transformation is a non-linear byte substitution that 

operates independently on each byte of the State using a 

substitution table (S-box). This S-box, which is invertible, 

is constructed by composing two transformations 

     Take the multiplicative inverse in the finite field GF 

(2^8), described in Sec. 2.2.4.2; the element {00} is 

mapped to itself. Apply the following affine 

transformation (over GF (2)), given as 

                      
For 0 i 8, where bi is the ith bit of the byte, and ci 

is the ith bit of a byte c with the value {63} or 

{01100011}. Here and elsewhere, a prime on a variable 

(e.g., b) indicates that the variable is to be updated 

with the value on the right. 

 
                    Fig.3.  AES Encryption Process 

2) ShiftRows () Transformation: In the ShiftRows () 

transformation, the bytes in the last three rows of the State 

are cyclically shifted over different numbers of bytes 

(offsets). The first row, r = 0, is not shifted. This has the 

effect of moving bytes to “lower” positions in the row (i.e., 

lower values of c in a given row), while the “lowest” bytes 

wrap around into the “top” of the row (i.e., higher values of 

c in a given row). 

3) MixColumns () Transformation: The MixColumns 

() transformation operates on the State column-by-column, 

treating each column as a four-term polynomial. The 

columns are considered as polynomials over GF (2
8
) and 

multiplied modulo x4 + 1 with a fixed polynomial a(x), 

given by, a(x) = {03} x3+ {01} x2+ {01} x+ {02}. 

4) AddRoundKey () Transformation: In the 

AddRoundKey () transformation, a Round Key is added to 

the State by a simple bitwise XOR operation. Each Round 

Key consists of Nb words from the key schedule. Those 

Nb words are each added into the columns of the State. 

Key Expansion: Each round key is a 4-word (128-bit) 

array generated as a product of the previous round key, a 

constant that changes each round, and a series of S-Box 

lookups for each 32-bit word of the key. The Key schedule 

Expansion generates a total of Nb (Nr + 1) words. 

B.  Decryption (Inverse Cipher Generation): 
The Cipher transformations can be inverted and then 

implemented in reverse order to produce a straightforward 

Inverse Cipher for the AES algorithm. The individual 

transformations used in the Inverse Cipher - InvShiftRows 

(), InvSubBytes (), InvMixColumns (), and AddRoundKey 

() – process the State and are described in the following 

sub sections. The Inverse Cipher, the array w [] contains 

the key schedule. 
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                             Fig.4. AES Decryption Process 

1) InvShiftRows () Transformation:  InvShiftRows () is 

the inverse of the ShiftRows () transformation. The bytes 

in the last three rows of the State are cyclically shifted 

over different numbers of bytes (offsets). The first row, r = 

0, is not shifted. The bottom three rows are cyclically 

shifted by Nb - shift(r, Nb) bytes, where the shift value 

shift (r, Nb) depends on the row number. 

2)  InvSubBytes () Transformation:  InvSubBytes () is 

the inverse of the byte substitution transformation, in 

which the inverse Sbox is applied to each byte of the State. 

This is obtained by applying the inverse of the affine 

transformation (2.2.5.1) followed by taking the 

multiplicative inverse in GF (2
8
). 

3)  InvMixColumns () Transformation: 
InvMixColumns () is the inverse of the MixColumns () 

transformation. InvMixColumns () operates on the State 

column-by-column, treating each column as a four-term 

polynomial as described in Sec. 4.3. The columns are 

considered as polynomials over GF (2
8
) and multiplied 

modulo x^4 + 1 with a fixed polynomial a-1(x), given by a
-

1
(x) = {0b} x3 + {0d} x3 + {09} x + {0e}. 

4) Inverse of the AddRoundKey () Transformation:  

AddRoundKey (), which is its own inverse, since it only 

involves an application of the XOR operation. 

5)  

IMPLEMENTATION  
 

Hardware implementations of secret-key ciphers can be 

characterized using several parameters. Below we provide 

our definitions of major parameters and point out the 

differences in naming conventions used by different 

authors. We also derive formulas that demonstrate the 

mutual dependence among these parameters. 

 
 
         Fig.5. Block diagram of Hardware Implementation 

 

6) Speed: Encryption (decryption) throughput is defined 

as the number of bits encrypted (decrypted) in a unit of 

time. Typically, the encryption and decryption throughputs 

are equal, and therefore only one parameter is reported. 

The throughput unit is Mbit/s (megabit per second).  A 

similar parameter, and called bandwidth. Bandwidth is 

defined as the number of cipher blocks encrypted or 

decrypted in a unit of time. The unit of bandwidth is 1/s.  

The bandwidth is related to the throughput by  

      Throughput = block size bandwidth.   

7) Area: The area required for the cipher implementation 

is an important parameter for the following reasons. 

8) Cost: The area of an integrated circuit is a primary 

factor determining its cost. It is traditionally assumed that 

the cost of an integrated circuit is directly proportional to 

the circuit area. This dependence is not always accurate, 

especially, taking into account the cost of a package, 

which is determined by the number of the circuit inputs 

and outputs. 

9)  Limit on the maximum area:  In certain hardware 

environments, there exists a limit on the maximum area of 

the cryptographic unit. This limit may be imposed by the 

cost, available fabrication technology, power consumption 

or any combination of these factors.  

 In FPGA implementations, the only circuit size 

measures reported by the CAD tools are the number of 

basic configurable logic blocks and the number of 

equivalent logic gates. It is commonly believed that out of 

these two measures, the number of basic configurable 

logic blocks approximates the circuit area more accurately.  
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The top-level block diagram of the symmetric-key block 

cipher implementation is shown in Fig. 5. Two major 

functional blocks are: encryption/decryption unit and key 

scheduling unit. The interpretation of the function to be 

performed by the encryption/decryption unit is not 

uniform among various design groups involved in the 

comparison of the AES candidates. 

 
Fig.6. Top level block diagram of the AES cipher/Invcipher 

Implementation 

In the most complete and universal design, this unit is 

capable of performing both encryption and decryption. 

Only one operational mode (either encryption or 

decryption) can be active at a time, and an attempt is made 

to share as many resources as possible between the 

encryption and decryption logic. In a simplified design, 

only one mode (typically encryption) is implemented. The 

argument behind such implementation is that either two 

separate chips can be used for each major mode, or the 

same FPGA chip can be entirely or partially reconfigured 

to switch between encryption and decryption. Taking into 

account times required for the complete reconfiguration of 

a circuit in the current generation of FPGA devices, the 

latter use is not practical for a large number of applications 

that require an almost instantaneous switching between 

encryption and decryption.  

It includes developing and analyzing the FPGA 

implementation of AES, an innovative algorithm-- with 

our own minor modifications one by adopting the unique 

procedure for both encryption and decryption modules by 

merging two transformations SubBytes() and ShiftRows() 

in encryption and InvSubBytes() and InvShiftRows() in 

decryption; the other by choosing Equivalent Inverse 

Cipher rather than Inverse Cipher, and finally by 

component reuse technique in MixColumns() and 

InvMixColumns() to eliminate tedious mathematical 

operations, only with the main intention to improve the 

throughput and the conversion efficiency.  All these 

theoretical modifications would need to be tested, 

analyzed and judged to be efficient in real time.  So, we 

cannot employ the FPGAs with power supplies greater 

than or equaling 3.3V and the best option here for our 

design would be 2.5V FPGAs with as many flexible 

features as possible relating to timing, area, speed and 

connectivity.  Spartan-3 implements most of the Virtex-II 

features in industry-leading 90 nm technology, thus 

offering the lowest price per function for any FPGA 

family on the market. 

The AES algorithm is implemented using in Xilinx 

platform studio10.1 with help of MicroBlaze processor. 

First, the algorithm is tested by encrypting and decrypting 

a single 256 bit block. After having an operational block 

cipher, the next step is to embed this block cipher in a 

block cipher modes of operation. Cipher feedback (CFB) 

is chosen since the message does not have to be padded to 

a multiple of the cipher block size while preventing some 

manipulation of the cipher text. 

 

SIMULATION RESULTS 
 

A. Encryption Process (Cipher): 
          

          AES block length/Plain Text = 256bits (Nb = 4) 

          Key length = 192 bits (Nk = 4) 

          No. of Rounds = 14(Nr = 14) 

 

Input/Plain Text: 
1212121222334455000000 

Key: 
D5D0D92A D3A90372 9089018B 9FCA4C3B 53198A16 

561CE01F 

Output/Cipher Text: 
2D17F21F EA5D38F3 2F03076 356BC572 7B57C4AA 

B062228E 4AE2622C 3B9CDA79 

 

 
                                   Fig.7. Encryption process 

B. Decryption Process (Inverse Cipher): 
          AES block length/Plain Text = 256bits (Nb = 4) 

          Key length = 192 bits (Nk = 4) 

          No. of Rounds = 14(Nr = 14) 
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Input/ Cipher Text: 
2D17F21F EA5D38F3 2F03076 356BC572 7B57C4AA 

B062228E 4AE2622C 3B9CDA79 

Key: 
D5D0D92A D3A90372 9089018B 9FCA4C3B 53198A16 

561CE01F 

Output/Plain Text: 
1212121222334455000000 

 

 
Fig.8.  Decryption process 

 

C. Testing and Verification: 
      The synthesis & mapping results of AES design are 

summarized in Table 1. 
RESULTS OF FPGA IMPLEMENTATION OF AES  

TARGET FPGA DEVICE SPARTAN3 XC3S200TQ144-4 

PROCESSOR MICRO BLAZE 

OPTIMIZATION GOAL SPEED 

MAXIMUM OPERATING 

FREQUENCY 
72.495MHZ 

NUMBER OF SLICES 1,572 OUT OF   3,840   40% 

NUMBER OF SLICES  FLIP FLOPS 1,571 

SRAM_256KX32 2 
NUMBER OF 4 INPUT LUT’S 2,417 OUT OF   3,840   (62%) 

NUMBER OF BONDED IOB’S  62 OUT OF   97   (63%) 
NUMBER OF RAMB16S 4 OUT OF   12   (33%) 

NUMBER OF MULT18X18S 3 OUT OF      12   (25%) 

NUMBER OF BUFGMUXS                    2 OUT OF       8   (25%) 
  NUMBER OF DCMS 1 OUT OF       4   (25%) 

NUMBER OF BSCANS 1 OUT OF       1 (100%) 

ENCRYPTION/DECRYPTION 

THROUGHPUT 
363.896 MBITS/SEC 

PEAK MEMORY USAGE 219 MB 

 

The parameter that compares AES candidates from the 

point of view of their hardware efficiency is Throughput. 

Encryption / Decryption Throughput = block size 

frequency / total clock cycles. Thus, Throughput = 256 x 

72.495MHz/51 = 363.896 Mbits/sec. 

 

CONCLUSION 
 

The Advanced Encryption Standard algorithm is an 

iterative private key symmetric block cipher that can 

process data blocks of 256 bits through the use of cipher 

keys with lengths of 128, 192, and 256 bits. 

An efficient FPGA implementation of 256 bit block and 

192 bit key AES cryptosystem has been presented in this 

paper. Optimized and Synthesizable VHDL code is 

developed  for the implementation of both 128 bit data 

encryption and decryption process & description is 

verified using ISE 10.1 functional simulator and Xilinx 

platform studio 10.1 from Xilinx. All the transformations 

of algorithm are simulated using an iterative design 

approach in order to minimize the hardware consumption. 

Each program is tested with some of the sample vectors 

provided by NIST. The speed reaches the value of 363.896 

Mbits/sec for both encryption and decryption process with 

Device XC3s200 of Xilinx Spartan Family. 
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