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Abstract - Small and medium enter prises(SMEs) are gradually
believing that information is an asset and like any other asset it
needs to be strategically managed and protected. In most of the
SM Es developing a strategy and then implementing the security
measures are avoided or are considered as redundant. So in
most of the cases it leaves loop haoles in Information Security
which result into threats and financial loss in the future. To
improve security in a SME Purser’s proactive approach, with a
little modification, is especially helpful. In this approach the
process of preparing the strategy is explained in eight steps.

Index Terms— Information  Security strategy,
Information Security strategy Plan, Security strategy for
SMEs.

|. INTRODUCTION

Information is an asset and like any other asset it needsto be
strategically managed and protected. It is therefore
imperative that leaders of organizations and particularly
SMEs understand the value of information contained within
their business systems and have a framework for assessing
and implementing information security [2]. The information
security strategy is a guideline for the future. This guides the
SME to improve continuously and ensures that the
organization remains focused on the important issues. The
information security strategy should continuously change
and accommodate the changing threat environment. So the
strategic planning cycle generally consists of four phaseq[1] -

Definition of strategy
Production of strategic plan

1

2

3. Execution of the plan

4. Monitoring for further improvement
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Fig. 1: The Strategic planning cycle

Appropriate information security strategy helps to improve
organization security [4, 5]. Most of the organization ignore
the strategy [6] and apply countermeasures at tactical level
[7], which fails to utilize the measures optimally.
Information security strategy cannot be formed overnight.
Initially ideas will be incomplete. Most of the SMEs will not
be ableto identify the final goal but the can surely understand
the areas where improvement is required, this act as the
intermediate goal .

The document is organized in the following pattern. In the
first section we have discussed about different Types of
Security Strategies,

II. DIFFERENT TYPESOF SECURITY STRATEGIES

According to Earl (2002), the evolution of SMES in security
terms is dependent on Information and Communication
Technology (ICT) usage. It is important that IT security
strategies in SMEs are reflective of the ICT usage. For
instance, in

SME where there is limited or no ICT usage then there is no
need to have an IT security strategy. For SMEs with
sophisticated ICT usage, there is need to have a policy which
addresses al issues about usage of their ICT
infrastructure.[2]

There are different classifications of Information security
strategy. They are —

1. Deterrence and prevention or Prevention

2. Limitation and correction

3. Isolate , exclude, isolate, exclude, restrict, recover
and punish,

4. proactive and reactive,

5. Preventive and Reactive or Deterrence,

6. Detection, Delay and Response.

According to Sanseo Park and Tobias Ruighaver [3] there are

three dimensions in information strategies. They are Time,
Space and Decision making.
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Time dimension - In time dimension strategies are employed
based on the time of attacks. Different categories of attacks
are used at different times. Proactive strategies are used
before attacks while whereas Reactive ones can be utilized
once the attack has recognized.

Space Dimension — In space dimension strategies are divided
into bordered and layered. The defense mechanism in
perimeter defense is placed at the line between internal and
external area. Eg: Firewall at the network gate.

I11. DECISION MAKING PROCESS DIMENSION

Decision making process dimension is used in military and
businessfield.

Decision making process dimension is classified into three
classes: Cognitive, Determinative and Directive.

| Information Security Strategies |

' .

Decision
- Making
Process

Fig 2: Classification of Information Security

IV. DEVELOPING THE INFORMATION SECURITY STRATEGY

The Information Security Strategy for a SME is devel oped
in different stages.

Step 1: Analysis of the current situation

Step 2: Identification of business strategy requirements Step
3: Identification of legal and regulatory requirements Step
4: |dentification of requirements due to external trends Step
5: Definition of the target situation

Step 6: Definition and prioritization of strategic initiatives
Step 7: Distribution of the draft strategy

Step 8: Agreement and publication of final strategy

In the first two steps the current situation is analyzed and
strategic requirements are identified. For identifying the
strategic requirement the major issues are considered and the
reguirements are derived from these issues. In third step these
requirements are consolidated and verified for coherency.
Then this complete list is then used to define the strategic
goals. Inthe next step the strategic initiatives are prioritized.
The high priority initiatives are considered to prepare the
draft strategy which is distributed amongst al stakeholders.
The draft strategy is modified and approved according to the
suggestions of the stakeholders and the final strategy is
prepared and published.

Sep 1: Analysis of the current situation
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In the first phase the current system if present is analyzed.
This step takes the longest time to complete because most of
the time the documentation of the current or previous system
is not produced or is lost. The available documentations are
poor in quality or outdated. Many of the staff members who
were involved in preparing or maintaining the strategy have
left the organization. Thisanalysis confirms the known major
issues as well as reveals a number of minor details which
were ignored before.

Sep 2: Identification of business strategy requirements

The business strategy of the SME ultimately decides the
future IT requirements. So to develop an IT security strategy
studying the business strategy helps to prepare along lasting
IT security strategy. But a properly documented business
strategy is very difficult to find. If a documented business
strategy exists only a part of it is accessible for review for
security reasons.

Sep 3: Identification of legal and regulatory requirements

The legal requirements usually decide what the SME can do
with its systems and data. Some of the law which the data and
systems are secured are — data protection law, privacy law

etc.

The SME is concerned with the important legal requirements
are in the areas of privacy and data protection. The SME
needs to be compatible to other SMEs in the country and so

the security mechanism must be compatible with the criteria
published by the regulatory bodies.

Sep 4: Identification of requirements due to external trends

The strategic requirements can also be influenced by external
factors like changes in threat environment, changes in the
economy, political events, mergers or change in technology
etc. The IT strategy of the SME should be able to
accommodate the risks like Spam, Malicious code etc.

Sep 5: Definition of the target situation

The target situations are defined in terms of strategic
regquirements.

If there is a significant gap between the current security
framework and threats associated with the modern
technological development then strategic requirement is to
design and implement IT security architecture capable of
combating those threats.

If there is less communication between security department
and the users then the strategic requirement is to ensure that
al the users are well informed about the security related
matters.

Sep 6: Definition and prioritization of strategic initiatives

Before designing the final strategy a draft strategy is
developed. The strategy requirements are prioritized
according to a set of predefined criteria, typically reflecting
the degree to which they mitigate risk, degree of difficulty
and
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cost. The high priority ones are taken into consideration. The
draft strategy explains the major objectives that the strategy
is designed to achieve and the background information that
the readers need to know to understand the strategy.

Sep 7: Distribution of the draft strategy

The draft strategy is documented in a proper manner and then
distributed amongst al the stakeholders. The draft strategy
contains al the objectives in detail and description of how
they will be achieved.

Sep 8: Agreement and publication of final strategy

The draft strategy is distributed amongst all the uses for
approval. The users are requested to give their feed backs
within a stipulated time. The necessary modifications are
done and the final strategy is prepared and submitted to the
authority. This strategy can now beimplemented in the SME.

V. DISCUSSION

In previous researches it has been found that the SMEs have
less access to adequate business and market information.
They also lack reliable web presence and mechanism for
online selling. They need to improve the knowledge and
techniques to promote quality production and market
presentation strategies. The need more information about the
sources of financial assistance available in the market.

SMEs don’t have expert IT staff and that is why they can’t
use the ICTs as effectively as larger companies. In future the
SMEs are going to face increasing demands on I T capability.
To remain in the market the SMEs need to remain
competitive price wise and service level wise. To remain in
the competition they need to use I T prudently so that they can
handle larger orders and grab new export opportunities.
Since the SMEs don’t have the expertise in handling the IT
related issues they prefer outsourcing the job. But there
always remains a gap between the organization and the web
developers or contractors. The SMES become dependent on
R TR DL RO et bR R i oBndp
and expertise of the outside partner. To get rid of the
dependency the SME should increase awareness amongst the
employees of the organization. For the same the SMEs
should regularly hold seminars and workshops to educate
their staff about IT security. To educate the staff the SME
should have a very systematic approach. The best way to
incorporate is to incorporate the training in the IT security
strategy. So the modified steps are —

Step 1: Analysis of the current situation

Step 2: Identification of business strategy requirements Step
3: Identification of legal and regulatory requirements Step 4:
Identification of requirements due to external trends Step 5:
Identification of requirement of training amongst the
employees

Step 6: Definition of the target situation

Step 7: Definition and prioritization of strategic initiatives
Step 8: Distribution of the draft strategy
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Step 9: Agreement and publication of final strategy
Here we suggest a new step —

Step 5: Identification of requirement of training amongst the
employees

In this step the training requirement amongst the employees
to handle the IT setup of the company should be considered.
The training should consider the technical and legal aspects.
The training requirement should be specific to every
employee depending on their jobs. The IT administrators and
the users should get training according to requirements. |If
required employees can even be sent for certification
programs so that later the Information security can be
maintained by the SME.

VI. CONCLUSION

This paper explains a structured, rational approach that helps
to develop an IT security strategy for a SME. It is important
to plan the strategy very carefully.

The suggested change in the steps to incorporate the training
program of the employees will help the SME to get the
approval of the management and thus implementation will be
easy. Since the training will be employee specific and job
specific the allocation of responsibility will be done and after
that the training programmes will be decided. Thus there will
be better maintenance of security and better disaster
management.
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