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Abstract — Internet worms are truly autonomous virtual
viruses, spreading across the net, breaking into computers,
and replicating without human assistance and usually
without human knowledge. Worms are particularly
interesting technological constructs, with an intriguing
mathematical structure and complexity. They fascinate
because they take the digital imitation of life to another step -
they autonomously search for computers, penetrate them,
and replicate their intelligence to continue the process. An
active worm refers to a malicious software program that
propagates itself on the Internet to infect other computers.
The propagation of the worm is based on exploiting
vulnerabilities of computers on the Internet. The
camouflaging worm, also called C- Worm, is a type of active
internet worm. A C- Worm can intelligently manipulate its
scan traffic volume over time. Thus a C- Worm can
camouflage its propagation form existing worm detection
systems based on analyzing the propagation traffic generated
by worms. This paper presents a method to detect C- Worms.

Keywords — Camouflaging, Detection, Propagation,
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I. INTRODUCTION

An internet worm [1] [2] is a program that spreads
across the internet by replicating itself on computers via
their network connections. In the 1980s, researchers were
seeking ways of managing the growing internet remotely,
using programs that could distribute themselves
automatically across it. In the US, on 2 November 1988, a
Cornell University student called Robert Morris released
an experimental self-replicating program onto the internet
to find out how many computers were currently connected
to it. The program spread rapidly, installing itself on an
estimated 10% of the computers then connected. Morris
had no malicious intent, but a bug in his program caused
many of the computers the worm landed on to crash. He
was prosecuted and expelled from Cornell, but worms had
come of age and have since evolved into an effective way
of attacking systems connected to the internet.

Most internet worms are now malicious. As well as
using the computers they land on to spread themselves
further, they're designed to take control of them, either to
steal confidential user information or to convert them into
remote-controlled 'zombies' or 'bots'. Worms often infect
computers by exploiting bugs in legitimate software.
Typically, a high-profile, trusted web page may be
tampered with so it transmits (often invisibly) a carefully
corrupted document file to the user when the page is
viewed. The corrupted file causes the viewer program to
crash, opening a door for the injection of a malicious
program. To help hide the infection, the malicious

program is usually a 'downloader' - a very small program
that later connects to a remote computer over the internet
to download a more substantial piece of malicious
software.

Active worms pose major security threats to the Internet.
An active worm refers to a malicious software program
that self-propagates in a network and infects hosts.
Recently, active worms such as “Code-Red” infected more
than 350,000 Microsoft IIS servers and caused 1.2 billion
dollars of damage in less than 14 hours. Amongst the
numerous forms of active worms, we studied a particular
worm called the Camouflaging Worm (C-
Worm)[3][4]. The C-Worm has a self-propagating
behavior similar to traditional worms, i.e., it intends to
rapidly infect as many vulnerable computers as possible.
However, the C- Worm is quite different from traditional
worms in which it camouflages any noticeable trends in
the number of infected computers over time. The
camouflage is achieved by manipulating the scan traffic
volume of worm-infected computers. Such a manipulation
of the scan traffic volume prevents exhibition of any
exponentially increasing trends or even crossing of
thresholds that are tracked by existing detection schemes.
This paper presents a method to detect the camouflaging
worms.

II. COMPONENTS OF A WORM

Nazario et al. dissected worm systems into their five
basic components [5]. A worm may have any or all of
these components, though a minimum set must include the
attack component.
1. Reconnaissance: The worm network has to hunt out
other network nodes to infect. This component of the
worm is responsible for discovering hosts on the network
that are capable of being compromised by the worm’s
known methods.
2. Attack components: These are used to launch an attack
against an identified target system. Attacks can include the
traditional buffer or heap overflow, string formatting
attacks, Unicode misinterpetations (in the case of IIS
attacks), and misconfigurations.
3. Communication components: Nodes in the worm
network can talk to each other. The communication
components give the worms the interface to send messages
between nodes or some other central location.
4. Command components: Once compromised, the nodes
in the worm network can be issued operation commands
using this component. The command element provides the
interface to the worm node to issue and act on commands.
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5. Intelligence components: To communicate effectively,
the worm network needs to know the location of the nodes
as well as characteristics about them. The intelligence
portion of the worm network provides the information
needed to be able to contact other worm nodes, which can
be accomplished in a variety of ways.

Not all of these components are required to have an
operational worm. Again, only basic reconnaissance and
attack components are needed to build an effective worm
that can spread over a great distance. However, this
minimal worm will be somewhat limited in that it lacks
additional capabilities, such as DDoS capabilities or a
system level interface to the compromised host.

III. WORM TARGETS

The following are the target of attacks of a worm.
A. Servers

Servers represent a common target for worms. They are
well connected to the network, typically are designed to
accept connections from unknown parties, and have nearly
nonexistent access control mechanisms for their major
services. Worms take advantage of all of these server
attributes, the bandwidth, access, and services provided,
and use them against the network itself.
B. Desktops and workstations

Workstations and desktops are usually maintained by
their owners, meaning they receive less professional
attention than servers do. However, an increasing shift in
the personal computing world toward network-centric
applications and setups means that these personal systems
are now more accessible via the network. File-sharing
systems, for example, are open by default to the world and
have been used by some worms to spread from host to
host. The Nimda worm, for example, used open file shares
on Windows hosts to spread to its next victims.
C. Embedded devices

A growing trend in attacks in recent years is focusing on
network-aware appliances. As devices that can attach to
the network become more complex, they increasingly
offer additional services for management. It is in these
services that a number of security vulnerabilities have
been discovered. These include poor default
configurations, basic programming errors in the services,
and fundamental flaws in security implementations.
Specific examples of this sort of device are network-based
printers, broadband devices such as cable modems and
DSL adapters, and even larger, more established
equipment such as routers and switches. The needs being
met by these embedded devices are great, and as such we
cannot do without them. Furthermore, an embedded device
is typically loaded from firmware, making upgrades
difficult to perform and even sometimes impossible. Such
devices, difficult to adequately secure, pose an increasing
risk to networks and a budding target for worms. Even if
only used as devices in an attack via bounced packets or
storage for files needed in the worm, their use cannot be
ignored.

IV. EXISTING WORM DETECTION STRATEGIES

A. Traffic Analysis
Traffic analysis[6] is the act of analyzing the network’s

communications and the patterns inherent in it. The
characteristics of the traffic that are studied can include the
protocols, the ports used in the connections, the success
and failures of connections, the peers of the
communications, and the volume of traffic over time and
per host. All of these characteristics can be combined to
develop a picture of the network under normal
circumstances and also used to identify the presence of a
worm.
B. Honeypots

Honeypots[7] are closely monitored network decoys
serving several purposes: they can distract adversaries
from more valuable machines on a network, they can
provide early warning about new attack and exploitation
trends and they allow in-depth examination of adversaries
during and after exploitation of a honeypot.
Honeypots are a highly flexible security tool with different
applications for security. They don't fix a single problem.
Instead they have multiple uses, such as prevention,
detection, or information gathering.

A network honeypot is simply a system you expect to
get probed or attacked so that you can analyze these data
later. Because of their nature, worms will indiscriminately
attack any available host on the network, including
honeypots. The value of this approach is that you can
analyze the attack after it has happened and learn about the
methods used by the attacking agent.
C. Signature-Based Detection

Signature analysis[8] is the method of analyzing the
content of captured data to detect the presence of known
strings. These signatures are kept in a database and are
derived from the content of known malicious files. These
files are typically the executable programs associated with
worms. The strength of signature analysis relies on the
validity of a basic assumption: that the behavior of one
instance of malicious software is representative of all
instances. This can also include attacks that occur on a
network. For worms, this means that by studying one node
of the worm, the behavior of all nodes that are
compromised by the worm can be reliably predicted.
D. Power Spectral Density(PSD) method

This detection scheme[3] captures the distinct pattern of
the C-Worm in the frequency domain, and thereby has the
potential of effectively detecting the C-Worm propagation.
In order to identify the C-Worm propagation in the
frequency domain, it uses the distribution of Power
Spectral Density (PSD) and its corresponding Spectral
Flatness Measure (SFM) of the scan traffic. Particularly,
PSD describes how the power of a time series is
distributed in the frequency domain. Mathematically, it is
defined as the Fourier transform of the auto-correlation of
a time series. In this case, the time series corresponds to
the changes in the number of worm instances that actively
conduct scans over time. The SFM of PSD is defined as
the ratio of geometric mean to arithmetic mean of the
coefficients of PSD. The range of SFM values is [0 ,1]and
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a larger SFM value implies flatter PSD distribution and
vice versa.

V. PROPOSED METHOD

In the proposed method, upon the arrival of a new worm
and during its early phase of propagation, we will model
the scanner arrivals as a Poisson process with a non-
stationary rate. The worm detection algorithm follows a
two-stage procedure. The first stage uses a CUSUM
procedure[9] to detect an increase in the scanner arrival
rate. The second stage uses a Maximum Likelihood
Estimation (MLE) procedure to fit a non-stationary
Poisson process with exponentially increasing rate
function. The second stage throws a worm alarm if the
exponential rate estimate differs significantly from zero
with a high level of confidence.

The following algorithm shows the complete worm
detection algorithm that operates a stream of scanner
arrival times from a t sample of unsolicited packets.
Worm Detection(T)

1. S0 = 0;

2 Initialize μ with the median of the first c0 = 100
observed inter-arrival time divided by log(2)
3. For each new arrival Ti, Xi = Ti − Ti−1

4. Si = max(0, Si−1 + μ − Xi − pμ)
5. μ = (1 − w) * μ + w * Xi

6. If Si > 0
7. If Si−1 = 0
8. j = 0; n0 = i; Smax = Si

9. Else

10. j = j + 1; Smax = max(Smax, Si);
11. If Si < 0.8 * Smax, Si = 0
12. If Si > h

13. Estimate MLE of ˆr and se(ˆr)
14. from Tn0. . . Tn0+j

15. If (ˆr − r0) > qc * se(ˆr)
16. Raise an alarm;
17. Skip estimate until CUSUM drop to zero;
18. EndFor

In most CUSUM monitoring applications, the CUSUM
statistic is reset to zero after a signal is triggered. In our
scheme, however, a large CUSUM is required for the
second stage to operate so the CUSUM is not reset
immediately upon crossing the threshold h but the reset
occurs only after a substantial downward trend is seen
following the trigger. The algorithm identifies a
downtrend a case in which the current CUSUM value is
less than 80% of the maximum value recorded since the
previous reset.

Although scanner arrivals, for the most part, resemble a
locally stationary Poisson process, outliers do occasionally

occur in our traces. These are cases where the inter-arrival
time between scanners is abnormally large for one reason
or another. These outliers never trigger a false alarm
because the MLE does not yield a large r in the second
stage. However, the outliers can easily lead to a CUSUM
signal and thus needlessly trigger the MLE computations
in the second stage. Let μn−1 be the most recent
exponentially weighted moving average (EWMA)
estimate of E(Xn). If Xn lies outside of the 0.01% and
99.99% percentiles of the exponential(μn−1) distribution,
then it is replaced with a random draw Xn from the
corresponding of the distribution for the purpose of
calculating Sn.

Line by line, the algorithm proceeds as follows. Lines 1
and 2 initialize the CUSUM and an EWMA estimate of
the mean inter-arrival time. Starting the EWMA based on
the median of an initial sample provides robustness against
outliers. Dividing the median by log(2) produces an
estimate of the mean. For each new unsolicited scanner
packet, Line 4 computes the current CUSUM and Line 5
the current EWMA. No further action is required if the
CUSUM is zero. The EWMA parameter w determines the
depth of the memory and the relative weight between the
current and previous data. Although there is no general
rule for the optimal choice of w, in our experiments
performance of the algorithm is similar for various values
of w between 410 to 710 . Whenever the CUSUM becomes
positive, Lines 7 and 8 initialize indices used to record the
transition and track the local maximum: j is used to track
the number of consecutive positive CUSUM’s and Smax is
the local maximum. If the CUSUM remains positive on
subsequent steps then Line 10 updates j and Smax and
Line 11 resets the CUSUM to zero if a downtrend is
recognized with respect to the local maximum. Line 12
triggers estimation of the propagation rate in Lines 13 and
14 if the CUSUM has become large. Lines 15 through 17
test whether the data suggest a significantly large
propagation rate with high confidence. If so, the alarm is
raised until such time as the CUSUM is reset to zero
again.

VI. CONCLUSION

An internet worm is a program or algorithm that
replicates itself over a computer network and invariably
performs malicious actions such as shutting a machine
down or using up its resources. No network of computers
is impenetrable or immune to attacks of this kind. An
active worm refers to a malicious software program that
propagates itself on the Internet to infect other hosts. The
propagation of the worm is based on exploiting
vulnerabilities of hosts on the Internet. The camouflaging
worm(C- Worm) is a new type of active worm.

The C-Worm has a self-propagating behavior similar to
traditional worms, i.e., it intends to rapidly infect as many
vulnerable computers as possible. However, the C- Worm
is quite different from traditional worms in which it
camouflages any noticeable trends in the number of
infected computers over time. The camouflage is achieved
by manipulating the scan traffic volume of worm-infected
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computers. We present a C- Worm detection method that
uses two step procedures that combines a first stage
change point detection with a second stage growth rate
inference to confirm the existence of a worm.
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