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Abstract — Code injection buffer overflow attack blocker
propose a real time, application layer blocker for preventing
buffer overflow attacks and all types of code injection
message. It can filter out code-injection and buffer overflow
attack messages targeting at various I nternet services such as
web service. This paper is specifically works on the
observation that buffer overflow attacks typically contain
executables whereas lawful client requests never contain
executables in most internet services, it blocks attacks by
detecting the presence of code. System first smply dissembles
and extracts instruction sequences from a request, then
applies a technique called code abstraction, which uses data
flow anomaly to remove useless instructionsin an instruction
sequence. Finally it compares the number of useful
instructions to a threshold to determine if this instruction
sequence contains code. Code injection buffer overflow
attack blocker does not work on any pre-known pattern, thus
it can block any new and unknown buffer overflow attacks.
As there is no need to do any modifications in software or
hardware at server so blocker is transparent to the servers
being protected. Its deployment and maintenance cost is also
very lessso it is good for deployment in internet services. We
proposed code injection buffer overflow attack blocker;
could block all types of code injection attack packets, with
less throughput degradation to normal client requests.

Keywords — Security, Intrusion Detection, Buffer overflow
attacks, code injection attacks.

I. INTRODUCTION

One of the most serious vulnerabilities in cyber security
is buffer overflow. The root cause for most of the cyber
attacks such as server security destroyed in worms,
zombies are Buffer overflow vulnerability [1]. When a
fixed size buffer has too much data copied into it during a
program execution buffer overflow occurs. This alows the
data to overwrite into adjacent memory locations, which
affects the program execution depending on what is stored
over there. By considering different buffer overflow
attacks it is observed that buffer overflow attacks do not
always carry binary code in attacking request packets but
code-injection buffer overflow attacks like stack smashing
contents binary code which is mostly occurred in the real
world. The sensitive information of the client is connected
to a backend database of web servers which provide
services. As demand of web services increased by the
customers, deployment of web applications also increased.
Because of that there has been increase in the number of
attacks targeting such applications. It is observed that
most of the cyber attacks occur at the application layer and
the sites that they visited were vulnerable to web attacks.

Buffer overflow vulnerability causes overwriting the
contents to the adjacent memory locations while writing
data to a program buffer exceeding the allocated size. The
overwriting might corrupt the sensitive information or
variables of the buffer like return address of a function or
the stack frame pointer. Buffer overflow can occur due to

vulnerable ANSI C, C++ library function cals, lack of
null characters at the end of buffers, accessing buffer
through pointers and aliases, logica errors, placement of
new operator and insufficient checks before accessing
buffersin program code.

An example of buffer overflows as shown in Figurel in
a C code snippet. The function foo has a buffer named buf
that islocated inside the stack region. The valid location of
this buffer is between buf[0] and buf[15]. The variable
varl is located immediately after the ending location of
the buffer followed by the stack frame pointer (sfp) and
the return address (ret) of the function foo as shown in
Figure2. The return address indicates the memory
location where the next instruction is stored and is read
immediately after the function is executed.

1. void foo (int a) {
2. it varl;
3 char buf [16]:

}

Figure 1 C code snippet of foo function
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Fig.2. Stack layout of foo function

A buffer overflow might happen during reading or
writing operations. Writing past the buf by at least one
byte corrupts the value of varl assuming no padding
performed by a compiler. If overwriting spans more than
one byte in stack, it might modify the return address (ret)
of the function foo. As a result, when the function tries to
retrieve the next instruction after its execution, the
modified location might not fall within the valid address
space of the program. This might result a segmentation
fault and the program crashes.

Il. LITERATURE SURVEY

Classification of Buffer Overflow Vulnerability:
Existing prevention or detection techniques of buffer
overflows can be roughly broken down into following
classes:

I) Finding bugsin source code: Mainly programming
bug’s causes Buffer overflow. Depending on programming
bugs, various bug-finding tools have been developed. The
bug-finding techniques used in these tools, which in
genera belong to static analysis, they can check bugs.
Class | techniques are designed to handle source code
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only, and they do not ensure completeness in bug finding.
In contrast, Code injection buffer overflow attack blocker
handles machine code embedded in arequest (message).

1) Compiler extensions. “If the source code is
available, a developer can add buffer overflow detection
automatically to a program by using a modified
compiler”[4]. Three such compilers are StackGuard[15],
ProPolice][16], and Return Address Defender (RAD)[17].
DIRA[7] is another compiler that can detect control
hijacking attacks, identify the malicious input, and repair
the compromised program. Class |l techniques require the
availability of source code. In contrast, Code injection
buffer overflow attack blocker does not need to know any
source code.

[11) OS modifications: Modifying some aspects of the
operating system may prevent buffer overflows such as
Pax[18] , LibSafe[19], and e-NeXsh[20] .In contrast, Code
injection buffer overflow attack blocker does not need any
modification of the OS.

IV) Hardware modifications: A main idea of
hardware modification is to store all return addresses on
the processor. In this way, no input can change any return
address.

V) Capturing code running symptoms of buffer
overflow attacks: Basically, buffer overflows are a code
running symptoms. If such unique symptoms can be
precisely captured, al buffer overflows can be detected.

All above techniques can detect some of the running
symptoms of buffer overflows but not all. For example OS
modifications can capture accessing non executable stack
segments, detecting return address rewriting can be done
by the compiler modifications and process crash is a
symptom captured by defense-side obfuscation. To
achieve al the symptoms of the buffer overflow, dynamic
data flow analysis techniques where proposed in
TaintCheck[5]. They can detect buffer overflows during
running time but it may cause significant runtime
overhead.

IIl. PROPOSED METHOD

There is static or dynamic method to detect data flow
anomalies in the software reliability and testing field.
Static methods are not suitable in our case due to its slow
speed; dynamic methods are not suitable because it
requires real execution of a program with some inputs.
Existence scheme is rule-based, where as Code injection
buffer overflow attack blocker is a generic approach
which does not require any pre-known patterns. Then, it
uses the found patterns and a data flow analysis technique
called program slicing to analyze the packet’s payload to
see if the packet really contains code. Although, they used
a specia rule to detect polymorphic exploit code which
contains a loop and they mentioned that the above rules
are initial sets and may require updating with time, it is
always possible for attackers to bypass those pre-known
rules. Moreover, more rules mean more overhead and
longer latency in filtering packets. In contrast, code
injection buffer overflow attack blocker exploits a
different data flow analysis technique. We proposed Code
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injection buffer overflow attack blocker, a rea time
application layer blocker that can filter code-injection
buffer overflow attack messages, one of the most serious
cyber security threats, to various Internet services. Code
injection buffer overflow attack blocker does not require
any signatures, thusit can block new, unknown attacks.

Buffer overflow vulnerability of a web server can be
occurred by sending a request, which contains a malicious
payload. There are several HTTP request methods among
which GET and POST are most often used by attackers.
Some web server such as Microsoft 1IS read a request
body according to the request headers instructions though
HTTP 1.1 does not allow GET to have arequest body. The
vulnerability determines the position of a malicious
payload. A malicious payload may be included in the
Request-URI field as a query parameter. The maximum
length of Request-URI is limited; the size of a malicious
payload, therefore the behavior of such a buffer overflow
attack is also limited. It is more common that a buffer
overflow attack payload is embedded in Request-Body of
a POST method request. Technically, a malicious payload
may also be embedded in Request-Header, athough this
kind of attacks has not been observed yet. In this work, we
assume an attacker can use any request method and embed
the malicious code in any field. Figure 3 depicts the
architecture of Code injection buffer overflow attack
blocker.

- Analyzing
HITE URI ARCH Distilling Tnstructions |JwFass
Decoder =% FILTEE —# Insructions —% g Filtering Nup ook

Request

Bequests

v
Pass if Printable ASCT

Fig.3. Working of Buffer overflow attack blocker

URI decoder: - The URLs specification restricts the
allowed characters in a Request-URI to only a subset of
the ASCIl character set. This means that the query
parameters of a request-URI beyond this subset should be
encoded. The first step of Code injection buffer overflow
attack blocker is to decode the request-URI because a
malicious payload maybe embedded in the request-URI as
areguest parameter.

ASCII Filter: - In order to provide throughput and
response time of the protected web system, if the query
parameters of the reguest-URI and request-body of a
request are both printable ASCII ranging from 20-7E in
hex then Code injection buffer overflow attack blocker
allows the request to pass. A malicious executable code is
normally binary string.

Distilling Instructions:- This module distills all
possible instruction sequences from the query parameters
of Request-URI and Request-Body. This section first
proposes an executive algorithm to distill instruction
sequences from http reguests, followed by several
excluding techniques to reduce the processing overhead of
instruction sequences analyzer.
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Analyzing Instructions and Filtering Request: - Using
all the instruction sequences digtilled from the instruction
sequences digtiller as the inputs, this module analyzes
these instruction sequences to determine whether one of
them is part of a program.

V. PROCESSING INSTRUCTION SEQUENCES

For digtilling instruction sequences, first assign an
address to every byte of a request. After assigning
addresses we disassemble the request from certain address
unless end of the request is reached or an illegal op-codeis
obtained. There are two traditional disassembly
algorithms: linear sweep and recursive traversal. The
linear sweep algorithm begins disassembly at a certain
address, and proceeds by decoding each encountered
instruction. The recursive traversal algorithm also begins
disassembly at a certain address, but it follows the control
flow of instructions and as per the requirements of our
project we want control flow information of instructions.
In this, we apply the recursive traversal algorithm, because
it can obtain the control flow information during the
disassembly process. In order to get all possible instruction
sequences from N-byte request we execute disassembly
algorithm N times, and each time we start from a different
address in the request. This gives us a set of instruction
sequences. The running time complexity is also very less.
Definitions:

Definitionl (instruction sequence):- An instruction
sequence is a sequence of CPU instructions, which has one
and only one entry instruction and there exists at least one
execution path from the entry instruction to any other
instruction in this sequence.[2]

An instruction sequence may be a fragment of a
program but an instruction sequence is not necessarily a
fragment of a program. We can distill instruction
sequences from any binary strings so it becomes
challenge. Fig. 4 shows four instruction sequences distilled
from a substring of a GIF file. Each instruction sequenceis
denoted as s in Fig. 4, where i is the entry location of the
instruction sequence in the string. These four instruction
sequences are not fragments of a rea program, athough
they may also be executed in a specific CPU. We can call
these instruction sequences as random instruction
sequences and fragment of a program as binary executable
code.

Definition 2 (instruction flow graph): - An instruction

flow graph (IFG) is adirected graph G= (V, E) where each
node v € V corresponds to an instruction and each edge
e = (vi, vj) € E corresponds to a possible transfer of
control from instruction vi to instruction vj.
Unlike traditional control flow graph (CFG), a node of an
IFG corresponds to a single instruction rather than a basic
block of instructions. To completely model the control
flow of an instruction sequence, we further extend the
above definition.

Definition 3 (extended IFG):- An extended IFG (EIFG)
is a directed graph G = (V, E), which sdtisfies the
following properties. each node v € V corresponds to an
instruction, an illega instruction is a instruction that
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cannot be recognized by CPU, or an external address that
is a location that is beyond the address scope of all
instructions in this graph; each edge e = (vi; vj) € E
corresponds to a possible transfer of control from
instruction vi to instruction vj, to illegal instruction vj, or
to an externa address vj. Accordingly, we name the types
of nodes in an EIFG instruction node, illegal instruction
node, and external address node.

instruction sequence S,
(start from address 00)

instruction sequence S
(start from address 08)

instruction sequence S,
(start from address 01)

instruction sequence Sm

: 0
string bytes (start from address 02)

address address‘ $
00| 00 00 00

o] add chdl o

0O > s w3l © F

03 00 0300
04 AD

add [ebptCO875F83]ch ) add [ebptCO8TSF83]ch ) add [ebptCO875E83] ch Oé—’

09 5F pop edi pop edi pop edi

ror [edi-17)B3

jmp ADAA43C2 jmp ADAA43C2 jmp ADAA43C2 inc ebi
stos [es:edi]
lods [dsesi]

(illegal instruction)

Fig.4. Assigning addresses to instruction segquences

As shown in above Figure4 Instruction sequences
digtilled from a substring of a GIF file. We assign an
address to every byte of the string. Instruction sequences
s00, s01, s02, and s08 are distilled by disassembling the
string from addresses 00, 01, 02, and 08, respectively.

In recursive traversal algorithm the same instructions are
decoded many times is the main drawback of the
algorithm. For example, instruction “pop edi” in Figure. 4
is decoded many times by this algorithm. To reduce the
running time, we use a data structure, which is an EIFG, to
represent the instruction sequences. An EIFG is created to
digtill al possible instruction sequences from a request.
We use an instruction array to represent al possible
instructions in a request. An EIFG is used to represent all
possible transfers of control among these instructions. To
traverse an instruction sequence, we simply traverse the
EIFG from the entry instruction of the instruction
sequence and fetch the corresponding instructions from the
instruction array.

Excluding Instruction sequences

Digtilling instruction sequences generate many
instruction sequences at different entry points. Hence we
remove some of them based on severa methods.
Instruction sequences are excluded means that the entry of
this sequence is not considered as the real entry for the
embedded code. In removing instruction sequences the
basic ruleisthat it should not affect the decision whether a
reguest contains code or not. This rule can be defined into
the technica requirements. if a request contains a
fragment of a program, the program must be one of the
remaining instruction sequences or a subsequence of a
remaining instruction sequence, or it differs from the
remaining sequence only by few instructions.
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Analyzing Instruction Sequences:

After distilling instruction sequence we get either
sequence of random instructions or a fragment of a
program in machine language. To analyze the instruction
sequences whether it is fragment of the program or not
different methods can be used. We used a method which
exploits the data flow characteristics of a program to
detect the obfuscated buffer overflow attacks. A red
program has few or no data flow anomalies and a random
instruction sequence is full of data flow anomalies. An
attacker may obfuscate his program easily by introducing
enough data flow anomalies so the number of data flow
anomalies cannot be directly used to distinguish a program
from a random instruction sequence. Here, we use the
detection of data flow anomaly in a different way. We
observe that when there are data flow anomalies in an
execution path of an instruction sequence, some
instructions are useless, whereas in areal program at least
one execution path have a certain number of useful
ingructions. Therefore, if the number of useful
instructions in an execution path exceeds a threshold, we
conclude the instruction sequence is a segment of a
program.

A data flow anomaly is caused by an improper sequence
of actions performed on a variable. There are three data
flow anomalies:

a) define-define,
b) define-undefine,
¢) undefine-reference

V. RESULTS

System first accepts HTTP Request for that user has to
first upload file and send it to the server as a request. The
uploaded file is stored in database. If request contains
executable file then system does not allow sending request
to the server and system block the request as shown in
figure5.2. If request does not contain executable file then it
is stored in database and given to the next stage that is

F|g5 Snapsho or upIoadlngflle

In URI decoder system decodes the URI request because
code may be embedded in request only. After checking
decoded request is send to ASCII filter.
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While analyzing instruction sequences we can use
different methods to detect dependence degree of
instructions. Normally, a random instruction sequence is
full of data flow anomalies but a program has very less or
no data flow anomalies. We use a threshold value of useful
instructions, as a random instruction sequence has very
less useful instructions then we can pass that instruction
sequences and if it crosses threshold value then discards
that request.

Another method based on a specific operating systems, a
program in machine language has certain characteristics
depending on operating system on which it is running, like
cals to operating system libraries. A random instruction
sequence does not carry this kind of instructions. We can
easlly differentiate a real program from a random
instruction sequence by identifying cal patterns in
instruction sequence.

Second method is faster than data flow anomaly
techniques but first method is more robust to obfuscation.

Limitation of this proposed system is that it cannot fully
handle the self modifying code, which dynamically
modifies itself at runtime. It also does not detect attacks
such as return-to-libc attacks that just corrupt control flow
without injecting code.

Whenever any suspicious packet comes to system and
that is analyzed by analyzer then system will send message
over mobile and email to the server administrator.

V1. CONCLUSION

A Code injection buffer overflow attack blocker is a
web application that can filter code-injection buffer
overflow attack messages, one of the worst cyber security
threats. It works on the observation that buffer overflow
attack usually contains executables in the messages where
as legitimate client has data in the message. Code injection
buffer overflow attack blocker blocks attacks by detecting
the presence of code. This approach does not use any pre-
known patter to detect the code so it can detect any
unknown buffer overflow attack. For detection of code it
uses a new dataflow anaysis technique called code
abstraction that is generic and fast. For deployment this
method does not require any changes in software or
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hardware of the server so it’s economical, and can aso
handle encrypted SSL messages.
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