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Abstract — Cloud Computing, metaphor for the Internet,
is an upcoming paradigm that offers tremendous advantages
in all aspects, such as reduced time to market, limitless
computing power and flexible computing capabilities. In
today’s era, it is most enticing and interesting technology
which is offering services to its end users on demand.
However, Cloud Computing comes with some pitfalls.
Security is one of the main issue that is lessening the growth
of it. This paper mainly focuses on Security benefits and also
the key issues which must be resolved so that it becomes an
evergreen paradigm.
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I. INTRODUCTION

Cloud Computing is a new computing paradigm in
which the Internet is used to deliver reliable IT services to
the customers.

It is a form of Parallel and Distributed system where the
resources are shared dynamically and services are
provided to the customers on demand. Thus, the users has
to pay only for the duration they utilize the resources as it
is called “Pay-per-Usage”[1].

Over recent years, research shows that there is higher
growth in Cloud Computing among companies with higher
revenues. This is because of lower costs, economically
scalable and easier to budget. It is clear that Cloud
Computing has number of attractive aspects which are
driving its adoption.

According to National Institute of Standards and
Technology (NIST), Cloud Computing is defined as “A
model for enabling convenient, on-demand network access
to a  shared pool of configurable computing resources that
can be rapidly provisioned and released with minimal
management effort or service provider interaction“.

In this era, Cloud Computing is more of a reality than it
was before. But despite its growth and popularity, it is
facing a major problem, Security.

II. BACKGROUND

1. History  of Cloud Computing :
The underlying concept of Cloud Computing dates back

to the 1960’s, when John Mc Carthy opined that
“Computation may someday be organised as a public
utility”.

Basic idea of Cloud Computing was derived from
telecommunications companies who made a radical shift
from point-to-point data circuits to virtual private network
services in 1990’s.

For the first time the term in its current context was used
in 1997 by Prof Ramnath Chellappa where he defined it as
“A new computing paradigm where the boundaries of
computing will be determined  by the economic rationale
rather than technical limits alone”. From 1999 till 2011,
many companies like Salesforce, Amazon, Google,
Microsoft, VMware and many others have joined Cloud
Computing.

In this year, Geeknet Media launched first web site
dedicated to Cloud Computing, Slashcloud. Like, many
companies are joining the cloud because of its enormous
advantages.
Future of Cloud Computing:

The main factor that is driving demand for Cloud
Computing is the explosive growth of data.

According to projections by Century Link, by 2015,
world will see a four-fold increase in the amount of data
being created and replicated. Once it becomes real, we
need a way to store the data securely and allow end-users
to access it efficiently.
2. Characteristics:

The Key characteristics of Cloud Computing are as
follows:

Multi-tenancy: It enables sharing of resources and costs
across a large pool of users thus allowing for centralization
of infrastructure and utilization and efficiency
improvements.

On-Demand self services: Computer services such as
email, network service and applications can be provided
without requiring human interaction with each service
provider. Currently, Microsoft, Google, IBM are providing
these services.

Reliability: If multiple redundant sites are used,
reliability improves, which makes Cloud Computing
suitable for business continuity and also disaster recovery.

Managed Metering: Cloud Computing manages and
optimizes the services by using metering concept. In this
way, consumers are billed for services according to how
much they have actually used during the billing period.

Security: Security is often as good or better than
traditional systems, because providers are able to devote
resources to solve security issues that many customers
cannot afford.

Rapid Elasticity: The services of Cloud Computing can
be rapidly and elastically provisioned. To the consumer,
the capabilities available often appear to be unlimited and
can be purchased in any quantity at any time.
3. Service Models:

The main goal of Cloud Computing is to develop a
complete architecture to meet IT needs. Companies will no
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longer have to allocate large percentage of resources and
time to building and maintaining complex IT infrastructure.

Mainly there are three types of Cloud Computing
services. They are :

Infrastructure-as-a-Service(IaaS),
Platform-as-a-Service(PaaS),
Software-as-a-Service(SaaS).
Fig.1. shown below illustrates the service models. IaaS

is the basic and lowest service model in the technology
stack[2].

Fig.1. Service models

Software-as-a-Service (SaaS) – In this model, cloud
providers install and operate application software in the
cloud and cloud users access the software from cloud
clients. The services run on top of a cloud infrastructure,
which is invisible for the customer. Thus when the
software is hosted off-site, the customer doesn’t have to
maintain it. The cloud users do not have to acquire the
software rather they make payments based on usage i.e.,
Pay-per-Use model. Also, it supports multi-tenant, which
means software can be shared amongst more than one user
but logically it’s unique for each user.

Platform-as-a-Service(PaaS) – In this model, cloud
providers deliver a computing platform typically including
Operating System, execution environment, database and
Webserver. Application developers can develop and run
their software on a cloud platform without the cost and
complexity of buying and managing the underlying
hardware and software layers.

PaaS services include application design, development,
testing, deployment and hosting. Other services include
team collaboration, security, integration, scalability,
storage and versioning.

Infrastructure-as-a-Service(IaaS) – In this, cloud
providers offer computers as physical or more often as
virtual machines, firewalls, load balancers and networks.
IaaS providers supply these resources on demand from
their large pools installed in data centers.

SaaS, PaaS are providing applications to customers,
whereas IaaS doesn’t.  It simply offers the hardware so
that the organization can put whatever they want onto it.
Rather than purchase and having to pay for the data center
space, the service provider rents those resources.

4. Deployment Models:
Deployment models for Cloud Computing can differ

depending on the requirements. Four models have been
identified, each with specific characteristics which
supports the needs of the services and users of the clouds.
Fig.2. illustrates the models.

Fig.2. Deployment models

Public cloud – Public cloud applications, storage and
other resources are made available to the general public by
a service provider. These services are free or offered on
basis of pay-per-usage. The infrastructure is located on the
premises of the provider, who also owns and manages the
cloud infrastructure. In this, direct connectivity is not
offered, users can access only via internet. Also, public
cloud users are considered to be untrusted, which means
they are not tied to the organization as employees and the
user has no contractual agreements with the provider.

Private cloud – The infrastructure of a private cloud is
operated solely by a single organization, whether managed
internally or by a third-party and hosted internally or
externally. As private clouds run in service of a single
organization, resources are not shared by other entities.
Also, private cloud users are considered as trusted by the
organization, in which they are either employees or have
contractual agreements with the organization.

Community cloud – Community cloud shares
infrastructure between several organizations from a
specific community with common concerns like security,
compliance, jurisdiction etc, whether managed internally
or by a third party, and hosted internally or externally.
Community users are also considered as trusted by the
organizations that are part of the community.

Hybrid cloud – Hybrid clouds are combination of two
or more clouds (private, public or community), that remain
unique entities but are bound together, offering the
benefits of multiple deployment models. Each part of a
hybrid cloud is connected to the other by a gateway,
controlling the applications and data that flow from each
part to the other. In this, users may be trusted or untrusted.
Thus, untrusted users must be prevented to access the
confidential data and resources of the private cloud and as
well as community parts of the hybrid cloud.
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III. COMPARISON

Cloud Computing versus Grid Computing:
Cloud computing is based on grid computing, and

allows users to access shared servers, which distribute
resources, software and data on demand.

Cloud is interactive in that you can get resources on
demand via self service. Grid is batch in that you submit
jobs to a job queue after obtaining the credentials from
some authority to do so. The code you run on the grid
waits in that queue until there are sufficient resources to
execute it.

Grid computing is where more than one computer
coordinates to solve a problem together. Cloud computing
is where an application doesn't access resources it requires
directly, rather it accesses them through something like a
service.

A cloud would usually use a grid. A grid is not
necessarily a cloud or part of a cloud. Grid computing, on
the other hand, is a backbone of cloud computing.

IV. CLOUD SECURITY

1. Security Benefits
Even though we believe or not, Cloud Computing offers

many advantages and some disadvantages while offering
services to the customers. Security is both an advantage
and disadvantage of cloud-based environment. Because of
the immense size, skilled and dedicated professionals of
the cloud, providers offer improved security, privacy and
confidentiality of the data.

Security – By using Multifactor authentication:
In today’s era, everyone is searching for foolproof

security measures to ensure the safety of important data
Security has become an ultimate core factor for
determining which cloud provider to choose. A number of
Cloud Computing vendors now offer multi-factor
authentication as part of their service.

Security – Because of Large Scale:
Large scale implementation of anything is much cheaper

than that of small scales. Cloud Computing servers
provide their services to a large number of businesses and
companies. It is easier and more economical for them to
make sure that their system is 100% secure from hackers,
accidents and bugs. They can easily afford all types of
defensive measures like filtering, cryptography and patch
management techniques.

Security – Standardization and Collaboration:
In the cloud environment, majority of the servers will be

owned and kept by service providers rather than by
individual companies. With this, there are more chances
for standardization and collaboration for improving
security.

Security – economics of scale:
Many companies cannot afford to purchase all the

hardware/software to manage an infrastructure that is
scalable, reliable and secure. Cloud Computing vendors
have the ability to invest in the requisite staff, resources
and facilities, allowing customers to pay only for what

they use instead of making more investments in dedicated
resources that must be managed and maintained over time.

Security – Internet banking:
Internet banking is an interesting comparison for the

current Cloud Computing. That is, security concerns were
also an inhibitor for on-line banking adoption, which was
a precursor to Cloud Computing in mid-90s. Banks have
addresses security concerns and it’s impossible to imagine
a world without online banking and other forms of
financial transactions. Similarly, Cloud Computing
continue to address security concerns.
2. Security Issues

Even though there are security benefits as specified, we
also have security challenges which are hindering  the
wider adoption of Cloud Computing.

Cloud Computing users work with applications and data
that are often located off-premise. Thus, many users and
organizations are not comfortable with the idea of storing
their valuable information on systems which they do not
control. There is lack of knowledge on how Cloud
Computing impacts the confidentiality of data stored,
processed and transmitted in the cloud environments. Thus,
some sort of security mechanism is needed to ensure the
client that their data is safeguarded.

A recent survey of IEEE and CSA (Cloud Security
Alliance) indicates that many organizations are interested
to deploy cloud environments but they need solution for
security.

The key security issues that were been identified are:

Identity and Access Management:
IAM is heart of Information security that provides an

adequate level of protection to data and resources by
enforcing rules and policies such as authentication,
authorization and auditing methods. In this system, many
challenges exist such as avoiding duplication of identities,
attributes and credentials[3].

The increase in interaction with third parties and growth
in number of applications and other technology portfolios,
has led to the need for solutions that allow for a single
logon to gain access to multiple resources without having
to re-authenticate.

However, early solutions such as use of Kerberos or PKI
based schemes pose challenges when dealing with
environments that involve multiple parties manages under
distinct and separate security domains. Also, it is difficult
for an enterprise tom manage interactions with outside
parties, particularly with cloud service providers. To
address these challenges, FIM (Federal Identify
Management) has proposed array of standards and
technologies that allow for distribution of identity
information as well as delegation of tasks across multiple
parties and security domains.

In a typical FIM system, we can identify at least three
parties:

1. A principal attempting to access a resource.
2. The Relying party (RP) who provides the service and

relies on a IdP (Identity Provider)
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3. Identity Provider (IdP) who provides specific
information about the principal.

The main approaches used for managing identity with
IAM are Open Authentication (OAuth) protocol, Security
Assertion markup Language (SAML) and WS-Trust.

Open Authentication (OAuth) Protocol:
OAuth is an interactive protocol that allows users to

share their resources that are located on one CSP with
another CSP without exposing the personal identity
infomation of the user [4]. The main goal of this protocol
is to authorize access to a secure application that is based
on open source implementations. From the perspective of
cloud service provider, it provides a service that users can
use to access applications that are hosted on different
service providers without revealing their personal
information.

SAML:
U s e r S e rve r  ( s e r vi c e

p ro v id e r )
P a r tn e r  ( Id e n ti ty

P r o v id e r )

U s e r  tr i e s  to  re a h  h o s te d  a p p l i c a t io n

S e rve r  g e n e r a te s  S A M L  R e q u e s t

S e rve r  re d i r e c ts  b r o w s e r  to  S S O  u r l

B r o w s e r  r e d i re c ts  to  S S O  u r l

P a r tn e r  p a r s e s  S A M L  re q u e s t,   a u th e n t i c a te  u s e r

P a r tn e r  g e n e ra te s  S A M L  r e s p o n s e

P a r tn e r  r e tu r n s  e n c o d e d  r e s p o n s e  to  S A M L  b ro w s e r

B r o w s e r  s e n d s  S A M L  r e s p o n s e  to  A C S  u r l

A C S  ve r i fi e s  S A M L  re s p o n s e

U s e r  i s  l o g g e d  in to  a p p l i c a t io n

Fig.3. SAML Authentication model

Security Assertion Markup Language (SAML) is XML-
based and is deployed in tloud Single Sign-On (SSO)
connections, and thousands of large enterprises,
government agencies and service providers have selected
it as their standard protocol for communicating identities
across the Internet. Interoperability also gives SAML a
huge advantage over proprietary SSO mechanisms, which
require the Identity Provider (IdP) and Service Provider
(SP) to implement the same software. SAML supports
digital signatures and encryption. Fig 3 shows the
authentication exchange.

WS-Trust :
The concept of universal token translation and Security

Token Service (STS) originated with web services.
Standards such as WS-Security and WS-Trust emerged in
the SOAP world to allow web services to share user
identities by incorporating standard security tokens into
SOAP message headers.

WS-Trust standard specified Security Token Service
(STS) could be used by both web service clients and
providers to perform operations on standard security
tokens. On the client side, the STS converts whatever
security token that is used locally into a standard SAML
security token containing the user's identity, which is
shared with the web services provider. On the service

provider side, the STS validates incoming security tokens
and can generate a new local token for consumption by
other applications. Fig 4, given below illustrates it.

Fig.4. WS-Trust Security model

Access Control : Apart  from authentication, the
capability to adapt user privileges and maintain control
over access to resources is also required, in identity
management. Standards like the eXtensible Access
Control Markup Language (XACML) can be employed to
control access to cloud resources, instead of using a
service provider’s proprietary interface.

Some service providers, such as salesforce.com and
Google Apps, already have it in place. Messages
transmitted between XACML entities are susceptible to
attack by malicious third parties, making it important to
have safeguards in place to protect decision requests and
authorization decisions from possible attacks, including
unauthorized disclosure, replay, deletion and modification
[5].

Trust and Assurance:
Cloud Computing provides ways that enable large-scale

data sharing and interoperations among resources that may
be located on different networks [6]. Therefore, security
becomes a major importance in cloud infrastructure; to
ensure only the right authorized people get access to it.
Therefore, cloud-computing environments should have
trust amongst their selves because cloud users change
dynamically.

Mainly a large part of the concerns arises due to the loss
of control that comes with adoption of cloud based
services. This is divided into 2 areas:

1. Services under control of service provider.
2. Services external to the service provider.
Services Under Control of Service Provider:
As we move through the typical service stack of

Infrastructure as a Service (IaaS), Platform as a Service
(PaaS), and Software as a Service (SaaS), the level of
abstraction perceived by cloud consumers increases
essentially, as users of cloud services we loose visibility of
what is happening and the mechanisms available to cloud
users to secure information also become more limited.

Service Providers therefore face the challenge of having
to provide a sufficient assurance to cloud users that these
abstractions are effectively managed and secured. It is
known factor that providers are handling large numbers of
customers running on the same underlying infrastructure
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and it is therefore not practical to facilitate traditional
client audits or reviews that would give the expected level
of assurance to each organization consuming cloud
services. However, as far as some clients are concerned,
there is also a perception that transparency is lacking
(Amazon Cloud Outage Highlights Need for
Transparency. 2011) and regardless of being able to
overcome the technical challenges we have already
described, the matter of having sufficient trust to embrace
cloud services in large scale is still an issue to be resolved.

Services External to the Service Provider:
The risk of having sensitive data accessed by the service

provider (without the client being made aware) is always
present and difficult to address without end users applying
specific controls, such as data encryption. Larger providers
now have the capability to allow users to specify the
specific geographies where data must be stored; however
this only resolves part of this problem. Ultimately this is
an issue that goes beyond he Information Security aspects
of Cloud Computing and requires legal judgment and
assessment. It is a complex problem requiring an
understanding of precisely what information is being
placed with the cloud provider together with the possible
impact of two dimensions of legal view; firstly, that of the
regulators and laws of the client country or country of the
data subject and secondly, the legal regime of the cloud
hoster.

Data Protection:
Data stored in the cloud typically resides in a shared

environment collocated with data from other customers.
Data Isolation: Data can take many forms. Access

controls are one means to keep data away from
unauthorized users; encryption is another. Access controls
are typically identity-based, which makes authentication of
the user’s identity an important issue in Cloud Computing.
Database environments used in Cloud Computing can vary
significantly. For example, some environments support a
multi-instance model, while others support a multi-tenant
model. The former provides a unique database
management system running on a VM instance for each
service user, giving the user complete control over role
definition, user authorization, and other administrative
tasks related to security. The latter provides a predefined
environment for the cloud service user that is shared with
other tenants, typically through tagging data with a user
identifier. Tagging gives the appearance of exclusive use
of the instance, but relies on the service provider to
maintain a sound secure database environment.

Currently, the responsibility for cryptographic key
management falls mainly on the cloud service subscriber.
Key generation and storage is usually performed outside
the cloud using hardware security modules, which do not
scale well to the cloud paradigm. Protecting data in use is
an emerging area of cryptography with few practical
results to offer, leaving trust mechanisms as the main
safeguard.

Data Sanitization : Sanitization is the removal of
sensitive data from a storage device in various situations,
such as when a storage device is removed from service or
moved elsewhere to be stored. It also applies to backup

copies made for recovery and restoration of service, and
residual data remaining upon termination of service. In a
Cloud Computing environment, data from one subscriber
is physically commingled with the data of other
subscribers, which can complicate matters.

Data Location: One of the most common compliance
issues facing an organization is data location [7]. Use of an
in-house computing center allows an organization to
structure its computing environment and know in detail
where data is stored and the safeguards used to protect the
data. In contrast, a characteristic of many Cloud
Computing services is that the detailed information of the
location of an organization’s data is unavailable or not
disclosed to the service subscriber. This situation makes it
difficult to ascertain whether sufficient safeguards are in
place and whether legal and regulatory compliance
requirements are being met. External audits and security
certifications can, to some extent, alleviate this issue, but
they are not a panacea. Once information crosses a
national border, it is extremely difficult to guarantee
protection under foreign laws and regulations.

Architecture :
The systems architecture used to deliver cloud services

comprises hardware and software residing in the cloud.
The physical location of the infrastructure is determined
by the service provider. Virtual machines (VMs) typically
serve as the abstract unit of deployment and are loosely
coupled with the cloud storage architecture. Applications
are built on the programming interfaces of Internet-
accessible services and typically involve multiple
intercommunicating cloud components.

Virtual Network Protection: Most virtualization
platforms have the ability to create software-based
switches and network configurations as part of the virtual
environment to allow VMs on the same host to
communicate more directly and efficiently. For example,
the VMware virtual networking architecture supports
same-host networking in which a private subnet is created
for VMs requiring no external network access. Traffic
over such networks is not visible to the security protection
devices on the physical network, such as network-based
intrusion detection and prevention systems.

Ancillary Data: The main focus of protection is placed
on application data. Important type of ancillary data is VM
images. A VM image entails the software stack, including
installed and configured applications, used to boot the VM
into an initial state or the state of some previous
checkpoint. Sharing VM images is a common practice in
some Cloud Computing environments. Image repositories
must be carefully managed and controlled to avoid
problems. The provider of an image faces risks, since an
image can contain proprietary code and data. An attacker
may attempt to examine images to determine whether they
leak information or provide an avenue for attack [8].

Attack Surface: There is an additional layer of software
between an operating system and hardware platform,
called hypervisor or virtual machine monitor which is
needed to operate multi-tenant VMs and applications
hosted thereupon. Besides virtualized resources, the
hypervisor normally supports launching, migrating, and
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terminating VM instances. Compared with a non-
virtualized implementation, the hypervisor causes an
increase in the attack surface. The complexity in VM
environments can also be more challenging than their
traditional counterpart, giving rise to conditions that
undermine security [9]. For example, paging,
checkpointing, and migration of VMs can leak sensitive
data to persistent storage, subverting protection
mechanisms in the hosted operating system.

V. CONCLUSION

Cloud Computing is still a new and evolving paradigm
where computing is regarded as on-demand service. Once
the organization takes decision to move to the cloud, it
loses control over its data. Thus, the amount of protection
needed to secure data is directly proportional to the value
of the data.

Security of the cloud relies on trusted computing and
cryptography. Organizational data must be protected in a
manner consistent with policies. No standard service
contract exists till date that covers the ranges of cloud
services available and the needs of different organizations.
Interoperability is also an important problem unless an
agreement is met, before implementation. Also, the
migration to a cloud environment is concerned with risk
management. The risks must be carefully balanced against
the available safeguards and expected benefits. An
appropriate balance between the strength of controls and
the relative risk associated with data and programs must be
ensured. Meanwhile the IT teams and end user companies,
organizations should significantly redesign their security
architecture to cope up with the existing problems and
benefit from the Cloud Computing paradigm.
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