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Abstract – Over the years, Voice over Internet Protocol 

(VoIP) becomes one of the dominant technologies in the 

world of telecommunications. The VoIP technology makes 

use of Internet Protocol (IP) to make voice calls. One of the 

most attractive feature of VoIP is the interactive 

communication between the two parties they render services 

like video and voice conferencing .VoIP also have lot of 

inherited Internet vulnerabilities like Dos, Network Sniffing, 

Eavesdropping, Spoofing, SPIT, which are all threat to the 

VoIP technology .Therefore appropriate security policies 

should be implemented to avoid today’s era of cyber theft. 

Traditional Cryptography can be applied to the digital 

packets to achieve information security. Blending of 

cryptography and Biometric becomes a powerful security 

tool to secure VoIP. Using unique biometric identity of a 

person, the keys can be generated which are used as a 

cryptographic key for Encrypting and Decrypting  the digital 

data for VoIP security. In this paper aims to provide an 

overview of VoIP security issues ,biometric cryptosystem, 

threats involved in VoIP, and Security measures for 

eavesdropping threat in VoIP technology. 
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I.  INTRODUCTION 
 

A. Voice Over Internet Protocol  
VoIP technology becomes more and more attracting 

technology in the telecommunications World .Because it 

allows any person to make a phone call through internet 

connection which dramatically reduces cost of 

communication when compared with traditional PSTN. 

Usually when a calling party communicates with a called 

party, the analog signals are digitized, encoded, and 

packed into IP packets at the transmitting end and 

converted back to analog signals at the receiving end [1]. 

VoIP technologies use a suite of protocols included 

Transmission Control Protocol (TCP), Real-Time 

Transport Protocol (RTP), User Datagram Protocol 

(UDP), and Internet Protocol (IP).  

Security issues are most important and integral part of 

VoIP applications development. The main obstacles that 

prevent VoIP businesses are the security issues that 

prevailed in this technology, i.e. the hackers/intruders can 

intercept incoming and outgoing phone numbers, break in 

someone’s voice mail, or even listen to the confidential 
conversations over IP networks. Many research 

organizations are trying to tackle the issue to have a 

secured VoIP communication. Instead of being the digital 

information is packetized and transmitted over a network, 

these data packets are encrypted and decrypted by 

Biometric cryptosystems [2]. 

 
Fig.1. VoIP technology 

 

B. Biometric Cryptosystem 
Today cryptography is the one of the safest way to 

provide confidentiality and integrity to the VoIP data.  
Although the potential voice threats have been identified 
and analyzed in many studies, there exists only a handful 

of tools that can be used to perform security assessment 

tasks. Perhaps, the most important requirement for a 

secure VoIP environment is confidentiality and integrity. It 
refers that information should not tampered while being in 

transit. Moreover, Maintaining and sharing lengthy, 

random keys in enciphering and deciphering process is the 

critical problem in the cryptography system. Biometric-

Crypto system is a method of integrating biometrics 

features with cryptographic system. In this biometrics-

based key generation, a biometric input is obtained. From 

the unique biometric identity of a person, the keys can be 

generated, with the help of these keys the digital data can 

be encrypted  

In this case of biometrics-based key generation, a 

biometric matching along with an input biometric signal 

and an accumulated template is exploited in the release of 

the secret key. The biometric signals are immeasurably 

enclosed to the keys in case of biometrics-based key 

generation [3]. Hence biometric cryptosystems are gaining 

more consideration in the research community and several 

authors have concentrated on this particular domain by 

developing several biometric cryptosystems. Currently, 

iris recognition systems require cooperative subject [4].  

 

II.  LITERATURE SURVEY 
 

A. Major Threats on VoIP 
Still security remains a major concern though many of 

the technical hurdles appear to have been overcome [5]. In 

VoIP technology security means allowing only authorized 

users to make and receive getting surety that the content of 

a conversation is not eavesdropped. Here we review some 

of the main VoIP threats, and methods how to secure VoIP 

data that expose to the internet. Stanton in [6] classifies the 
threats to VoIP systems into six categories,  
1)  Denial-of-service (DoS): In this kind of attack an 

attacker flood a target VoIP system with a host of false 
service requests that will impede the system’s ability to 
handle legitimate calls. A recent study revealed that SIP 

provides a broad spectrum of features that can be used to 

mount DoS attacks as well as countermeasures [7]. The 
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problem can be overcome by separating voice traffic from 

data traffic, either by giving priority to voice over data 

packets or by dividing the available bandwidth into two or 

more logical networks. Nonetheless, the incidence of this 

kind of attacks has so far been low.  

2) Theft of Service: The aim of this type of attack is to 

make phone calls at someone else’s expense without their 
permission. In VoIP systems, this can be the result of 

inadequate network security or infection of IP phones and 

soft phones by malware. Security against these attacks can 

be attained by applying strong authentication solutions and 

installing antivirus solutions to protect IP phones. 

3) Telephone Fraud: This category refers to the case 

where telephone fraudsters direct calls to premium rate 

numbers without the user being aware. This can be 

achieved either by malicious software (often called 

dialers) or by devices that can be attached to an 

organization’s network. In private networks this threat can 
be dealt with by limiting the range of numbers that a user 

can call. As far as measures against malicious software are 

concerned, they can be curbed using special software to 

detect any applications that appear to be rogue dialer 

software. 

4) Nuisance Calls: Spam e-mails are a real nuisance to 

anyone nowadays. While rare at present, Spam over 

Internet Telephony (SPIT) is a particular worry for the 

future. SPIT is akin to e-mail spam in that senders 

generate an abundance of calls for marketing purposes or 

to disrupt user’s activities. However, voice is much more 
difficult to protect than e-mail since the decision on 

whether a call is spam or not should be made within call 

setup time. A solution was proposed in [8] according to 

which call patterns are continuously monitored and spam 

calls are determined based on these patterns. 

5) Misinterpretation: This type of threat is related to 

attacks that aim to elicit confidential information from 
users. In this case, attackers can gain the ability to 

masquerade as a legitimate organization. Users that hide 

behind acceptable addresses can be clogged up by anti-

spoofing packet filters. 
6) Eavesdropping: The aim of eavesdropping is to listen 

in on calls. There exist several tools that can sniff IP 

packets and then stitch them together into an audio file, 
using a tool such as VOMIT (voice over misconfigured 

internet telephone). This problem occurs only when voice 

and data packets are transmitted over the same logical 

network, for example in the public Internet. End-to-end 

encryption techniques can be used to protect the 

confidentiality and integrity of the information carried by 

IP packets. However, encryption also makes harder for 

law enforcement agencies to gather evidence against 

criminal cases. While the government’s right of 
wiretapping is being heavily debated, it is also universally 

agreed that safety gets higher precedence over privacy. 

This paramount issue is discussed in [9], where the VoIP 

security issues are reviewed with the law enforcement 

agency perspective. A framework should be designed to 

enhance the quality of services and minimizes the security 

threats. 

Cryptography provides the secure manner of 

information transmission over the insecure channel. It 

authenticates messages based on the key but not on the 

user. It requires a lengthy key to encrypt and decrypt the 

sending and receiving the messages respectively. But these 

keys can be guessed or cracked. Moreover, Maintaining 

and sharing lengthy, random keys in enciphering and 

deciphering process is the critical problem in the 

cryptography system. The above mentioned problem is 

solved by a Biometric cryptosystems. Biometric 

cryptosystems combine cryptography and biometrics to 

benefit from the strengths of both fields. In such systems, 

while cryptography provides high and adjustable security 

levels, biometrics brings in non-repudiation and eliminates 

the need to remember passwords or to carry tokens etc. In 

biometric cryptosystems, a cryptographic key is generated 

from the biometric template of a user stored in the 

database in such a way that the key cannot be revealed 

without a successful biometric authentication. 

 

III. SECURITY MEASURES FOR 

EAVESDROPPING 
 

The first step to secure a VoIP network is that of 
identification and authentication. The fact that there does 

not exist a physical association between end devices and 

phone numbers makes identification rather difficult, 

though not impossible. A potential mechanism for 

providing identity management and authentication is the 

use of digital certificates once authentication has been 

carried out, authorization becomes the next step in the 

security process. Authorization is the process during 

which the actions that a user can undertake are deter-

mined. Another well-known security mechanism that has 

served data networks well is the use of firewalls and 

NATs. However, as mentioned earlier, the obfuscation 

through which NAT works poses new challenges in 

establishing VoIP communications. Another significant 
issue addressed in [10] is that of availability. DoS attacks 

can cause lost of availability. Authentication and 

identification can be used to thwart this type of attacks. 

Solutions to have secure traversal of firewalls and NATs, 

detection and alleviation of DoS attacks and security 

against eavesdropping are elaborated in [11].The 

interested reader is referred to for more details on these 

solutions. Although the potential voice threats have been 

identified and analyzed in many studies, there exists only a 
handful of tools that can be used to perform advanced 

security assessment tasks. The authors of [12] developed 

such a tool that is capable of evaluating basic security 

levels for a VoIP network.  

Though a number of approaches have been proposed to 

provide confidentiality and integrity using IPsec (IP 

security is a framework for securing IP communications 

by encrypting and/or authenticating each packet..) and 

secure RTP (SRTP defines a profile of RTP, intended to 
provide encryption, message authentication and integrity, 

and offers protection to the RTP data in both unicast and 

multicast applications [13]) in VoIP networks. 

A. Iris Implementation can be done by preprocessing the 

eye image, to get iris image only. A set of biometric future 
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is first extracted from iris and analyzed on the ground of 

statistical analysis [4]. In Iris image Preprocessing 

Minutiae feature extraction, Minutiae Point Location set 

Key vector generation using the proposed algorithm Key 

Vector [2]. 

 Iris preprocessing 

 Histogram analysis  

 Iris feature extraction 

 Minutiae Points Extraction 

 Key Generation From Minutiae Points 

This approach has reduced the complicated sequence of 

the operation to generate crypto keys as in the traditional 

cryptography system. It can generate more complex keys 

with minimum amount of time complexity, which is aptly 

suited for any real time cryptography. We can get idea 

how to generate key vector for encrypt and decrypt the 

input voice The key vector is formed based on minutiae 

points[ridge ending and ridge bifurcation] are encountered 

from the given iris print image. This key will help to 

encrypt and decrypt data using key vector. The input voice 

is digitized and encrypted based on AES [2]using key 

vector which is generated from the iris print. The same 

encrypted data also decrypted from the receiving end 

based on AES using key vector.  

 

 

 
Fig. 2. Generating Iris key for VoIP Security 

 

Iris patterns are used for fabricating a key to encipher 

and decipher the plain text in between sender and receiver 

over insecure channels [14]. The advantages of iris 

cryptosystem are to reduce the system processing time to 

make a complex key for standard cryptography .The 

identical iris code is used in both ends to encrypt and 

decrypt the message. In order to decrypt a message, the 

recipient needs an identical copy of the iris code. The 

transmission of enrolled iris code over the channel is 

vulnerable to eavesdropping. Hence, the copy of the 

enrolled iris code is needed in the recipient side, which is 

being used by the decryption process [15]. In this 

approach, AES algorithm [15] is used to encrypt and 

decrypt the message. The following figure shows the iris 

based cryptography in VoIP Network. 

 

IV. CONCLUSION 
 

In this paper we have tried to scheme out an 

authenticated way of securing our data in VoIP 

technology.  Generally the security of the scheme lies in 

difficulty of  key  construction. As it will require 

sufficiently large time and expenditure. Moreover, 

biometric data fingerprint is not extremely secret. People 

may leave their fingerprints all over the places they touch. 

This paper shows the idea how to generate key vector 

based on minutiae points[ridge ending and ridge 

bifurcation] from the given iris  image to  encrypt and 

decrypt the input voice in VoIP Network The crypto keys 

have been generated using iris patterns, which is stable 

throughout a person's lifetime as well. Its inter-class 

variability for a person is very large since it creates more 

complexity to crack or guess the crypto keys.  This 

approach has reduced a complicated sequence required to 

generate keys as in the traditional cryptography system. It 

can also generate more complex iris keys with minimum 

amount of time complexity, which is aptly suited for any 

real time cryptography system. This resolves the key 

repudiation problem occurring in the traditional system. 

 Hence biometric cryptosystems are gaining more 

consideration in the research community and several 

authors have concentrated on this particular domain by 

developing several biometric cryptosystems for  all 

network security issues.  
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