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Abstract – Given the rapid evolution in imaging and 

communication techniques, images become very important 
data transmitted over public networks type. Therefore, a fast 
and secure encryption system for high-resolution images is a 
tremendous demand. In this paper, a novel encryption 
system is proposed to secure images on the basis of Arnold 
Catmap. In the First, Arnold cat map system is used to 
scramble the positions of image pixels. Then, chaotic map is 
used to generate pseudorandom image for substitution. The 
statistical analysis was performed on the proposed 
encryption algorithm demonstrating superior confusion and 
deployment of its properties, which strongly resist statistical 
attacks. Coefficients of correlation between adjacent pixels 
showed that correlation between pixels of the encrypted 
image has significantly decreased. It is noted that the number 
of pixels of the image encoded drops significantly which 
indicates that the proposed system can thwart correlation 
attacks. 
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I.  INTRODUCTION  
 

Because of the big need for sending and receiving 
images and increasing the number of threats and attacks in 
communication systems, security of this data is an 
essential [1][2] [3]. In order to reduce costs and improve 
service, and send electronic forms of military records it 
has been through networks of military institutions or 
doctors' offices. Medical records, which include many 
pictures, it should not be disclosed to any unauthorized 
person. Therefore, it must be encrypted military or 
medical images, before they are sent across networks. 

Data encryption is the process of changing the content 
of data such as text, image, audio, or video into a 
meaningless form called "encrypted form". The encrypted 
data then sent to the receiver through the insecure channel 
safely. At the receiver side, the encrypted data are 
converted back to its original form using the decryption 
process using the same key when using symmetric 
encryption scheme [4, 5]. 

Here block encryption algorithms such as DES and 
triple-DES Because they contain complex mathematical 
operations; therefore they are not suitable for large images 
[6]. 

And working to generate encryption streaming 
similarities random keys to be sequenced, and the next 
phase combining data and continued keys producing 
random sequence similarities using XOR operator. In 
particular, image encryption algorithms are converted into 
image grainy image of the existence of a shared key 

between the transmitter and receiver. Also we switched 
pixels replace another and then permutation the process to 
make it unreadable. In recent years, image encryption 
writing cryptosystems used chaotic maps for encryption 
within which the permutation-substitution design is 
employed to extend the protection level. 

 
II.  PREVIOUS STUDIES 

 
In [7], authors proposed a chaotic image encryption 

algorithm in which image pixels are shuffled using a 2D 
chaotic map in a process of the permutation then pixels 
values are changed in the substitution process. In [8], 
authors used a 3D cat map is used to shuffle the pixel 
position and a 3D Baker map [9] in the permutation 
process but Guan et al. [10] used the Chen’s chaotic 
system for changing the grey values for an image and a 2D 
cat map for shuffling pixel positions. The research article 
[11] proposed a block cipher that uses a chaotic standard 
map in the confusion process and a quantized logistic map 
in the diffusion process and a key generator. Mao ET. Al. 
extended the 2D Baker map to 3D to quicken the 
encryption process [9]. Authors in [12] used a discrete 
exponential chaotic map to improve the permutation 
process, and then use “XOR plus mod” in substitution. 
Authors in [13] propose a nonlinear chaotic algorithm to 
overcome the security vulnerability and the deficiency of 
small key space and in the 1D Logistic systems [13]. 

  
III.  CHAOTIC ENCRYPTION SCHEME  

 
Chaotic maps have been used over a great extent to 

build up an encryption system for images [14]. To encrypt 
image pixels, confusion and diffusion process are used in 
most research papers in this field. Confusion makes the 
relationship ambiguous between the genuine and the 
cipher image but diffusion can disseminate the change 
throughout the whole cipher image. Pixel value will 
modify by substitution with another one but permutation 
only changes the pixel position in the image.  Substitution 
and permutation are the simplest type of confusion and 
diffusion respectively although; both of them together are 
still the foundation techniques for encryption [5]. 
A. Chaotic Permutation 

It will be extended 1D pixel chaotic flipping in order to 
make way flipping the order of 2D pixels in the picture. It 
gives the encrypted image as an image mixed as in Section 
4. For each 512 × 512 image, 262144 random numbers are 
generated for a 1x262144 permutation vector. 
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B. Chaotic Substitution 
For images, the original pixels image preserves its 

position At the same point X, Y recognized in the cipher 
image and here for each pixel value changed to the same 
coordinates. In fact, the gap is security system against 
attacks because he only encryption system[15].To make 
encryption system must add the replacement process and 
an example of them XOR, XNOR, shift or mix of them 
can use to altering pixel values with the combination with 
the pseudorandom image which is generated by Chaotic 
map as a key image. The Pseudorandom number for pixel 
values is linearly mapped to the range of [0, 255]. 
Actually, Substitute operation decreases the correlation 
between each image pixels, making it difficult to attack. 
The whole process is shown in Figure 1. 

 
Fig. 1. The proposed chaotic image encryption system 

diagram 
 

IV.  PROPOSED CHAOTIC IMAGE ENCRYPTION 
SYSTEM 

 
The proposed algorithm (shown in figure 4) first, uses 

Arnold cat map for shuffling pixel positions of the image; 
Second, It uses a map of the chaos to make a pseudo-
random image for the replacement. The proposed 
algorithm divides the encryption process into two general 
processes; permutation operation and substitution 
operation. The permutation operation itself is divides into 
many steps explained below. 
Step 1: The original image (I) is separated into three 
separate images according to the three color channels IR, 
IG and IB as follows: 

IR(x,y)=I(x,y,1) 
IG(x,y)=I(x,y,2) 
IB(x,y)=I(x,y,3) 

Where      1 ≤ x ≤ m, 1 ≤ y ≤ n for an m×n image. 
 
Step 2: The red image is flipped vertically, the green 
image is flipped horizontally and the blue image is rotated 
90 clockwise. 
Step 3: Combine the three images into a one color image 
which we called "the confused image" as shown in figure 
2(a). 
Step 4: Perform the first level of confusion by using 2D 
Arnold CATMAP using the first part of the key which is 
the scramble order as shown in figure 2(b)which we called 
"the scrambled image IC". 
 

 
Fig. 2. The output of the permutation process: (a) the 

confused image (b) the scrambled image 
 

Step 5: generate the pseudorandom key image using a 
chaotic map. 
Step 6: the final encrypted image (I') is generated by the 
substitution process as shown in figure 3(b). The 
substitution process takes the scrambled image and applies 
XOR operation between the image key and the scrambled 
image as follows.  

I'(i, j, 1) =I key (i, j, 1) ⊗IC (i, j, 1) 
I'(i, j, 2) =I key (i, j, 2) ⊗IC (i, j, 2) 
I'(i, j, 3) =I key (i, j, 3) ⊗IC (i, j, 3) 

 
V. EXPERIMENTS AND SECURITY ANALYSIS 
 
Action encryption system chaotic image substitution and 

permutation interchangeable by working in MATLAB 
R2015.A 512×512 color Lena image was used as a plain-
image. Figure 3(c) shows that the decrypted image is a 
noise-free and is exactly like the original one. The dataset 
for the experiments is consists of four different size (tiff 
and bmp) color images as shown in table 1. 
 

 
Fig. 3. Result of 512x512 color Lena image encryption: (a) 

the original image, (b) the encrypted image of the 
proposed algorithm and (c) the decrypted image. 

 
Shannon state that, in [16], It is possible to break many 

kinds of ciphers by statistical analysis, therefore, 
Statistical analysis has been performed on the output of the  
proposed algorithm to proven its degree of security to 
thwart statistical attacks. A test on the correlations of 
adjacent pixels in the ciphered image has been performed 
using the formula below. To test the correlation between 
two vertically and two horizontally adjacent set of pixels 
in a ciphered image, randomly select 512 pairs of two 
adjacent pixels from images in test case one and three and 
64 pairs for test case two and 2160 for test case four were 
selected. 

��,� =
∑(�	 − �)(�	 − �)

∑(�	 − �̅)�∑(�	 − ��)�
 

Table 1 shows the correlation coefficient of two 
horizontally and vertically adjacent pixels in the original 
image and the corresponding pixels in the cipher image for 
four test images. 
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Fig. 4. The proposed Algorithm. 

 
Table 1: Correlation coefficients of a set of two adjacent 

pixels in plain and cipher images. 
 

Correlation Coefficient 
Test 
cases 

Image size 
(pixels) 

 Plain 
image 

Cipher 
image 

Test 
case 1 512 × 512 

Vertical 0.9858 0.0045 
Horizontal 0.9900 0.0037 

Test 
case 2 64 × 64 

Vertical 0.7970 0.0085 
Horizontal 0.9360 0.0087 

Test 
case 3 512 × 512 

Vertical 0.9329 0.0019 
Horizontal 0.9805 0.0011 

Test 
case 4 2160×2160 

Vertical 0.9927 0.0083 
Horizontal 0.9517 0.0026 

VI.  CONCLUSION  
 

A novel chaos-based cryptosystem for image encryption 
and decryption has been proposed. The Arnold CATMAP 
is a chaotic map that is used in this scheme to improve the 
randomness of transformation and the efficiency of bit 
permutation. These are two advantages of this 
cryptosystem that increases the degree of security of the 
encrypted image in comparison with the literature. The 2D 
Arnold cat map system is used to scramble the positions of 
image pixels and a Chaotic map is used as generation of 
pseudorandom image for substitution. 

Sequential XOR of the pixel-permuted plain image (the 
scrambled image) and pseudorandom secret image is used 
for modifying the pixels values. This creates a significant 
distortion in the scrambled image to prevent differential 
attacks. The results of security analysis of the four images 
illustrate the resistance of the encrypted image to 
statistical attacks. Coefficients of correlation have shown 
that correlation between pixels of the encrypted image has 
significantly decreased which indicates that the proposed 
system can thwart correlation attacks. 
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