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Abstract — Individuals and corporate establishments alike
are faced with threat from malicious attacks and
infringement of their privacy over the internet or while using
mobile devices. For this reason, there is a needrfan
enhanced means of information detection. Steganogrhy is
the practice of protecting files by hiding it within other files.
This concept has been used by many businesses siritse
introduction. It has been applied in the field of
communication most especially in the music industry
Information can be embedded in computer files likamages,
videos or audio. Hiding data in plain sight by encyption can
draw unwanted attention to hidden messages thereldigading
to high cases of attempts on decryption by unauthized
persons as such there is need to hide data in a forthat will
not be suspected by attackers. The aim of this reseh is to
develop the possibility of using steganography molei devices
for the transmission of secured information. The syem will
be designed using UML (Unified Modeling Language) tde
and android phone as the developing environment. Teh
successful implementation of steganography can bdos
security for highly confidential files or messageghat are
meant to be kept in top secret forms in mobile deges.

Keywords — Android, Encryption, Mobile devices
Steganography, UML (Unified Modeling Language).

I. INTRODUCTION
Growth in technology has resulted in wide spreazlafs

different communication gadgets or mobile basedasv
for daily interactions and for conveyance of infation

protected information and include the use of pure
steganography, public key steganography and priveye
steganography. The private key method uses a irkgya
for encrypting then hiding the secret message withe
cover data. As in traditional encryption the préevdtey
system is only as robust as the knowledge of the ke
Since the private key system requires both pamidmiow
the key, once it is compromised the entire stegssange is
non-secure. Public key encrypted steganography thees
key pair system to add a layer of robustness t@tbeess.
As in public key encryption, the public key of tfexipient

is used to encrypt the secret message and onlyufieals
private key may decrypt it after extracting it frotie
cover data. This is the most secure type of stagapy.
This approach is recommended since it combines the
benefits of hiding the existence of a secret masseith

the security of encryption (Alain, 2010). This pap
proposes thedevelopment of the possibility of using
steganography mobile devices for the transmissibn o
secured information.

II. REVIEW OF RELATED WORK

Ashwini and Patil (2014) proposed the method ohgsi
SBR algorithm to hide the data into the JPEG Imaddés
paper presents a new Steganography technique tialspa
domain for encoding extra information in an image b
making small modifications to its pixels. The prepd

personally between individuals or in an establishe@i€thod focuses on one particular popular technigibey
corporate organization. With increased rate of dat4Sed the Least Significant Bit (LSB) Embedding.téasl

transmission comes the need for a secure system
transmission of confidential and proprietary infatian.
Steganography is a technology that hides a meszidigje
an object, a text, or a picture. Steganography ealscnot

g, using the LSB-1 of the cover for embedding the
message, LSB-2 has been used to increase the mebsist

of system and protect the message against thenakter

They were able to hide a data up to 65536 bytes.dEita

only the contents of the message but also the mep@s embedded in the LSB-2 of the cover to incréhee
existence of a message (Alain, 2010). SteganograpfgPustness of the system and protect the messayesag

messages are often first encrypted by some traditio

means, and then a cover text is modified in somg tea

the external influences such as noise, filter,
compression...etc. The embedding process was veyy eas

contain the encrypted message, resulting in stegoteVhich only replaces the permutated bits of the agsy

(Judge, 2001). Pure steganography uses no kggezhs
to embed cleartext or "null cipher" text into thever data
in order to hide the existence of a secret mesdagee
steganography is the least secure method. It is sedure
in two aspects which are, the fact only the sendind
receiving parties know of the secret message'desxis
and which steganographic algorithm was used to thide
message.
components; the secret message (hidden part) and
cover data (the container which bears the secresage)
and the stego message (final product). Firstly, omnsst

the LSB-2 set of the cover to obtain the new stiegage
array. Using steganography (way of hiding data) 8B
algorithm, they were able to 100% detect the gualjgnt

in the leaks of a sports news from the BNN newsobh
which was the test area of study. The result shihas
minimum distortions take place in data embeddedgama
due to embedding small amount of data using prapose

A stenographic messages contains thpagthod. The results shows that the proposed meithod

fRUch more secure than LSB. This method is essébtial
construction of accurate targeted and blind stdgaisa
methods for JPEG, BMP and PNG images.

understand the components of a steganographic gessa Kamleshand Kiran (2005) proposed KVL Algorithm
steganographic approaches convey the security lefvel for image hiding in image using the LSB based atgor.
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In their research, least significant bit of coverage are image structure information is present at everyldyjer),
used and secret image most significant bits of rcolmo obvious distortion is present (Max, 2004). dngo
components are hidden in them. 3 RGB Pixels weeel uswork in the area of Internet steganography by Damig
to hide 8 bit information. This technique gives theage (2001) investigates embedding, recovering, andctiate
quality of high standards and with the necked dyés information in TCP/IP packet headers and other agktw
impossible to find the variations in the Stego imaghe transmissions. Development in the area of covert
result comparisons also support the statement gifron communications and steganography will continue.
Experimental result shows the effectiveness of thResearch in building more robust digital watermathest
proposed method. The results obtained also shayn survive image manipulation and attag@ntinues
significant improvement in PSNR with respect to ®a 5 grow. The more information is placed in the public's

quality and computanonal efficiency. I reach on the Internet, the more owners of suchnmdion
The ease in use and abundant availability of

eed to protect themselves from theft and false
steg_an.ography. t.ools h"%s Igw enforcemgnt concerned rlepresentation. Success in steganographic secescjts
trafficking of illicit material via web page imageaudio,

i : , from selecting the proper mechanisms. Howeverggost
and other files being transmitted through the Imer ..,00 \which seems innocent enough may, upon further
Methods of message detection and understanding

thresholds of current technology are necessarntover ?/estigation, actually _broadcast the —existence  of
such activities. Max (2004) discussed the method (()afmbedded information (Dunigan, 2001).

embedding data in a JPEG Image. Because the JBREG fi
format is compact and does not significantly degréuk
quality of an image it is in frequent use on theeinet.
The JPEG format uses a discrete cosine transfoi@TjD
to identify 64 DCT coefficients in successive 8x&eb
blocks. Of these quantized -coefficients, the lea
significant bits are used to embed data. Becau
modifications to these bits affect pixel frequenag
opposed to spatial structure (as in GIF images &he

[ll. R EAL WORK

The researcher’s proposed mobile steganography tool
will be used to enable the privacy and security of
Ipessages sent through the mobile communicationonktw
as they will be hidden in multimedia files.

The flowchart of the data hiding and data retrieval
processes of the system are shown in Figure 1 below

A)  Data Hiding Process Flowchart B)  Data Retrieval Process Flowchart
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Fig. 3.1 System Process Flowchart
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The mobile steganography tool was developed usieg t
Integrated
Developer Environment on a system running the Aiddro

Java Programming Language and Eclipse

Development Toolkit.

The software was tested using on the PC using the

Android SDK Emulator.

V. Result

The mobile steganography tool was used to encrypt a

message in a picture image file.

Figure 3.2 shows the image before the data washidd

in it.

Fig. 3.2

Figure 3.3 below shows the tool being used to Kide
text in the selected image file.

ard/DCIM/Camera/IMG_20150925_042710.jpg

Fig. 3.3

Figure 3.4 shows the image after the data was hidde

Fig. 3.4

Figure 3.5 below shows the tool being used to \iesv
text in the selected image file.
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Fig. 3.5

V. FINDINGS

The results of the test done with the mobile
steganography tool revealed that visually there was
alteration to the appearance of the images befuleaéter
the steganography operation.

Also, the system was able to successfully retrignee
embedded information hidden in the file.

VI. CONCLUSION

Now that the majority of information takes on ait#iy
form, it has become increasingly necessary to wWegythe
means of protecting files by mobile phone userslevhi
making use of the World Wide Web. Private inforroati
can be leaked through download of malicious softwar
synchronizing the phones through insecure chanoels
loss of phones which can be picked up by questienab
persons with bad intent. Whatever the source ofisnin,
android phone users should have a more secure dhetho
exchanging highly confidential messages withoutimg
risks of security breach which is the purpose dE th
research. Like every aspect of life, steganogragby has
its shortcomingsandvulnerabilities that still netxd be
addressed. Consequently, new steganography tedieslo
will be released with increased efficiency.
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