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Abstract — In this article we present a mathematical model
for classical encryption of a plain text for secure confidential
information through unsecure channel. The method of
encryption based on the generation of prime numbers,
seventh order number system and mathematical theory of
matrices. We form the matrix A for the plain text, for
simplicity of calculation. The result shows that this model
provides an acceptable secure exchange of information
within a close circle net of a company and it can be on wider
than that. The 7 system is a system with seven numbers
namely (0,1,2,3,4,5,6) with radix 7 and we can change any
decimal number or other system number to the 7 system. The
receiver has the password and the process of encryption to
decrypt the message. Also we notice that this model can be
wider through bilingual and other system of numbers.

Keywords — Cryptography, Prime Numbers, Seventh
number System and Theory of Matrices with Example.

|. INTRODUCTION

The growth of, business and information in general,
electronic communication through internet activities are
the most important in the world of today and in that the
security factor keeping the people in companies, large or
small, private or general, in a continues concern from
hacking. In this sense most companies need a private
security system to save their information from hackers.

Security of information through any form of internet
means hiding the information from spies and may be other
form of discrepancy, by some algorithm that transform
the clear text (plaintext) to other form of information,
which is called encryption [8].

The encryption methods in both cases the classical and
modern are process through algorithms [4, 7]. In this
article the encryption process takes place by linear algebra
especially matrix theory [8], section (1) and a usage of a
prime numbers generated by some function with the
seventh system numbers [ 3], section (2). That is, the final
output of these activities has been encrypted by two
methods, section (3). At the end the results and conclusion
will be given with a list of the reference. The history of
encryption is as old as the creation of the international
human at this plant, but what | saw in some references for

Table 1: Assign each alphabet to prime number of the language in sequence (part 1).

the last four thousand year some text were found
encrypted at the Veterans Egyptian where the
hieroglyphic inscriptions on the tomb of the nobleman
khnumhotep Il [ 6]. Later about 2000 years ago, the Greek
knew cylinder device called Scytale was used and it
similar to transposition technique [5]. Around 1200 year
ago Sheikh Al-Kindi in his book “Risalah fi Istikhraj Al-
Mu,am (Manuscript for Deciphering Cryptographic
Messages) used a frequency analysis technique for
breaking monoalphabetic substitution ciphers which was
in use, until world war two [2]. Then, the development of
the polyalphabetic cipher by Leon Battista Albert, who is
known as the father of western cryptology, in 1465 [6, 9].
After that the subject of cryptography start growing fast,
Trithemius(1518), Vigenere (1585), Wheatstone and
Playfair(1854), Kerkhoff (1833), Hill(1929) and until the
time of Diffie —Hellman (1976). In all the mentioned
researchers above are presented methods of classical
cryptography including mathematical models in matrix
algebra, but however we noticed that there is no article
including a combination of prime numbers and the seventh
number system including the manipulation presented by
Hill [1].

This article shows aneasy and effective way for
encryption process in a sequence of mathematical
operations and the criteria which will be given in the other
sections of this paper, can summarized by the following
steps :

1- Language English and it can be in any other language or
double or more languages. The 26 alphabets of English
are:
ABCDEFGHIJKLMNOPQRSTUVWXY?Z
2- We take a 26 prime numbers, some of them are
generated by the algebraic equation y = n%-n+41, such that
1,3,5,7,11,13,17, 19, 23,29,31,37, 41,43, 47, 53, 61 , 67,
71, 83,97,113,131, 151, 173,197, or more and we can
chose, for our purpose, any other prime numbers. It can be
noted for example that the numbers 1,3,5,7,11,13,
17,19,23,29,31,37 are prime numbers not generated by the
above function but it is a choice of the author.

3- Assign each alphabet to prime number of the language
in sequence.

a|b|lc|d| e | f | g | h | i

j k I m n 0 p q

13|57 |11 |13 |17 | 19 | 23

29 | 31 | 37 | 41 | 43 | 47 | 53 | 61

Table 1: Assign each alphabet to prime number of the language in sequence (part 2).

r S t u

w X y z

67 71 83 97 113

131 151 173 197
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4- Take any plain text, for example AMAIUBAHRAIN.
5- Encrypt the text using the prime numbers as in table (1).
Table 3: Encrypt the text using the prime numbers.

almil|a| i |ulblalh| rj]al|i]|n

114111123973 ]1]19]67|1]37]43

6- Form a square matrix, say A, (or more than one matrix),
with the prime numbers are the elements as in table (2). In
this case we have to use a square matrix A with 4 column
and 4 rows which means we have to add 4 vague elements
in the end of matrix, such that, Table 3.

Table (3): Vague elements in the end of matrix.

|1 411 23
A= 97 3 1 19
67 1 37 43

3 5 35

Where 3=b & 5=c are vague quantities.

7- Form a new matrix, B#0 , similar in size to the matrix
A, with any elements, which represent the pass-word. In
this case we can always split a large square matrix to small
square matrices and

8- A new matrix C= AB is formed.

9- The system of numbers in everyday use is the denary or
decimal system of numbers, using the digits 0 to 9. It has
ten different digits operation on the matrix C, we change
all the elements to any other number system and we chose
the seventh number system, which has seven different
digits (0, 1, 2,3,4,5 and 6) and a radix of 7.The denary
number equivalent to the 7th system number (493)10
=(1303)7, (11)7 =(8)10 and (52)7= (37)10 and so on.

10- After the change of elements of C to the new form in 9
above and for the purpose of hiding the used number
system we add the number 33 or any other number to each
element of the matrix and then send to the receiver in the
other side.

11- Decryptions:

a- Subtract the number 33 from each element of the
encrypted matrix.

b- Change the elements to the denary system.

c-A=B'C.

d- Use the standard table for the encryption process, to
have the plain text.

This paper usually important in applications in most of
the discipline of the life specially the cases of companies
of industries when they seems to be sensitive to the
problem of security concerns from attack through the
transfer of information through unsecure channels, so the
needs of cryptography is needed.

This research shows an easy and effective way for
encryption process in a sequence of mathematical
operations and the criteria.

1. RESEARCH METHODOLOGY

As we mentioned above about the encryption process
can be in any language. We form the matrix A for the
plain text, for simplicity of calculation, let as take lani,
using the English alphabets, such that
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_ 43 53 _[3 7
A= [71 83] and a password B= [11 13] then a new
matrix C can be formed such that C :AB=[1711226 1959706 .

Usually, one can stop to this level but for more security,
the seventh numbers system is used on the elements of
matrix C, then C becomes:

C= [2035 2613

3166 4411

33, the matrix C becomes:
_[2068 2646]
3199 4444V

Send 2068 2646 3199 4444,
In this place we can mention some useful notes:
1- The 33 decimal number (or any other decimal number)
is added in the end of the encryption process to each
element of the final matrix C to deviate or hide the used
number system for the seek of more security.
2- The size of the matrix B is the same as the matrix A
and it satisfies the rules of matrices multiplication (the
number of columns in the first equal to the number of rows
in the second matrix) and I choose square matrices A and
B of the same size, for further security of the password of
the system. It must be clear to the reader that a square
matrix of any size always can be split to many small
square matrices with the same password. For example take
the plaintext AMAIUB Bahrain, these are display in table
(2) such that:

1 41 97 3 67 1
Al"h, 23}A2"[1 19}A3" 37 43l

Then there are three matrices of the same size and we

can introduce a password

5 11
B"[23 7]
which can be multiply by each matrix Al, A2 and A3.
This means that any message of any size can be written as
small square matrices.
Decryption:

The other party have to use his knowledge about the
process ( prime numbers, alteration of numbers of some
characters and the seventh numbers system) in addition to
the password, such that : Subtract 33 from each element in
the matrix, then change the received seventh system
numbers to decimal numbers system, 2035,=712,
2613,=9904, 31667= 11264y, 4411,= 15764,. In the usual
elementary way of matrices operation we can find the
inverse of the matrix A.

From algebra AA™'= I, where A™ is the inverse of the
matrix A and | is the unit matrix. Then C = AB leads to A
=CB™and
Bl [—13 /38
11/38

] and add to each element the number

7/38
—3/38

43 53

]’ thus A:[71 83

= lani.

111. RESULTS AND DISCUSSION

In this article a mathematical model was presented
through a prime numbers system and the seventh number
system with a radix of 7. Algebraic theories of matrices
have been used and an applied example is given. The
results of encryption and decryption showed that this
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model seems to be quite reasonable, for a company
security system. This model can be modified in many
ways such as the usage of double languages and other
number system with a prime number system. It must be
noted that no system of encryption has an absolute security
with a hackers continues attack but it is needed in these
days technology to increase a possible security of
exchange of information. 3. There is no division 33. This
number is added in the end of the encryption process to
hide the used number system for the seek of more security
(as mentioned in the article we can take number to add to
each element. The 7 system is a system with seven
numbers namely (0,1,2,3,4,5,6) with radix 7 and we can
change any decimal number or other system number to the
7 system. The Receiver has the password and the process
of encryption to decrypt the message.

In comparison with other works of the references of this
article we showed that the function: F(n)=n*n +41, can
generate some prime numbers with an additional security
through the seventh numbers system plus any decimal
integer to hide the used number system, which are produce
a reasonable security system for the information of a
company exchange of information.

The computational time of such a system is usually
quite limited because there are no complicated operations
required.

1VV. CONCLUSION

The final finding of this article is:
1- Mathematical tools are always leaded to solutions for
the obstacles in society.
2- The prime numbers system and non-classical number
system with matrices lead to reasonable security and may
be sufficient for a close loop for a company information
system.
3- This model can be organized in a computer program
using, c++ for example, or a data base system.
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