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Abstract — Reliability of an event driven WSN application
depends on the connectivity patterns of the network. The
reliability of such networks is dependent on the successful
delivery of the message. . Among other quality metrics,
establishment of the final communication path becomes
important. We try to estimate the rdiability of backbone
assisted networks against node failures attributed to energy
depletion. Our algorithm ensures successful establishment of
communicating paths with alternate parents to counter
against node failures. It is seen that with the help of alternate
parentsthat complete the broken path of communication, the
overall reliability of the network increases, improving the
fault tolerance of the links and the robustness of the
architecture.
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|. INTRODUCTION

Reliability is one of the key metrics to determine the
quality of a system. Over the past two decades there have
been a number of studies on the reliability of hardware and
software systems. As a result we have a number of
analytical models that estimate reliability. Reliability of a
network is essentially computed as the ability to establish
connectivity under transient load and environmental
conditions. WSN reliability differs from the conventional
adhoc network reliability owing to constrained energy and
computational resources of the devices establishing the
network. Sensors are developed at low cost and are small
in size and are typically expected to perform sensing, data
processing and routing activities. Hence achieving
longevity in unattended operations with the approved
quality constraints become a concern. Applications that
use sensor networks vary from event detection to
environmental monitoring or hybrid applications;, have
different system and quality requirements. Our article
focuses on the event detection based applications of sensor
networks. Reliability of such type of networks is
dependent on factors like the connectivity patterns
(whether continuously connected, sporadic or intermittent)
[1], or on the coverage constraints like (1-covered, K-
covered) [2]. Reliability has also been conjunctly used
with lifetime of such networks, in terms of First Node
Dead, Half Node Dead, and Last Node Dead [3][4][5].

Literatures like [6] focus on the end to end reliability of
backbone assisted WSN’s. They perform a cost-benefit
analysis on determining the number of gateway nodes to
deploy for achieving the desired reliability. Similarly,
GSPN [7] (Generalized stochastic petrinets) model is
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designed to evaluate the reliability of a parallel redundant
fault tolerant WSN and claims to be more observable,
scalable and portable than a Markov model. Factors
affecting reliability have been extensively studied in
context to the existing transport protocols in [8]. Our
research is motivated by existing algorithms like ETC [9];
which propose use of aternate parents in tree based
structures for balancing the workload and thus achieve the
energy conservation and network longevity. Similarly,
LEACH-SM [10] enhances the lifetime of nodes in
comparison to the traditional LEACH with the help of
efficient management of spares. But there has been no
focus, to the best of our knowledge, on the reliability of
such structures under an event detection scenario. We try
to employ the concept of using spares in the form of
alternate parents in our tree based hierarchy. Our approach
uses passive spares to estimate and enhance the reliability
of atree based WSN.

Il. PROBLEM FORMULATION

We consider an event monitoring system with n relay
stations (either parents or the consecutive alternate
parents). Suppose a signal emitted from node ‘i’ can be
received by both parent | and J and a signal relayed from
parent I/Jisreceived by both K and L iteratively.

Thus when parent | fails, the system is still able to
communicate successfully via parent J. But if both | and J
failed, the signal cannot be transmitted from ‘i’ to K or L
and hence the system fails. Similarly, if any two
consecutive stations in a system fail, the system fails. This
isan exampleto aK out of N system, where K in this case
is 2. More generally, a system with n components in a
sequenceis called a consecutive K out of n: F system.

IIl.SysTEM M ODEL

Let V denote a set of n sensing devices {vy, V... v} in
an Event driven wireless sensor network. Let T = (V, E)
denote the network tree that represents the communication
edges E of the nodes in V. Assume that the nodes have a
restricted communication range. In this case, arouting tree
T is created connecting every node over a multi-hop path
with the sink. The nodes are considered neighbors if they
are within the communication range. Reliability is now
estimated for such atree based structure.

Consider an event driven wireless sensor network
having nodes that are aware of their locations with respect
to their randomly generated IDs. We consider the
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possibilities to calculate the communication reliability of

the backbone structure subject to three types of failure:

1. Failure of theinternal nodes except the root node

2. Failure of the leaf-parent link.

3. Failure of the link subject to root node failure or any
link failure due to environmental conditions.

IV.RELIABILITY COMPUTATION

Let an event be detected by ‘n’ nodes at different levels
of a tree (of ‘k’ levels).the communication reliability of an
event is dependent on the reliability of the node in terms of
activeness of the node that is proportional to the residual
energy of the nodes, the reliability of the link that is
determined by the commutative probability of the
activeness of the leaf parent consecutive pair. For
simplicity, we assume that the route failure due to link
disruption because of environmental conditions is
negligible and hence the link and route reliability
converge.

Reliability of the node (NR) =probability of activeness
of the node= remaining energy of the node/ initial energy
of the node. Since the activeness of a node ‘i’ does not
depend on the activeness of node ‘j° the probability is
computed as independent events.

Communication probability of events (CR) = probability
of sending of data from the sensed sensor to the base
station.

CR = P(AQ)-P(Ac-1/A)-P(Ax-2l Ak-1)... P(ALTA) 1)
Where P(A)is the probability of the activeness of the
node at level ‘k’ and P(A.. / A is the conditiona
probability of activeness of node at level (k-1) subject to
the condition that node at the K" level is active. Since the

node activeness is solely dependent on its own residual

energy, P(Ax1 /A reducesto P(Ac1).
Hence equation 1 becomes

PAY-P(Ac-1)-P(Ak-2)... P(A1) )

At layer ‘k’ if Ax is a parent of more than one nodes
(say ‘m’) ‘k+1’th layer nodes then
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Vt Holds vertices of MST during its
construction

dv] Holds the weight of the edge from any

vertex in Vt to vertex v

P(A) = P(P(Ak+1),) U P(A@sny,) U .. U P(Ayny,,)
®)

Tablel: Notations used in algorithm

n Number of nodes deployed

\% Starting vertex

cost[1[] Distance matrix

visited[] Holds the vertices of the tree

parent[] Holds the parent of each nodes

alt_parent[][] Holds all the aternate parents of each

and every nodes

opt_alt_parent[] | Holds the optimal alternate parent of
each nodes

level[] Denotes the level of each nodes

all Maintains the queue for BFS

sensing_range Sensing range of the nodes

number]] Counter for the total number of

alternate parent for each nodes

A. Algorithm used
/* Optimal aternate parent */

1. Procedure Optimal_alt parent(n, sensing_range,
parent[], level[], opt_alt_parent[], cost[]1[1,
alt_parent[][])

2. llLet v is the starting vertex so visited[v] = 1 and
level[v] =1

3. /I Parent and level of each nodeis calculated and Tree
is constructed using either BFS Parent Level or
MST_Parent_Level.

4. begin

5. fori=0tondo

6. begin

7. min=0;

8. flag_chech=0;

9. forj=0Otondo

10. begin

11. if j!=parent[i] and i!=parent[j] and cost[i][j]'=0
and cost[i][j]<=sensing_range

12. alt_parent[i][min]=j;

13. min++;

14. flag_check=1;

15. End if

16. End for;

17. if flag_check =0

18. at_parent[i][min]=-1;

19. min++;

20. End if;

21 number[i]=min;

22.  Endfor;

23. fori=0tondo

24, begin

25, min= sensing_range;

26. flag_check = 0;

27. for j= 0 to number[i] do

28. begin

29. if level[alt_parent[i][j]]<level[i] and
min>=codt[i][alt_parent[i][j]]

30. opt_alt_parent[i]=alt_parent[i][j];

31 flag_check=1;

32. End if;

33. End for;

34, if flag_check =0

35. for j= 0 to number[i] do

36. begin

37. if min>=cost[i][alt_parent[i][j]]

38. opt_alt_parent[i]=alt_parent[i][j];

39. min=cost[i][alt_parent[i][j]];

40. End if;

41. End for;

42. End if;

43. Endfor;

44, End Optima_alt_parent;
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/* BFS _Parent_Level */
1. Procedure BFS Parent_Level(cost[][], n, v, visited[],
flag_bf], parent[], q[], level[])
/[Globa f=0,rl=-1;
begin
i=0;
whilei<n

if cost(v, i) != 0 and visited[i] = 0 and flag_b[i] =0
then
7. q[++rl] =i;
8. flag_b[i] = 1;
9. parent[i] = v;
10. level[i] = level[v] + 1;
11.  End while
12. if f <=rlthen
13.  visited[q[f]] = 1;
14.  v=q[f+4];
15. BFS_Parent_Level(cost[][], n, v, visited[], flag_b[],

parent[], q[], level[]);

16. End BFS_Parent_Level

ok wN

/* MST_Parent_Level */
1. Procedure MST_Parent_Level(codt[][], n, r, visited[],
parent[], level[])

2. begin

3. Vi={r}

4. dr]=0;

5. foralv(V-Vq)do

6. if edge (r, v) exists set d[v] = cost(r, v);

7. else set d[v] = oo;

8. whileV:!=V do

9. begin

10. Findavertex u suchthat d[u] = min{d[v] |v I (V -
vVl

11.  Vi=ViU{u};

12.  parent[u] = v for which d[u] = min{d[Vv] |v [1 (V -
vVl

13.  level[u] = level[parent[u]] + 1;

14. Foradlv i (V-Vy)do

15. div] = min{d[v], cost(u, v)};

16. Endwhile

17. End MST_parent_level

The above agorithms describe the way to find out the
optimal aternate parent of nodes. Initidly a tree is
constructed and parent & level of each node are
determined using either MST_Parent Level or
BFS Parent_Level algorithms.

The MST_Parent_Level algorithm begins with selecting
a starting vertex denoted by the sink. It then grows the
minimum spanning tree by choosing a new vertex and
edge that are guaranteed to be in a spanning tree of
minimum cost (which is defined in terms of the Euclidean
distance). At the same time parent and level of each
selected nodes are assigned and stored.

The BFS Parent_Level agorithm starts at a vertex v;
ideally the sink and labeled as it as having been visited.
The vertex v is at thistime said to be unexplored. A vertex
issaid to be explored when all vertices adjacent from it are
visited. All unvisited vertices adjacent from v are visited
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next. These form the set of new unexplored vertices.
Vertex v is now claimed to have been explored. The newly
visited vertices haven’t been explored as yet and are put
onto the end of a list of unexplored vertices. The first
vertex on this list is the next to be explored. Exploration
continues until no unexplored vertex is left in an iterative
manner.

The Optimal_alt_parent algorithm is used to find the
optimal aternate parent of nodes. Here, the optimality is
decided by choosing the node on the following constraints:
¢ Node which isin communication range.
¢ Node should not be the parent itself.

o Node should not be the child of the node.

o If there exists any node which is in communication
range of the selected node and belongs to the upper level
of the tree. If no such node exists then we can go for
siblings but there is a chance that the tree may become
forest.

e If two or more node fulfils the criteria for optimality
then choose the one with low cost.

Fig.1. Scenario depicting failures

According to above fig. 1 an event ‘E’ occurs at a point
p(x=78, y=58), which is in the sensing range of the sensor
nodes 4, 13, 16, 24, 28, 37 and 40. But 37 is inactive node
so it will not able to detect the event. Now 13 and 16 are
active and they will transmit the information to their
parent i.e. node 40 which have also detected the same
event.

Let probability of activeness of node 13 and 16 is P(A13)
and P(As) respectively, determined by equation 1. The
communication reliability up to node 40 is given by R(E4)
= P(Ay) U P(Ag) * P(Ar) U P(Ay) * P(A) from
equation 2 and 3. Our am is to communicate the
information to the sink which is in our case is ‘Sy”. Now
again node Sy will send this information to its parent i.e.
node S, which have also detected this event. This time the
communication reliability up to node 4 is computed as
R(E4)= P(A4) U P(A4) * R(E4o) S|m||ar|y, R(Ezg) = P(Azg)
U P(A%) * R(E4) and R(Ez4) = P(A2) U P(A2)*R(Ezg) can
be computed further. At this juncture, the parent of node
S,4 is node S,g which has not detected the event; so the
communication reliability of event is given by R(Es) =
P(As) * R(Eo4) as per equation 4. In the same way R(E,;)
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= P(A2) * R(E4g). We now observe that the parent of node
S,1 is node Ss;s which is dead, so node S,; chooses an
alternate parent which is node S;. Hence, the information
is sent to node S and reliability is calculated as below:
R(Eo) = P(Ag) * R(Ez1)

R(E41) = P(A41) * R(Eg)

R(Es) = P(As) * R(E41)

R(Ez0) = P(A20) * R(Es)

R(Ez2) = P(Az2) * R(Ez)

So the final communication reliability of event E is

R(Eo) = P(Ao) * R(Ez)

V.RESULTS

The Algorithms are compared on their performance on
the basis of delivery ratio of the reports of events. The
delivery ratio is computed as the ratio of total number of
messages received at the sink over the total number of
messages generated by the nodes detecting the event. This
is further computed over 500 events sampled over a total
of 5000 events iteratively. The factor that determines the
failure of nodeis solely dependent on the energy expedited
by the nodes due to the transmission and reception of
messages. The depletion of the node energy is also
determined by the probability that the event is detected by
the node and is purely random following a Poisson’s
distribution. We use first order radio model [11] to
calculate the energy consumption of the nodes.

A. BFSBased tree architecture

From the Following fig. 2(a), 2(b), 2(c) we observe that
on an average, the percentage of nodes that are able to find
available route to the sink is more for APL based
communication. Out of 5000 events, computed iteratively
over a sample size of 500 cumulative events; the algorithm
involving alternate parents yields a successful delivery
ratio to nearly 1 for node failures ranging from 1node to
5nodes.

Fig. 2(d) illustrates the cumulative number of events that
were able to reach the sink via some alternative route. We
see that the performance of our agorithm with APL is
better than the BFS used without APL.
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VI.CONCLUSION

The Wireless communication usualy follows graph
based architecture. This is due to the robustness achieved
in terms of successful deliveries. But the amount of
redundant transmissions increases the possibility of faster
depletion of energy of the nodes. Also, the contention for
resources increases manifold. For WSN, that need to
essentially use a hierarchical or tree based architecture, our
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algorithm brings in the desirable robustness. From the
above discussion we justify that if we employ alternate
parents to the existing tree based communication
architectures, reliability increases. Hence, in event
detection applications that need to be based on a hierarchy
as a congtraint, our algorithm stands a better chance by
enhancing the performance of the existing and usually
employed algorithms.
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