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Abstract — The primary objective of this work was to
implement an innovative architecture that computes the
basic Data Encryption Standard (DES), which is used in a
wide range of communication systems to protect infor mation
being transmitted over a channel from being inter cepted and
read by unauthorized parties. DES is probably one of the
best known cryptographic algorithms, and has been widely
used. Compared to software implementations, hardware
implementations of the DES algorithm provide more physical
security as well as higher speed. Ascompared to the existing
DES implementationsin the present design, this work targets
at a higher operating frequency, higher throughput by
enhancing on the lines of pipelining concept. The pipelined
structure minimizes the computation time overhead by key
and message loading. The DES mode of operation is
considered is the basic Electronic Code Book (ECB). Further
the utility of scan chains is used as a side channel attack to
recover the secret key from the hardware implementation of
the DES. Scan chains are used to discover the secret key
stored in the cryptographic devices. The round keys are
recovered using certain mathematical assumptions, on the
scanned out bits. The hardware architecture is described
using Verilog HDL and issimulated to test its functionality.

Keywords — Data Encryption Algorithm, Electronic Code
Book, Side Channel Attack.

|.INTRODUCTION

The rapidly increasing demands for using internet and
wireless communication have led to the development of
efficient security algorithm and devices to protect the
transmitted information over open channels. In Oct. 1999,
the Data Encryption Standard (DES) [1-3] was selected by
the National Institutes of Standards and Technology
(NIST) as an encryption standard. Most of the information
in today’s world is in digital format. For example most of
the information in the form of photos, music and private
information can be transmitted through copper, optical or
wireless network to a recipient anywhere in the world. In
order to protect the data and keep privacy, the information
system should be equipped with cryptography and
robustness techniques (4, 5).The present study proposes
the design of Data Encryption Standard (DES) crypto-
processor using basic Electronic Code Book (ECB) mode
of operation. The design is pipelined to accelerate fast
computation of digital data encryption and decryption
using pipelined DES algorithm in order to increase
operating frequency and throughput.
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Objectives

1. Todevelop Straightforward DES architecture.

2. To pipeline the above straightforward architecture
along the critical path so as to increase the frequency
of operation.

3. To insert scan chain, to demonstrate the scan based
side channel attack.

Literature Survey

Encryption and decryption are the two main functionsin
cryptography system. Encryption is the transformation of
data into a form unreadable by anyone without secret key
in order to ensure privacy. The information is hidden from
anyone for whom it is not intended, even from those who
can see the encrypted data. Encryption also allows secure
communication over an insecure channel especially
Internet. Decryption is the reverse function to retrieve the
original encrypted messages using secret key.

Sudy of various available architecture

Key to small silicon area and high performance is a chip
architecture carefully optimized by use of an optimized
design strategy.DES begin a standard encryption algorithm
is implemented wusing various architectures. The
architecture selection makes a tradeoff between
parameters such as speed, operating frequency, power, and
throughput. All of this architecture describes the way in
which the data is processed. motivated on the lines of
scalable computing, an architecture is described [6], where
the basic replicated unit is a triad of nodes optimized for
number of computation and device access respectively,
with an interposed bridge node comprising a bus bridge
and embedded control processor the bus bridge serves as a
hardware security barrier between the computational node,
which does not need to operate on the content of the data
blocks it manages and moves around the other architecture
evolve around the concept of XOR MAC [6-7] which is
the widely used cryptographic message authentication
code (MACs) which is amenable to pipelined and parallel
implementation.

Other novel architecture for booth data path and
controller have been designed to realize this high
throughput [7]. Finally a conclusion can be drawn upon as,
the design of the cryptographic processor requires first a
though investigation of the cryptographic requirements.
Secondly to provide a processor which can be used as an
application — specific co-processor a high degree of
programmability and a set of high level commands have to
be incorporated. Thirdly, for an easy communication in
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several types of environments a genera flexible 10
interface has to be provided. Drawbacks with most of the
architecture are that, they cannot be used for all modes of
operation.

Il. DESIGN METHODOLOGIES

Straight Forward System Design

This section describes the two architectures
straightforward, pipelined and the methodol ogies involved
in their design. Ironically the control is independent of the
data in the DES algorithm. The figure below describes the
architecture used in the project to implement the basic
DES algorithm.
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Fig.1. Straightforward DES architecture

Processing operation is first initialized by shuffling of
bits. The more the diffusion and confusion the tougher it is
to crack the key. The bits are shuffled first based on a
look-up table, put forward by NIST [1].Known formally as
the initial permutation IP, the Feistel scheme terminates
with de-shuffling or inverse permutation FP (fina
permutation). FP=IP".As in here, since data is only
encrypted , the key bits are void off the parity bitswhichis
used only in case of authentification. Like in case of the
message bits, the key is also shuffled in a similar way
based on PC1.The round logic modifies the key bits each
round. This transformation termed as key schedule,
consisting of defined number of Left shifts or Right shifts
(LS, RS), resulting in encipherment, decipherment
respectively, depending on PC2.The hit shuffling primitive
that constitutes the DES design include permutations,
multiplexers and flip-flop. A 4 X 1 mux chooses one of
the below mentioned operations.

1. Concatenation

2. Starting Computation

3. Reinjecting data for the next round
4. Swapping operation

In the straightforward scheme, every computation has an
overhead in execution time due to data loading/unloading
in the LR or in CD register. The evauation of the
architecture throughput does not take into account the key
loading, because most applications use only one key,
loaded once for many consecutive cipherments.

International Journal of Electronics Communication and Computer Engineering
Volume 3, Issue 6, ISSN (Online): 2249-071X, ISSN (Print): 2278-4209

I11. PIPELINE SYSTEM DESIGN

Given below is the flow chart that depicts the flow of
control in a pipelined architecture. The refinements carried
out on the above mentioned straightforward architecture,
because they are “pipelined”: data (other than key) flows
continuously through the data path, without having to wait
at any time.
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Fig.2. Pipeline DES Flow-Chart

Soeed Up Due To Pipelining

The straightforward architecture suffers two drawbacks
that impede the crypto processor performances:

(1) The DES cannot perform cipherment while new
blocks my; 4, are read and processed blocks DES (m;)
are written out.

(2) The LR register is preceded by multiplexers that
increase the critical path.

Critical path delay is given by tem.The delay of the
critical path temp, through the combinational logic limits
the minimum clock period T fip-fiop, 8 given below.

T flip-flop = max i{tcomb} + 1:regisler + tclocking T (1)

Pipelining Latency is the time from the arrival of the
pipeline inputs to the pipeline, to the exit of the pipeline
outputs corresponding to this given set of inputs, after
calculation in the pipeline. Thereis only asingle stagein
pipeline so the path T | geney 1S SiMply the clock period.

T Latency = tcomb +t register + tclocki ng ~TTTTT (2)

Supposed this logic path is pipelined into “n” stages of
combinational logic between registers as shown below,

— —
A —
— —

Pipelined Registers

Fig.3. Pipelining in order to reduce the critical path

If the registers are flip-flops, the pipe-line stage with the
worst delay limits the clock period according to eq (1).The
latency is then simply n times the clock period, as the
delay through each stage is the clock period.
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Architecture Description

The pipelining is achieved by the use of intermediate
register, known as the interface register or the IF registers.
It holds the data, to be concatenated after the required
number of clock cycles.
Pipelining Operating Principle

The figure given below shows the pipelined DES
architecture 64-bit is fed as an input and stored into the
register 1P, the procedure being the same as in the case of
straightforward. The inputs will be encrypted in the
architecture simultaneously. The first encrypted output
will be produced at the 16™ round, second at the 17" round
and so on and so forth.

ARCHITECTURE

P |
input
Parity bits off
‘ 2>1MUX ‘ ‘ 2>1MUX | 3>1MUX
S
4 ROUND LOGIC
Pipelined DES ‘

Fig.4. Pipelined Architecture.

Pipeline architecture gives one block of cipher (64 bits)
every clock cycle, except at the beginning when pipeline
need to be filled (during 16 clock cycles because we have
16 stages), so there is a latency of 16 clock cycles.
Pipelining tries to achieve speed improvement in a
different way .Instead of processing one block of data at a
time, a pipeline design can process two or more data
blocks simultaneously. The drawbacks put forward in the
previous section can be overcome by a pipelining scheme
of the DES crypto processor. The difference is that a
straightforward DES engine can process one cipherment at
the time, whereas a pipeline DES engine processes
many—up to 16 — at the same time. Pipeline in genera
refers to the way in which data is loaded and unloaded. In
case of pipelined architecture a 64-bit register, called IF
(Interface register) is used. It is so called because of its
interface between the 8-bit inputs and the 64-bit blocks
involved within DES.

V. ScAN CHAIN INSERTION AND SIDE-
CHANNEL ATTACK
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Fig.5. Scan based attack
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Usage of scan in cryptographic chip decreases the
security level. Scan chains used to discover the secret key
stored in the cryptographic devices. Pairs of plaintexts
with a bit difference are loaded in normal mode, and their
internal states are scanned out in the test mode. The scan
elements position is determined. The structure of non-
linear substitution boxes along with three additional
plaintexts are anayzed to discover the secrete key [3].
DFT provides high fault coverage without the requirement
of additional hardware for test pattern generation. One of
the most powerful and widely used scan based test.

Registers and flip-flops are tied together to form scan
chains. TCK and TMS stand for test clock select and test
mode select signals. Scan D flip-flops replace the original
D flip-flop in the scan chain. In test mode the content can
be scanned in and out. In chip packaging all scan chains
are connected to JTAG external boundary pins.

Scan Chain Determination
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Fig.6. Scan chain determination

In order to locate the position of L and R registers in
scan chain the following process is done.DES is made to
run in normal mode for one clock cycle to load the plain
text into the input register. The bit pattern is then scanned
out in test mode (pattern 1). Again it is made to run in
normal mode and run for one clock cycle, and bits scanned
out (pattern 2). The above procedure is repeated again but
with plain texts that differs from the origina in one bit
position, thereby giving pattern 3 and pattern 4
respectively.

While observing pattern 1 and pattern 3 there is seen a
one hit difference, which determines the location of input
register flip-flop. Similarly a two-bit difference is
observed from pattern 2 and pattern 4.This difference is
due to one from input register and other from L or R
registers.

Round Key Recovery

On knowing the position of Land R registers in the scan
chain, DES agorithm can be broken by applying three
known plaintext and analyzing the following mathematical
relations.

Ll = RO (41)
R, = LO’\ d (42)
d = permutation (C) (4.3
a = expand (r) (4.9)
b=a"k; (4.5)
c=S box (b) (4.6)
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In the above set of equations all except ‘b’ value can be
obtained. In order to obtain ‘b’ value, i.e. the input to the
S-boxes from their output C. For instance the structure of a
s-box, S1, S2........ S8 is given below.

Address 4 5 6 | 7 8 9 |10 11|12 |13 |14 |15

0 2 (15|11 8 31106 |12 5 910 7
1 142 (13| 1 |10 6 (12|11 | 9 5 3 8
2 13/6 2 (|11|15]12( 9 7 3 (10| 5 4]
3 2 9 1 7 5|11 3 |14|10]| O 6 |13

Fig.7. SBox Structure S1

Assume 6 most significant bits are the inputs to the S-
box {bsg bs7 bag bas bag baz}. bag and bys denotes the row
number, and b,; _b44 denotes the column number. As an
example consider the sequence given byg byy Dag bas bag bz
= (011011).The row is 01 and column is determined by
1101, that is the 13" column. In row 1 and column 13
appears 5.Hence the output is 0101.An S-box compresses
the 6-bit input into 4-bit output. Every output value
appears exactly four times. For instance in the above
Example of S box S1.For instance in the above example
of Sbox S1, the value 8 appearsin the following locations
(0,7) (1,15) (2,3) (3,2).If the output of S box is 8 then {
bss bsy bas bys byy bsg} can be any one of the following
vaues, (001110), , (011111), A (100110), or (100101),,
Observing just one value does not determine the input to
the S-box since the value appears four times. A minimum
of 3 values must be applied in order to uniquely determine
the round key from the observed outputs at C. Following
mathematical analysis proves handy in obtaining the value
at apoint C.

V.RESULTSAND ANALYSIS

As the transistor feature size is scaled down, more and
more functionality can be integrated in a single chip. High
speed, high complexity, and short design time are severa
requirements for VLS| designs. This requires that the
design methodology must cope with the increasing
complexity using a systematic approach. A design
methodology is the overall strategy to organize and solve
the design tasks at the different steps of the design process.
In the top-down design methodology, the system
requirements and organization is developed by a
successive decomposition. Typically, a high-level design
language is used to define the system functionality. After a
number of decomposition steps, the system is described by
aHDL, which can be used for automatic logic synthesis &
optimization. Furthermore, a system-level verification
environment ensures that system requirements are met and
provides the infrastructure for verifying the subsystems
and system components. The top-down design approach
results in higher confidence that the completed design will
meet the origina schedule and system specifications.
Hence, this project uses the top-down design methodol ogy
for implementation.

Analysis of simulation results of straightforward
pipelined and scan based DES ar chitectures

Few important parameters are obtained from waveform
simulation, which are:
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i. Clock cycle
ii. Timetaken
iii. Throughput

Clock cycle is the total number of clock cycle taken to
complete the design simulation. Time taken is the overall
time for the design to produce a correct output.
Throughput is the number of bits that can be processed by
the design within a time of one second. These three
parameters depend on the targeted hardware and the
supported frequency for the hardware. Normally, clock
cycle is counted from the moment of the circuit starts to
process the initial data or input until it can produced the
final desired output or results.

The DES architectures (straightforward & pipeline)
have been described using Verilog HDL, and simulated
using Cadence ncsim.

Des input: (plain text)
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Initial Key:
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1.025.500 )

On analyzing the simulation result of straightforward and
pipelined architecture the following desired results were
obtained. The straightforward architecture output is
obtained for every 15" clock cycle. That is for a given
plain text and key encrypted/decrypted output is produced
every 15" clock cycle. Hence the throughput which is
given by the below mentioned formula, isless.

average number of bit processed

Throughpur =
second
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When analyzing the pipelined simulation result it
clearing seen that the pipeline stage is busy during the 16
clock cycles, in order to load the key and message hits in
CD register, after which output is obtained after every
subsequent clock cycle thereby increasing throughput.
Smulation of Scan Based Sde Channel Attack

To demonstrate how scan chains can be used as a side
channel to recover secret keys from a hardware
implementation of the Data Encryption Standard
(DES).Scan chains can be used to discover the secret keys
stored in a cryptographic devicee Based on some
assumptions and systematic analysis of the structure of the
non-linear substitution boxes, we discover the DES secret
key. The primary objective of RTL scan insertion is to
reduce the time taken for DFT, & thus reduce the time to
market. Building scan chain at the functional RT-Level is
expected to reduce the total area overhead introduced by
full scan without compromising the fault coverage
achieved. It eliminates the delay associated with the
additional multiplexers as a part of a conventional scan-
chain in high performance designs.

Logic Used

During test synthesis, a D flip-flop is replaced with its
equivalent scan D flip-flop when it is included in a scan
chain. A scan D flip-flop is a D flip-flop with a MUX at
the D input. In normal mode (input 0) it works like a D
flip-flop, in test mode it’s contents can be scanned in and
out. All scanned flip-flops are disconnected from the
combinational circuit and connected to each other in scan
chain. Compared to BIST (built in self test) scan based test
provide high fault coverage and do not need hardware for

test pattern generation and sgnature anaysis.
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Fig.11. Funcnonal verification of pipeline DES

I mplementation Results
Given below is the implementation result between
STRAIGHTFORWARD and PIPELINED architectures.

Architecture Straight Pipelined
Forward
0.18um
Technology 0.18um CMOS CMOS
No. of Routing 6 6
Layers
Total areaof Core 27509.3 umn2 3156088
um™2
Power Supply 0.9v 0.9v
Operating 660 MHz 800MHz
Frequency
Avg. Power 12.2269mW 82.526mW
dissipation
Throughput 2 4
Table 1: Design budgets of straightforward & pipelined
architecture

Performance analysis of implementation results

Fig.10. Scan Simulation Result

Applying the above steps mentioned in chapter 4 and by
applying the equations given above we get the round key
for the 1% round as 1061B8_18D1CEAS5, which is same as
the one got through simulation. This when iterated
according to the algorithm specification breaks the cipher
text and obtains the plain text.

Functional Verification Results

From functional simulation, the design correctness as
expected is verified. Starting from the smallest modulesin
the lowest hierarchy of the hardware component,
waveform simulations are performed for all the modulesin
the hardware design. Test vectors are used for this
purpose.
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Architecture Forward Pipelined Scan Chain Insertion
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Fig.12. Comparison graph
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The above graph portrays the comparison between the
maximum operating frequency and throughput of the
existing work and the results obtained. As known
pipelining increases the operating frequency as well as the
area (instance count).The area increase is due to the
insertion of additional registers. In a typical pipelined
design the clock tree may be responsible for 20% to 45 %
of the total chip power consumption. Turning off the clock
that is Clock gating to modules that are not in use reduces
the clock power. As seen there exists a tradeoff between
area and operating frequency. This architecture avoids the
usage of RAM, thereby improving the operating
frequency. The exiting architecture uses RAM for data
loading at the input stage which increases the area
overhead.

V1. CONCLUSION AND FUTURE ScOPE

The DES architecture has been implemented and
pipelined in order to increase the operating frequency. The
proposed design methodologies exhibit a tradeoff between
speed and area. It has been found that straightforward
architecture is the most compact compared to pipeline,
where as pipelined architecture has a higher throughput
and operating frequency compared to straightforward. The
area increase in case of pipelining is due to the addition of
pipelining registers. The designed architecture can be
adapted to an externa data path of width n=16 or
n=32.The exiting architecture uses RAM for data |oading
at the input stage which increases the area overhead. This
architecture avoids the usage of RAM, this proves to be
advantageous as RAM has limits over maximum operating
frequency, in order to operate without violating either hold
or setup time constraints. This can be further enhanced by
including the other block cipher modes of operation such
as OFB and CFB. A higher throughput can also be
achieved by parallel processing the architecture. Another
desired utility of authentification can be added by
including the XOR Mac design as a future work.
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