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Abstract - A blind signature scheme is a protocol for
obtaining a signature from a signer such that the signer’ view
of the protocol can’t be linked to the resulting message-
signature pair. A proxy blind signature scheme is a digital
signature scheme which combines the properties of proxy
signature and blind signature scheme. Partial blind signature
scheme are an extension of blind signature scheme that
allows a signer to explicitly include necessary information in
the resulting signatures under some agreement with the
receiver. In this paper we propose a secure and efficient of
some new blind signature, proxy and partial blind signature
scheme based on discrete logarithm problem.
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|. INTRODUCTION

Digital signature is an essential component in
cryptography. Depending on its application purpose, the
digital signature can provide the required cryptographic
properties: The concept of blind signature was introduced
by Chaum in 1983 [1]. They alow a receiver to get a
signature without giving the signer any information about
the actual message or the resulting signature. This
blindness property plays a central role in application such
as electronic voting [2,3] and electronic cash schemes
[1,4] where anonymity is of great concern. Recently,
several blind signature schemes based on discrete
logarithm problem have been proposed and discuss in [5,
6, 7]. In 1994, Carmenish et a. [5] introduced a blind
signature scheme based on discrete logarithm problem. In
1995, Harn [6] pointed out that Carmenish et al’s scheme
can’t satisfy the requirement of untraceability. In 2005,
Lee et a [7] proposed an improved blind signature
scheme. A secure blind signature scheme should satisfy
the blindness and unforgeabilitry properties. The most
important property of blind signature differing from the
other signature is blindness which allows a user to acquire
a signature on a message without revealing anything about
the message to the signer. Blindness property ensures that
no one can derive a link between a view and a valid blind
signature except the signature requester. The other
property is unforgeability; it means that only the signer
can generate valid signature. On the other hand in 1996,
Mambo, Usudo and Okamoto [8,9] proposed a new
concept, called proxy signature. In this scheme an original
signer delegates his signing authority to another signer in
such a way that the proxy signer can sign any message on
behalf of the original signer and the verifier can verify and
distinguish between normal signature and proxy signature.
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As a result, the verifier can be convinced of the original
signer’s agreement on the signed message. Proxy signature
schemes have been shown to be useful in many
applications. For example, a manager can delegate his
secretaries to sign document when he is on vacation.
Proxy signature schemes can also be used in electronics
transaction [10] and mobile agent environment [11]. A
proxy blind signature schemes is a digital signature
schemes which contains the properties of proxy signature
and blind signature. In a proxy blind signature scheme, the
proxy signer is alowed to generate a blind signature on
behalf of the original signer. The proxy blind signature
consists of the following properties:

e Distinguish-ability: The proxy blind signature
must be distinguishable from the normal
signature.

e Unforgeability: Only the designated proxy
signer can create the proxy blind signature.

e Unlinkability: When the signature is revealed,
the proxy signer can’t identify the association
between the message and blind signature be
generated.

e Verifiabilty: The proxy blind signature can be
verified by everyone.

In 2002, Tan, Liu and Tang [12] proposed two proxy
blind signature scheme based on DLP and ECDLP
respectively. In 2003, Lal and Awasthi [13] proposed a
more efficient and secure proxy blind signature scheme.
On the other hand, the blindness property of the blind
signature is undesirable in some situation. For example, in
an e-cash system, the expiration date and the value of an e-
cash should be imposed on the blind signature. Therefore
the concept of partialy blind signature was first
introduced by Abe and Fujusaki [14] and alows a signer
to produce a blind signature on a message for a recipient
and the signature explicitly includes common agreed
information which remains clearly visible despite the
blinding process. The common information is known and
pre-agreed by the both the signer and the requester before
the signing process. The partia blindness property
preserves the untraceabilty of the blind signature and
embeds the pre-agreed common information on the blind
signature. Many Partial blind signature schemes [15, 16,
17, 18, 19] have been proposed to improve the security in
the last few years. In this paper, we present three new
signature schemes. The first is blind signature scheme
based on discrete logarithm problem. The second is proxy
blind signature scheme based on discrete logarithm
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problem and third is partially blind signature scheme
based on schnorr signature.

1. BASIC SETTING

O: the origina signer

P: the proxy signer

p: alarge prime number

g: alarge prime factor of p-1

g: an element of Z'p

h(.): a secure one way hash function

F:{0,1} " — <g> be public hash function

y: g*ispublic key, x is private key of the signer

I11. BLIND SSIGNATURE SCHEME

First signer randomly select ki, ko, by, b, eZq such that
ged(ky,k)=1 then

by extension Euclid algorithm there exist an integer e and
w such that k;e+k,w=1. Now signer compute r;=g “ mod p

and r, = g mod p send it to the user.
e Now user select randomly «, [, yeZq and

computeR =g2r” modp, R,=g?2r,” mod
p such that ged ( R, Q) =1, ged(R,, )=1
otherwise again chooses &, f3, ¥ . Next user
unblind the message m1=h(m)R; mod q,
my=h(m)R, mod q and send it to the signer.
e Now signer computes
my;=m;k;ex +by;x mod g
Mpo=MpKWX+b,x mod g
T, =g mod p
T, =g mod p
and send (mll, My, T4, Tz) to the
user.
e  Now user computes
s, =m,R,md q
S, =My, Rymd g
s, = 9T, “>md p
Sp = 40 T 2 SR
S =Sy,
R = R,R,
and publish message signature pair [h(m), R, S] to the
public. Then verifier verify the relation S= y"™ R mod p. If

this relation is true then [h (m), R, § is a valid blind
signatures.

V. SECURITY ANALYSIS

Our scheme based on discrete logarithm problem.
Signer computes ry, r, any forger can’t determine the
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secret value of ky, k, sinceit is based on discrete logarithm
problem. Suppose any forger randomly select
a,B,reZ, and compute Ry, Ry, my;, my, but they can’t

compute my, my, Ty T, because they don’t have secret key
x and also they didn’t knew the secrete value of by, by, itis
based on discrete logarithm problem. Thus our scheme is
secure and efficient.

V. PROXY DELEGATION PHASE

e The original signer @)
r, =g, modp, k, #land
R=x,+k,y, modq, where k, is a random

number, X, is private key of original signer; y, is
the public key of the proxy signer. Now O sends
(R, ro) to the proxy signer in a secure way.

e After receiving the secret value (R, rg), proxy
signer checks the validity of the secret value with

the following congruence g~ = y,r,” mod p If

(R, ro) satisfies this congruence, he accept it as a
valid proxy, otherwise rgject it. In the later case
the requests for another key. Proxy signer

chooses randomly integer K € Zq such that r;=g

compute

mod p send (R, r) to the user.
e User chooses randomly integer

a, p,b,b, e z,, such that ged(by, by)=1, then

by extension Euclid agorithm there exist an
integer e and w such that b,e+b,w=1. Now user
computes

r=g“~/r"modp

d=g"**""modp

s'=s- modq

where s=h(r//m) and send s’ to the proxy signer.
e Proxy signer compute T =k-s's, modq

where S, = R+ X, modq and x, is the private

of the proxy signer. Then signer sends T to the
user.

e Signing Phase: Now user computes
u, =a.b.eT modq
u, =a.b,.w.Tmod g
v, =a.S.b.emod q
v,=a.S'.b,.wmodq
and
w =g"y, mod p,

(D)

w, =g"y,” mod p
and also computes
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W=w;W,. Thus proxy blind signature is (m, uy, U,,
Vi, Vo, d, S).

Verification Phase: Any verifier first recover r.
For this he/she compute w; and w, then recover

r = wy;w,d and compute s;=h(r//m) then check the
relation s=s; if this hold then (m,uy,u,,v1,v2,d,9) is
avalid proxy blind signature.

Correctness: To check the correctness of (1)

w, = g“lypvl mod p

=g abeT g XpVi

=g abyeT g Xpashe

_ gable(k—s'sp) g Xpashe

_ g“blek g—abla'sp g xpashe
— g abyek g—ables'( R+><p) g xpas‘ble

ek —abes'R

=g™%g™™
and

w =g*y,” mod p
_ gabsz gxpvl
= g™"g
_ gabzw(k—s'sp)gxpas'bzw
_ gabzwkg pgxpas'bzw
akowk —abWs'(R+X,) - X,asbw

= g™y g
= g"™"g

Xpas'b,w
—ab,ws's,

—abws'R

VI. SECURITY ANALYSIS

Here we use different congruence to check the
validity of original signature and the proxy
signature. Thus the origina signature is
distinguishable from the proxy signature.
Unforgeability: ~ Unforgeability means the
original signer can’t forge valid proxy signature,
since we have
s=h(r//m)

where =g R Aok
Without knowing the random integer «, 8,k e Zy

the original signer can’t forge proxy blind
signatures. Thus the designated proxy signer can
create the proxy blind signature.

Undeniablity: The proxy secret value compute
from the relation s,=R+x, mod g where x, is the
private key of the proxy signer. Since R=xq+koyp
mod g without knowing the secret value of x, and
ko, proxy signer can’t determine the value of R.
Thus proxy signer can’t deny proxy blind
signature that he has created on a given message
on behalf of the original signer.

Verifiability: We have proxy blind signature (m,
Uy, Uy, Vi, Vo, d, S). Any verifier who has proxy
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public key y, can easily check proxy blind
signature on message m.

VIl. PARTIAL BLIND SIGNATURE SCHEME

7.1 Key generation

e First signer randomly select an integer

r,stegz, and z=F(info), compute
a=q",=0°Z andsenditto the user.

e User randomly select an  integer
u,v,weg 7, and compute z= F(info),
p=a’g"y",

q=p42""9" ,a=H(p/lql/l zI/ msg)
, b=u-a and send (b v) to the signer in a secret
channel.

7.2 Signing Phase:

Now signer compute ci;=b+s, C,=S-bx+vt,
Cs=b+r+v and send (c;, C,, C3) to the user.

Next user compute d;=c;+a, d,=C,-d;, ds=w+b,
ds=cs+a, ds=w+u and publishes the signature (d;,
dy, ds, ds4, ds) on message m with common
information.

7.3 Verification: The signer can verify a given signature
(dy, d, dg, dg, ds info) by checking whether z= F(info),
ds-ds=H (g™y*/Iz%g™//z/Imsg) if relation is true then
(dy, dy, d3, d4, ds, info) isvalid partial blind signature on
message m.

VIIIl. SECURITY ANALYSES

Here we show partial blind signature scheme based on
schnorr signature. In our scheme both the signer and user
three parameters. A secure partia blind signature should
satisfy the following properties and we show that our
proposed scheme satisfies the following properties.

Partially Blindness: Except for the common
information, the signer can neither learn the
message he sign nor recognize the signature the
user obtains afterwards. In proposed Scheme user
and signer first agreed on common information.
Then signer selects randomly an integer
r,stegZ, and compute z=F(info),

a=g'modp, B=9g°z modpand send it to the
user. Then user selects randomly an integer
u,v, weZ, and compute z=F(info), p=g"“™"

mod p, g=g mod p and a=h(p//q//z//msg).
If user can successfully change or remove the
common information from the signature (dy, d,,
ds, d4, ds, info) but he can’t compute c,=s-bx+vt,
it is difficult to derive secret key x and value t
since it is based on discreet logarithm problem.
Suppose signer can change or remove the
common information but without but without
knowing u and w, he can’t compute p and g. Thus
signer and user is unable to change or remove the
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common information while keeping the
verification of signature successfully.
Unforgeablity: Any attacker or user can’t forge a
signature that passes the verification in a partially
blind signature scheme. It means that only the
signer can generate the valid signature. Suppose
any attacker tries to derive the signature (dj, d,
ds, ds, ds) with common information for a given
message. For example attacker taken d; and d,
and check the value d;+d,-2=c,=s-bx+vt. But
they can’t determine the value of x and t since it
is based on discrete |ogarithm problem.
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