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_ Abstragt—Mob.iIe cloud cpmputi_ng is a computing which resources and services for mobile devices. As in the case
involves interaction of mobile devices with cloud emputing  of Cloud Computing, several definitions were proposed to
environment. This paper overviews the major concers of  define Mobile Cloud Computing.

security problems and privacy issues of mobile ussrwith Mobile Cloud Computing is defined in [4] as follows:

cloud environment. It highlights the data securityissues and “Mobile cloud computing at its simplest refers to an

discusses the privacy model of mobile cloud compagy .
environment. It brings several advantages to the déces with infrastructure where both the data storage and the data

low resources; advantages that lead to the develogmt of ~Processing happen outside of the mobile device. Mobile
rich functionality applications. The security issus in Mobile ~ cloud applications move the computing power and data
Cloud Computing can be classified as follows: molslthreats ~ storage away from mobile phones and into the cloud,
and cloud threats. The main purpose of these menagés to  bringing applications and mobile computing to not just
steal personal data (e.g. credit card numbers, passrds, smart-phone users but a much broader range of mobile
contact database, calendar, location) or to exploitmobile g pscribers.”

device resources. Another definition given in [5]:

“Mobile cloud computing is a model for transparent
elastic augmentation of mobile device capabilities via
ubiquitous wireless access to cloud storage and computing
resources, with context-aware dynamic adjusting of
offloading in respect to change in operating conditions,
(yvhile preserving available
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I. INTRODUCTION

The Mobile cloud computing is the usage of clou
computing in combination with smart mobile devices.
Cloud computing exists when tasks and data are kept on lll. - CLOUD COMPUTING SECURITY
the internet rather than on individual devices, providing
on-demand access of data. Its key characteristicadacl
agility, reduced Cost, device independence, reliabilit§

(multiple redundant sites), scalability, security an | table f licati J datalond. D
reduced maintenance. It is already a permanent fixitire are no longer suitable for applications and dataond. Due
) 0 the openness and multi-tenant characteristithefcloud,

. . . t
consumer oriented services such as email, storage Bld computing is bringing tremendous impact on
social media [4]. The opportunities provided by clougormation security field:

computing becomes avai!able to enterprises of all s_i_zes(l) Due to dynamic scalability, service abstractiand
that enables them to deliver more scalable and resiligtation transparency features of cloud computimgiets, all
services to employees, partners and customers at I0Wgids of applications and data on the cloud platférave no
cost and with higher business agility [1]. fixed infrastructure and security boundaries. la #vent of
Mobile cloud computing refers to the availability ofsecurity breach, it's difficult to isolate a pattiar physical
cloud computing services in a mobile environment. ltesource that has a threat or has been compromised.
incorporate the elements of mobile networks and cloud (2) According to the service delivery models of utdo
computing, thereby providing optimal services for mobile€omputing, resources cloud services based on mayvhed
users. In mobile cloud computing, mobile devices do nély multiple providers. As there is a conflict oterest, it is
need a powerful configuration (e.g., Cusped and memo€jfficult to deploy a unified security measures.
capacity) since all the data and complicated computing(3) As the openness of cloud and sharing virtuelize
modules can be processed in the clouds [2, 5]. resources by multi-tenant, user data may be acténsether
The more and more information that is placed in thénauthorized users. , ,
cloud by individuals and enterprises, the more and more(4) As the cloud platform has to deal with massive

they become vulnerable to attacks and data is lost a@?{lﬂt""“o:qe:g?egse I?;Vde t?o d:;'g’:tr t?wefaztee?iccgge‘rjnogssive
privacy is not preserved for mobile users. y

information processing.
According to the SPI service delivery models, dgpient
Il. DEFINITIONS models and essential characteristics of cloud, ethare
security issues in all aspects of the infrastrietimcluding
Mobile Cloud Computing (Fig.1) is a new concept thahetwork level, host level and application level.
can be described as the availability of Cloud Computing
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Traditional security issues are still present iroud
omputing environments. But as enterprise bounsldraeve
een extended to the cloud, traditional securitghmaisms
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s cortuans Seeurt \( Puditingord ) B. PaaS Security I_ssu_es _
Multi-tenant Access Securiy Intemat Agpliation Secuty Compliance SOA related security issues — the PaaS model is based
iniention | | Autheneaton [Caon-ooas | (o | ([ s | on the Service-oriented Architecture (SOA) model. This
m,,cm..d| “_,,ﬁ;;f;;,_[__| | P | |/ e | leads to inheriting all security issues that exist in thé SO
] domain such as DOS attacks, Man-in-the-middle attacks,
mansgement

Platform Security

XML-related attacks, Replay attacks, Dictionary attacks

Injection attacks and input validation related attacks [9,
16]. Mutual authentication, authorization and WS-Security
standards are important to secure the cloud provided
services. This security issue is a shared responsibility

Framewar Environment
Security Security

Comganent Intestace
Security Security

.

Infrastructure Securit
irtual Environment Security Shared Storage Sacurity

Securely Loading Data Cata
Segegation Encryption

Virtual Images

irtual Machine
Bolaticn

T | o ] among cloud providers, service providers and consumers.
APl Security - PaaS may offer APIs that deliver
Fig-1:Cloud Computing Security Architecture management functions such as business functions, security
Sensing And Interactivity Capabilities Of Mobile ~ functions, application management, etc. Such APIs should
Devices be provided with security controls and standards

implemented, such as OAuth [17], to enforce consistent

Moreover, there is a need for the isolation of APIs in
MODELS AND SECURITY IMPLICATIONS memory. This issue is under the responsibility of floeict

service provider.

VM security — securing the VM operating systems anoc' SaasS Security | ssues . S Lo
workloads from common security threats that affect In the SaaS mod_el_ _enforcmg and maintaining security Is
traditional physical servers, such as malware and e/$r,usa shared responsibility among the cloud providers and

using traditional or cloud-oriented security solutions. Thasrvice providers (software vendors). The SaaS model

VM's security is the responsibility of cloud consumer !nherlts the security issues discussed in the previous two

Each cloud consumer can use their own security contrcf[%Odels as it is built on top of both of them Iincludingadat

based on their needs, expected risk level, and their O\ﬁﬁcurlty . management .[11]. (gata locality, integrity,
security management process segregation, access, confidentiality, backups) andanktw

. 2 ) . . security.
Securing VM images repository - unlike physical servers _— . .

: : ; Web application wulnerability scanning - web
i\r/nN;Zegr(e:aSnmtl):T:c(j)?rzpr:(sjiwiesveednt\)I;// hi?l?e::rt]ier% ?;Z&Tgss'c\égﬂ@ﬁplications to be hosted on the cloud infrastructure
in the VM file or even stole the VM file itself. Secured® ould be validated and scanned for vulnerabilities using

. . . P ; eb application scanners [18]. Such scanners should be u
VM images repository is the responsibilities of the 'clougv datzpwith tho recemly[ di]scovere 1 vulnerabilities! an P
providers. Another issue related to VM templates is th

such templates may retain the original owner informatio tack paths maintained in the National Vulnerability
which may be used by a new consumer. atabase (NVD) and the Common Weaknesses

Virtual network security - sharing of network Enumeration (CWE) [19]. Web application firewalls

infrastructure among different tenants within the sam%hOUId be in place to mitigate existing/discovered

server (using vSwitch) or in the physical networks W@/ulnerabllltles (examining HTTP requests and responses

increase the possibility to exploit vulnerabilities in DN o_r_appllcatlons .Sp‘?c'f'c vulneral_a!h_nes_). The ten most
servers, DHCP, IP protocol vulnerabilities, or even th ritical web applications vulnerabilities in 2010 listed by

vSwitch software which result in network-based VM V\./AS.P [20] are injection, cross site scripting (Input
attacks. validation) weaknesses.

Securing VM boundaries - VMs have virtual boundaries Web  application ~security miss-configuration = and

compared with to physical server ones. VMs that cotexigreakmg - web application security miss-configuration or

on the same physical server share the same CPU Mema aknessgs in application-specif!c segurity cqntrola_nis .
/O, NIC, and others (i.e. there is no physical i,siorat ImMportant issue in SaaS. Security miss-configuration is

among VM resources). Securing VM boundaries is tht lzgrV:n:]C;'ggal.;mtlgor:#It"::pgggytme::aeagggﬁg?s ith
responsibility of the cloud provider. Ir-ow urity Iguratl y Ict wi

Fpervior sty - hypervisor is the “inualzer €2 Ohr leadng 1o secury hales W o mosty
that maps from physical resources to virtualized resourcky P Pro curty
ontrols to enforce and manage security in a consjsten

and vice versa. It is the main controller of any access ; d robust
the physical server resources by VMs. Any compromise g/nalrmcdan robust way. .
the hypervisor violates the security of the VMs becatse &+ ¢loud Management Security | ssues _
The Cloud Management Layer (CML) is the

VMs operations become traced unencrypted. Hypervisor . ., -
security is the responsibility of cloud providers and theghicrokernel” that can be extended to incorporate and

service provider. In this case, the SP is the company tifiordinate different components. The CML components
delivers the hypervisor software such as VMware or Xennclude SLA management, service monitoring, billing,
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elasticity, laaS, PaaS, SaaS services registrysaodrity enterprise needs and require only specified services to be
management of the cloud. Such a layer is very criticacquired and moved to the cloud [8].
since any vulnerability or any breach of this layer will

result in an adversary having control, like amV|, DATA SECURITY AND PRIVACY M ODEL FOR

administrator, over the whole cloud platform. MOBILE CLOUD COMPUTING
el Clotd Mobile devices are famous for malicious code. There
R - are many chances to lose or steal the data bepause mobile
ios I wvac | ] devices are mostly unprotected. An unauthorized person
- h ' can easily access the information stored on the mobile
| seawyModde  PiacyModde devices. The top mobile threats that affect securiy a
| venmemann | | userdm oo ‘ 1. Data loss from lost/ stolen devices.
—————— | s sertve v marking modes | 2. Information stealing by mobile malware.
_—TTTT | ol Devc Boved ' 3.' Dgta leakage through poorly written third party
Use dta Mansgement applications. . _ _ _
g - 4. Vulnerabilities within devices, OS, design and third-
Symehronizer (Concept of lanadloud Kimerlet) party applications.

5. Insecure network access and unreliable access points.
6. Insecure or rogue marketplaces.

Fig-2:Mobile Cloud Computing Security Architecture. /- Insufficient management tools, capabilities an@éssc

Architecture. to APIs. ] o o
8. Near Field Communication (NFC) and proximity-

based hacking.
Data can be sniffed by the intruders during wireless

The one of the key issues that most cloud providers a(%gmmunlcatmns. Data access can be interrupted due to

given attention is securing mobile cloud computing i ultiple points. This leads to the data locked in particular

, - . ) . .2 Services. To protect the mobile devices from data tbss,
user's privacy and integrity of data or applications;

. o L ient like anti-malware, antivirus should be installed to
Subsequently mobile cloud computing is a combination g

- : . rHonitor the malicious code. Malicious code includes not
mobile networks and cloud computing, the security relateOnI viruses but also phishina from malicious social
issues are classified into two categories: y P 9

. , ; networks and domains, botnets, spam and identity theft.
[IMobile network user’s security . . .
. Wireless  protocol encryption provides  secured
[1Cloud security Co .
) R . . communication where intruders cannot hack the network.
Mobile network security: Different mobile devices have

numbers of security threats such as malicious codes so ecurity and privacy are always a key issue when the

o - : Xta are shared between mobile devices and the cloud.
applications to these can cause privacy issues for mob

users .There are two main issues concerning the mobll gen though .WPA2 (Wi-Fi - Alliance, 2012). pf?"'d?s
user security ayer-2 encryption of the data, layer-6 encryption is atill

Mobile Application Security: - The easiest ways to requirement because it requires some external appllsatlon

! ) - ' . like bioinformatics or computational chemistry that are
check security problems is done by installing and runnin . .
ecuted on mobile devices and remotely on rented/

sgcunty spftwarq and a”“‘"fus on m.ob||e.deV|ces. I?’ucommercial cloud platforms (such as Google (2012, AWS
since mobile devices are having limitation with proaggsi

and power, protecting them from these threats could %012)’ Microsoft (2012)) which require an additional

- er

more difficult compared to regular computers. Sever y . .

techniques have been introduced for transferring threa _Data Securlty!ssue_sl_n ThEMOb'IeCIOUd

detection and security mechanisms to the cloud. Befofd1vacy and Confidentiality:

mobile users could use an application, it should go through©nce the client host data to the cloud there should be
some level of threat evaluation. All file activities teae SOMe guarantee that access to that data will only betimit
done on mobile devices will be verified if it is malicious o {0 the authorized access. Inappropriate access to aerstom
not. Instead of running antivirus software or threasensitive data by cloud personnel is another risk that can
detection programs locally, mobile devices only performB0S€ potential threat to cloud data. Assurances should be

lightweight activities such as execution traces transchitté?rovided to the clients and proper practices and privacy
to cloud security servers.[8] policies and procedures should be in place to assure the

Privacy: Revealing your private information such ascloud users of the data safety. The cloud seeker should be
giving geo location and user's important Information likeéSsured that data hosted on the cloud will be confidentia
date of birth, Credit card information etc. creates sitna ~ Data I ntegrity:

for privacy issues. For example, use of GPS on mobile With providing the security of data, cloud service
devices. Intimidations for revealing private informatiorProviders should implement mechanisms to ensure data

could be reduced through selecting and analyzing tH€grity and be able to tell what happened to a certain
Copyright © 2015 IJECCE, All right reserved
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dataset and at what point. The cloud provider should makeThe consumer’s agent encrypts data prior to sending it
the client aware of what particular data is hosted on the the Cloud DSP, and issues access delegation to the
cloud, the origin and the integrity mechanisms put i€loud ACSP that will handle data utilization requests from
place. the requestor. When one party wants to access the data
Data L ocation and Relocation: through his or her mobile device, he or she contact the
Cloud Computing offers a high degree of data mobilitycloud access control service provider for access
Consumers do not always know the location of their datauthorization, for the sake of privacy protection requester
However, when an enterprise has some sensitive data thaiuld not go directly to the Cloud DSP [15]. Upon
is kept on a storage device in the Cloud, they may want aoithentication of the requestor, and satisfaction of any
know the location of it. They may also wish to specify ariteria set out in the access delegation, the Cloud ACSP
preferred location (e.g. data to be kept in India). ,Thisvould issue an access authorization to the requestor.
then, requires a contractual agreement, between the Cloudhis proposed authorization message would consist of
provider and the consumer that data should stay intlaree components, each with a different effect. Fitst,
particular location or reside on a given known servewould indicate to the Cloud DSP that the requestor had
Also, cloud providers should take responsibility to ensureeen authenticated, and was permitted to access the
the security of systems (including data) and provide robusbnsumer’s data. Second, the Cloud ACSP would include
authentication to safeguard customers’ information. in the message any available information regarding the
Another issue is the movement of data from onsubset of data to be released to the requestor, with the goa
location to another. Data is initially stored at arof restricting requestor access to be only the minimum
appropriate location decide by the Cloud providemequired for its stated purposes.
However, it is often moved from one place to another. Finally, the authorization message would also contain a
Cloud providers have contracts with each other and thelgcryption key for the released data, engineered so as to
use each other's’ resources. only allow the requestor decrypt capabilities. Should the
Data Availability: requestor be able to circumvent this system, contacting the
Customer data is normally stored in chunk on differer€loud DSP directly and managing to succeed in retrieving
servers often residing in different locations or in di#fg data, the absence of the appropriate decryption key implies
Clouds. In this case, data availability becomes a majtrat all that is retrieved is meaningless cipher text.
legitimate issue as the availability of uninterruptibleda Similarly, if the Cloud DSP were compromised or

seamless provision becomes relatively difficult. actively.
According to service delivery models, deployment

Consumer Ageat —_— I—W
. q/ ACS
: models and essential features of the cloud computing, data
i e R*m; security and privacy protection issues are the primary
problems that need to be solved as soon as possible
The challenges in privacy protection are sharing data
while protecting personal information. The typical system
that require privacy protection are e-commerce systems
| Decnpied that store credit cards and health care systems witith
- data. The ability to control what information to revaat
who can access that information over the mobile internet
has become a growing concern. These concerns include
whether personal information can be stored or read by
third parties without consent, or whether third partias
track the web sites someone has visited.
d The key to privacy protection in the mobile cloud
gnvironment is the strict separation of sensitive diatn f
n-sensitive data followed by the encryption of sensitive

R VIl. CONCLUSION

][

Encrypted 1 Encrypted
Daa | Data

]

Fig-3: Privacy Design Model for Mobile Cloud

B. Privacy Design By Mobile Cloud
The Fig-3 shows a likely minimalist of mobile clou
computing architecture that maintains privacy an

usability when data is encrypted and outsourced into t . . .
Cloud y yp elements. According to the analysis for data secuanity
: tBrivacy protection issues above, it is expected to have a

This proposed architecture is mainly designed i ted and hensi i lution t tth
overcome one of the challenging problems, this mod#}‘egrated and comprenensive security solution to meet the
eds of defense in depth. Regarding privacy protection,

ensuring that organizations that make legitimate reque&g

are granted access to encrypted data. This architect (évkacyT?]ata |(:]ent||(;|cgt|on an% |socljat(|jon_are”§he dp“maryf
needs to collaborate between two agents the consum pigKs. ey shou € considered during the design o

agent and the requestor’s agent and two service pl’OVidgl]Qb”e cloud-based applications.
the Cloud access control service provider (ACSP) [14] and
the Cloud data service provider (DSP).
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15] Muntés-Mulero V, Nin J. Privacy and anonyntiaa for very large
VIIl. F UTURE WORK 1ol datasets. In: Chen P, ed. Pro)é of the AéM 18th |ﬁ'd)ll’1f. gn
Information and Knowledge Management, CIKM 2009wNéork:
For data security and privacy protection issues, the Association for Computing Machinery, 2009.2117.2118
fundamental challenges are separation of sensitive data [doi:10.1145/1645953.1646333]
and access control. Our objective is to design a set of
unified identity management and privacy protection
frameworks across applications or cloud computing
services. As mobility of employees in organizations is
relatively large, identity management system should
achieve more automatic and fast user account provisioning
and de-provisioning in order tonsure no un-authorized
access to organizations’ cloud resources by some
employees who has left the organizations. Authorization
and access control mechanisms should achieve a unified,
reusable and scalable access control model and meet the
need of fine-grained access authorization. Accountability
based privacy protection mechanisms will achieve
dynamical and real-time inform, authorization and
auditing for the data owners when their private data being
accessed
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