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Abstract – Diverse patterns from web data, commonly
referred to as web outliers or exceptional cases or noise; exist
in many real-world databases. Detection of such outliers is
important for numerous applications, such as detecting
criminal activities in E-commerce. Outliers are data objects
with different characteristics compared to other data objects.
Formal definition of outliers is given by D. Hawkins. as “An
Outlier is an observation that deviates so much from other
observations so that it arouses suspicion that it is generated
by a different mechanism”. Detection of such outliers (outlier
mining) is important for numerous applications, such as
detecting criminal activities in E-commerce, video
surveillance, weather prediction, intrusion detection and
pharmaceutical research. This paper has focus on
comparative study of various techniques on Outlier
Detection.
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1. INTRODUCTION

Data objects that show significantly different
characteristics from remaining data are declared outliers.
There exist data objects that do not comply with the
general behavior or model of the data, such data Objects,
which are grossly different from or inconsistent with the
remaining set of data, are called Outliers. Another formal
definition of an outlier is given by Hawkins as- “An
Outlier is an observation that deviates so much from other
observations so that it arouses suspicion that it is
generated by a different mechanism” Outliers can be
caused by measurement or execution error, for example
the display of a person age in negative could be caused by
a program default setting of an unrecorded age.
Alternatively, outliers may be result of inherent data
variability. The salary of the executive officers of a
company could naturally stand out as an outlier among the
salary of the other employees in the firm. Outlier detection
and analysis is an interesting data mining task, referred to
as Outlier Mining.

Many data mining algorithms try to minimize the
influence of outliersor eliminate them all together. Many
data mining algorithms consider outliers as noise that must
be eliminated since it degrades their predictive accuracy.
However, as pointed out in, “one person’s noise could be
another person’s signal”, thus outliers themselves can be
of great interest. The outlier mining can be used in
Telecom or Credit Card frauds to detect the atypical usage
of telecom services or credit cards.

In contrast to traditional data mining task that aims to
find general pattern applicable to the majority of data,

outlier detection targets the finding of the rare data whose
behavior is very exceptional when compared with rest
large amount of data.

2. VARIOUS TECHNIQUES ON OUTLIER

DETECTION BROADLY FALL INTO FOLLOWING

CATEGORIES

1) OUTLIER DETECTION ON NUMERIC DATA SET:

• Distribution Based Methods
Methods in this category are typically found in statistics.

They deploy some standard distribution model (e.g.
normal) and flag as outliers those points that deviate from
the model. Over one hundred tests of this category, called
discordancy tests, have been developed for different
scenarios. A key drawback of this category of tests is that
most of the distributions used are univariate. There are
some tests that are multivariate (e.g. multivariate normal
outliers). But for many KDD applications, the underlying
distribution is unknown. Fitting the data with standard
distributions is costly, and may not produce satisfactory
results

• Depth Based Methods
Depth based is second category for outlier mining in

statistics. Based on some definition of depth, data objects
are recognized in convex hall layers in data space
according to peeling depth, and outliers are identified as
data objects with shallow depth value.

In depth based each data object is notion is further
extended based on the represented as a point in a k-d
space, and is distance of a point from its KP Pnearest
assigned a depth. With respect to outlier detection, outliers
are more likely to be data objects with smaller depths.
There are many definitions of depth that have been
proposed in theory, depth-based approaches could work
for large values of k. However, in practice, while there
exis efficient algorithms for k = 2 or 3 depth-based
approaches become inefficient for large datasets for k ³ 4.
This is because depth- based approaches rely on the
computation of k-d convex hulls which has a lower bound
complexity of W (nk/2) for n objects.

• Distance Based Methods
Distance based methods [2] was originally proposed by

knorr and Ng. Their notion generalizes many notions from
the distribution-based approaches, and enjoys better
computational complexity than the depth-based
approaches for larger values of k.
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An object in a data set P is a distance based outlier if at
least a fraction b of the objects in P are further than r from
it. This outlier definition is based on a single, global
criterion determined by the parameters r and b. this can be
lead to problem when the data set has both dense and
sparse regions. This

Neighbor [26]. Distance based approach can be further
classified as:

Index Based Approach
Index based [2] approach uses k-d or R trees to index all

objects based on distance d and efficient methods is used
to search h neighborhood objects. Efficient index based
algorithms for the detection of DB-outlier exists with
complexities: O (k*n2 ). This approach may become
expensive if index does not yet exist and needs to be built.

Cell Based Algorithm
In this approach k-d space partitioned in k-d cells of

length D/2√k, where k is dimensionality of data set. Then
assign each tuple to its cell. Cells with more than m=1-p
tuples do not contain outliers; do not need to be considered
any further. Cells with less than m tuples contain outliers
only. For remaining cells compute outliers by inspecting
individual tuples. Advantage of this approach is that data
is scanned at most three times. Disadvantage is that outlier
computation by inspecting individual’s tuples typically
requires much disk space.

Nested Loop Methods
In the basic version one compress each example with

every other example to determine its k nearest neighbors.
Given the neighbors for each example in the data set,
simply select the top n candidate according to the outlier
definition. This approach has quadratic complexity as we
must make all pair wise distance computations between
examples.

• Deviation Based Methods
Deviation based technique identify outliers by

inspecting the characteristics of objects and consider an
objects that deviates these features as an outlier deviation
based outlier detection does not use statistical tests or
distance based measures to identify exceptional objects,
Instead, it identifies outliers by examining the main
characteristics of objects in a group. Objects that “deviate”
from this description are considered outliers. Hence in this
approach the term deviation is typically used to refer to
outliers.

Two techniques in this category are:

Sequential Exception Technique
The sequential exception technique simulates

the ways in which humans can distinguish unusual objects
from a series of supposedly like objects. It uses implicit
redundancy of the data. Instead of accessing the
dissimilarity of the current subset with respect to its
complementary set, the algorithm selects a
sequence of subsets from the set for analysis. For every

subset, it determines the dissimilarity difference of the
subset with respect to the preceding subset in the
sequence.

OLAP Data Cube Technique
An OLAP approach to deviation detection uses data

cubes to identify regions of anomalies in large
multidimensional data. The deviation detection process is
overlapped with cube computation. The approach is a
form of discovery driven exploration where precomputed
measures indicating data exception are used to guide the
user in data analysis, at all levels of aggregation. A cell
value in the cube is considered an exception if it is
significantly different from the expected value, based on
a statistical model. The user can choose to drill down on
cells that are flagged as exception.

• Density Base Methods
It relies on the local outlier factor (LOF) of each point,

which depends on the local density of its neighborhood.
The neighborhood is defined by the distance to the
MinPts-th nearest neighbor. In typical use, objects with a
high LOF are flagged as outliers. Tang introduces a
connectivity based outlier factor (COF) scheme that
improves the effectiveness of LOF scheme.

• Clustering Based Methods
One person’s noise is another person’s signal. For

clustering algorithms noise data or rare events are
outliers. In order to perform effective clustering, most
clustering algorithms are able to handle noise in the
datasets. These refer to the returned noisy data as
clustering-based outliers. Example clustering algorithms
which also handle outliers are BIRCH, CLARANS,
DBSCAN, GDBSCAN, OPTICS and PROCLUS.
However, the outliers are identified as by- products and
are highly dependent on the algorithms used. In outlier
analysis, we want to focus our efforts on outlier
detections. In this case, finding outliers without the
need of clustering operations is desirable.

2) OUTLIER DETECTION ON HIGH DIMENTIONAL
DATA

In high dimensional data sets [14] only subspaces
typically expose outliers. Many outlier mining algorithms
use concepts of proximity in order to find outlier based on
their relationship with rest of the data.

However in high dimensional space, the data is sparse
and notion of proximity fails to retain its meaningfulness.

In fact, the sparcity of high dimensional data implies
that every point is almost equally good outlier from
perspective of proximity based definition. Conventional
techniques are not effective

3) GREEDY TECHNIQUES FOR OUTLIER MINING
A fast greedy algorithm for outlier mining is proposed by
Zengyou et al. [29]. In this paper a very fast greedy
algorithm is proposed for mining outliers under the same
optimization model as used by the local search heuristic
based methods.
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4) WEB OUTLIER MINING
Agyemang et al. [10-11] introduced web outlier mining

concepts and propose a general framework for mining web
outliers. Algorithm for mining web content outliers is also
proposed.

5) N-GRAMS TECHNIQUE
N-gram techniques [11, 13] have been studied and used

in many information retrieval tasks. They have been
applied in different domains such as language
identification, document categorization and comparison,
robust handling of noisy text and many other domains of
natural language processing applications. The success of
N- gram-based systems is because the strings are
discomposed into smaller parts causing errors (misspelled
error, typographical errors and errors arising from object
character recognition (OCR)) to affect only a limited
number of such parts rather than the whole word. The
number of N-grams (higher order N-grams) common to
two strings is a measure of the similarity between the
words. This measure is resistant to a large variety of
textual errors.

3. CONCLUSION

In this paper, 27 research papers are reviewed for
comparative study of various techniques on outlier
detection. The paper shows the comparative study of
outlier detection on numeric data set. Distribution based
and depth based methods are typically found in statistics.
Distance based methods enjoys better computational
complexity than the depth-based approaches. Deviation
based outlier detection does not use statistical tests or
distance based measures to identify exceptional objects,
Instead, it identifies outliers by examining the main
characteristics of objects in a group. In this approach the
term deviation is typically used to refer to outliers. Density
Base Methods which relies on the local outlier factor
(LOF) of each point and Clustering Based Methods, in
which noise data or rare events are outliers, are also
discussed. The so far discussed methods are for numeric
data sets. The outlier detection problem has important
applications in the field of fraud detection, network
robustness analysis, and intrusion detection. Most such
applications are high dimensional domains in which the
data can contain hundreds of dimensions. For these cases,
outlier detection on numeric data sets will not work. To
overcome this problem, outlier detection on high
dimension data are also discussed. A very fast greedy
algorithm is also discussed. The web outlier mining
algorithm is proposed for outlier detection in web content
data. N-gram technique for web content outlier mining is
proposed. And the results show the advantages of using N-
gram technique, in terms of less number of outlier pages,
over without using N-gram technique.
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