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Abstract – The cloud computing is providing service 

to individuals and organizations to get work done more 

efficiently. Cloud storage has ensuring that the files we 

need are available whenever we wanted them. As cloud 

provides the service via internet it is more vulnerable 

to security threats. In the proposed system Extended 

RSA algorithm is used to encrypt the data and Digital 

signature is used to provide security. The encrypted 

data is stored in cloud server. Cloud client can access it 

by decrypting the data. Authentication, Integrity is 

improved by using these techniques. 
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I. INTRODUCTION 
 

Cloud storage is a service model in which data is 

maintained, managed and backed up remotely and made 

available to users over a network (typically the Internet). 

The  cloud services are i)Infrastructure-as-a-Service 

(IaaS), ii) Platform-as-a-Service (PaaS) and iii) Software-

as-a-Service (SaaS). The types of cloud are   

(i) Public Cloud - A public cloud can be accessed by any 

subscriber with an internet connection and access to the 

cloud space.  

(ii) Private Cloud - A private cloud is established for a 

specific group or organization and limits access to just that 

group.  

(iii) Hybrid Cloud - A hybrid cloud is essentially a 

combination of at least two clouds, where the clouds 

included are a mixture of public, and private. 

(iv) Community Cloud-A community cloud is a is a multi-

tenant cloud service model that is shared among several or 

organizations and that is governed, managed and secured 

commonly by all the participating organizations or a third 

party managed service provider. Community clouds are a 

hybrid form of private clouds built and operated 

specifically for a targeted group. These communities have 

similar cloud requirements and their ultimate goal is to 

work together to achieve their business objectives. 

The Cloud storage is designed for virtualized computer 

environment. The cloud storage is implemented using 

cloud computing that means utilizing the software and  

hardware resources of the cloud computing service 

provider. Cloud Storage provides a virtual space to store 

bulk data. But the data owners have no control over their 

data. The cloud provider has full control on the user’s 

data. This makes the user’s mind to thing about the data 

security in the cloud 

 
Fig.1. Cloud Architecture 

 

II. SECURITY ISSUES IN CLOUD 
 

Data protection in the cloud storage is the core security 

problems. Data protection is concerned with data 

confidentiality, integrity, authentication, availability and 

so on. Data confidentiality means that only authorized 

persons can use the data. Data integrity refers to 

information that has not been modified or remains 

untouched. Authentication refers to the process of 

verifying whether the incoming user is authorized or not. 

Data availability refers to the ability to guarantee to use 

data in time when needed and also refers to the availability 

of cloud service provider on-demand [1].  

 
Fig.2. CIA Triad diagram 

 

 In the above figure availability -which ensures the 

availability of cloud computing resources or availability of 

the cloud providers needed when on-demand. 

Authentication -This helps to protect the unauthorized 

user’s entry to the cloud. Confidentiality- which ensures 

only the data can be accessed by the privileged cloud 

users. Integrity-which ensures that cloud data, could not be 
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modified by unauthorized cloud users. Authentication 

technique can be used to protect the data from outsiders 

attack. Confidentiality could be used to protect the data 

from outsiders as well as insiders attack. If the 

confidentiality of the data is ensured completely, then 

integrity will also be ensured. If the data in cloud storage 

can’t be accessed by the intruders then it cannot be 

modified or altered by intruders. Even though the 

authentication mechanism is broken by the attackers, the 

data in the cloud is still be secured when an efficient 

confidentiality mechanism is used 

 

III. EXTENDED RSA ENCRYPTION 
 

RSA is one of most used asymmetric key encryption 

algorithm [9]. RSA uses multiple keys for encryption and 

decryption leading to secure transmission of messages. 

RSA works better if value of the key is long, as it becomes 

difficult to figure out the factors of n.  RSA involves two 

keys public key and private key. Public key is used for 

encryption and private key is used for decryption of 

message [2].  

To improve the security Extended RSA algorithm using 

two random numbers for the computation of N value.  

Extended RSA algorithm involves three different 

phases: 

Phase 1: Key Generation  

Phase 2: Encryption  

Phase 3: Decryption 

Phase 1: Key Generation  

STEP 1: Take any two large prime numbers P and Q., 

Also take two random numbers R1 and R2.  

STEP 2: Compute N by using the given formula  

N=P*Q*R1*R2  

STEP 3: Compute Eular’s totient function ϕ (N) 

(N)= (P-1) * (Q-1)*(R1-1)*(R2-1)  

STEP 4: Choose the public key exponent E such that  

1 < E < ϕ (N) and, E and (N) are co-prime  

Which means that GCD (E, ϕ (N)) = 1  

STEP 5: Determine private key exponent D through the 

given  

Formula:  

D *E= 1*mod (ϕ (N))  

This means that D is the multiplicative inverse of  

E*mod ((ϕ (N)).  

Now, the public key consists of public key exponent E and 

N. And private key consists of private key exponent D & 

N.  

Public Key: (N, E) Private Key: (N, D)  

Phase 2: Encryption  

For encrypting any message, the algorithm converts the 

given message into an integer number by using a suitable 

padding scheme. Then following formula is used to 

generate encrypted message C:  

C = M ^ E mod (N) 

Phase 3: Decryption  

Following formula is used to decrypt the encrypted 

message:  

M = C ^ D mod (N) 

A. Example of Extended RSA Algorithm 
Let us consider that, we have to send a message whose 

value is 10 i.e. m=10.  

Phase 1: Key Generation  
STEP 1: Take two prime numbers x and y. P=5 and Q=3 

Take two random numbers X and Y.  

X=4 and Y=6  

STEP 2: N = (5*3*4*6) => N = 360  

STEP 3: ϕ(N)= (5-1)*(3-1)*(4-1)*(6-1) =4*2*3*5 => 

 ϕ(N)= 120  

STEP 4: GCD (E, 120) = 1 Thus, E= 7 as its co-prime to 

120  

STEP 5: 7 * D = 1 mod (120) => D = 103  

Public Key = (7,360)  

Private Key = (103,360)  

Phase 2: Encryption  
Encryption of plain text using public key components 

(7,360).  

C=ME mod (N)  

C=107mod (360) = 280  

Phase 3: Decryption  
Decryption of message using Private key components 

(103, 360)  

M=CD mod (N) = C = 280 ^ 103 mod (360) = 10 

B. How Security is increased 
A Standard RSA Algorithm is secure enough, but for the 

factorizing process of N, it gives P, Q as a output. While in 

the case of Extended RSA algorithm, the N (in public key 

component) is a combination of P, Q, R1, R2, taking the 

best case, considering R1 and R2 prime numbers, we can 

have N as a composition of four prime number. Now if we 

are applying factoring attack and still able to find all the 

factor of N, we would have 4 factors, which will result in 

six unique pair of them, which will increase the 

complexity of RSA algorithm.  

C. Digital Signatures 
Digital signature is a mathematical scheme for 

demonstrating the authenticity of a digital message or 

document. Digital signatures are commonly used for 

software distribution, financial transactions, and in other 

cases where it is important to detect forgery or tampering. 

A key generation algorithm that selects a private key 

uniformly at random from a set of possible private keys. 

The algorithm outputs the private key and a corresponding 

public key. Digital signatures can also provide non-

repudiation, meaning that the signer cannot successfully 

claim they did not sign a message, while also claiming 

their private key remains secret; further, some non-

repudiation schemes offer a time stamp for the digital 

signature, so that even if the private key is exposed, the 

signature is valid. Digitally signed messages may be 

anything represent able as a bit string: examples include 

electronic mail, contracts, or a message sent via some 

other cryptographic protocol. 
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IV. PROPOSED SYSTEM 
 

In this proposed work we want to secure our data in 

cloud. Because Security is the major issue which is faced 

by every user. Each User has its own user id and password 

to login and  they can store their data, retrieve and modify 

the data whenever needed. In order to provide security the 

client data is encrypted and stored in cloud server by using 

Extended RSA Algorithm and digital signature. This new 

algorithm is more secured than Standard RSA.When client 

uploads the file the cloud server will give the Extended 

RSA private key to the client and encrypted file is stored 

in server. Only the authorized client can view the data by 

decrypting it and even digital signature is verified. 

 
Fig.3. Steps of proposed system  

 

Implementation and Result 
The Extended RSA is implemented using different 

values and the results are analysed 

Table1. Encryption and Decryption using Extended RSA 

 

V. CONCLUSION 
 

In this paper, we have analyzed the security issues faced 

by user’s private data in the cloud system and the 

inevitable need to find a solution to the problem. Data 

security can be very well assured by use of Extended RSA 

encryption and Digital signature. 

In future, our work is very help full to increase the 

security on cloud by using Data Security techniques. As 

the Security need increases so, reliable authentication 

systems are required which can help to minimize the 

unauthorized access & helps for safeguarding of data. 
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