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Abstract – An ad-hoc sensor and data routing in them is a 

most significant research direction in sensing. It is found that 

all examined protocols are susceptible to vampire attack, 

which is difficult to detect. In this project we explore 

resources exhausting attack at the routing protocol layer, 

which disables network permanently by quickly draining 

nodes battery power. In this project we discuss the method to 

reduce the vampire attack using PLGP-a identifying 

malicious attack. We find that all examined protocols are 

susceptible to Vampire attacks, which are devastating, 

difficult to detect, and are easy to carry out using as few as 

one malicious insider sending only protocol compliant 

messages. In the worst case, a single Vampire can increase 

network-wide energy usage by a factor of O(N), where N in 

the number of network nodes. We discuss methods to 

mitigate these types of attacks, including a new proof-of-

concept protocol that provably bounds the damage caused by 

Vampires during the packet forwarding phase.  
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I. INTRODUCTION 
 

A system is made out of hubs each of which has 

registering power and can transmit and get message over 

correspondence connections, remote or cabled. In Wireless 

systems every hub utilization radio signs to correspond 

with different hubs. A remote specially appointed sensor 

system comprises of various sensors spread over a 

geological territory. Every sensor has remote 

correspondence ability and some level of knowledge for 

sign handling and systems administration of the 

information. The fundamental normal for impromptu 

sensor system is the correspondence among hubs of 

system with no prior foundation. Remote Ad hoc Sensor 

Network have turned out to be exceptionally vital in 

correspondence environment. Because of circulated nature 

of these systems and their sending in remote regions, these 

systems are Susceptible to a few security dangers that can 

unfavorably influence their fitting working. Impromptu 

sensor system ensures pervasive figuring, in a flash 

deployable correspondence for military and consistent 

network, for making another application in future. Asset 

obliges is one of the fundamental normal for a Wireless 

sensor systems Simplicity in WSN with asset compelled 

hubs makes them all that much powerless against 

disavowal of administration, assaults on directing 

framework, and diminishment of value assaults. Directing 

systems are needed for sending information between 

sensor hubs and base station for correspondence. There are 

numerous approaches to order the directing conventions. 

All of the steering conventions can be delegated 

information driven, various leveled and area based by 

system structure.  

In information driven steering all hubs are ordinarily 

doled out equivalent parts or usefulness. In progressive 

based directing on the other hand, hubs will assume 

distinctive part in the system. In area based steering sensor 

hub's positions are misused to course information in the 

system. The remote medium is inalienably less secure in 

light of the fact that its telecast nature makes listening in 

basic. Any transmission can without much of a stretch be 

captured, adjusted, or replayed by a foe. The remote 

medium permits an assailant to effortlessly block 

substantial bundles and effectively infuse pernicious ones. 

In spite of the fact that this issue is not extraordinary to 

sensor systems, conventional arrangements must be 

adjusted to productively execute on sensor systems. 

Creating vitality proficient steering convention on remote 

sensor systems is one of the essential difficulties. Along 

these lines, a key zone of WSN exploration is to add to a 

steering convention that expends low vitality. Shockingly, 

current directing conventions experience the ill effects of 

numerous security vulnerabilities. Officially numerous 

arrangements have been proposed to shield assault that 

live for brief time on the system . Be that as it may, these 

arrangements don't shield lasting asset consumption 

assault. The battery power utilization assaults at depleting 

so as to steer layer convention to totally handicap systems, 

hub's battery force and it is characterized as vampire 

assaults. These assaults never surge the system with 

substantial measure of information rather it depletes hub's 

life by postponing the bundles. Conventions, for example, 

SEAD, Arianne, SAODV are safely composed yet do keep 

the vampire assaults Existing security plan are restricted to 

different layers, for example, medium access control or 

application layers however not to the directing layer to 

secure vampire assaults. 

 

II. CONTRIBUTIONS 
 

This paper makes three main contributions. First, we 

completely evaluate the vulnerabilities of existing 

protocols to routing layer battery exhaustion attacks. We 

monitor that security measures to prevent Vampire attacks 
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are orthogonal to those used to shield routing 

infrastructure, and so offered secure routing protocols such 

as SAODV, Ariadne and SEAD do not protect against 

Vampire attacks. Existing work on secure routing attempts 

to make sure that adversaries cannot effect path discovery 

to come back an invalid network path, however Vampires 

do not disturb or change discovered paths, as a substitute 

using protocol compliant messages and existing valid 

network paths. Protocols that take advantage of power 

efficiency are also inappropriate, because they based on 

cooperative node behavior and cannot optimize out 

malicious action. Second, we demonstrate simulation 

results quantifying the performance of most representative 

protocols in the presence of a single Vampire (insider 

adversary). Third, we change an existing sensor network 

routing protocol to provably bound the damage from 

Vampire attacks during packet forwarding phase. 

 

III. LITERATURE REVIEW 
 

Gowthami. M [1] Form this paper. The vampire attack is 

a resource depletion attacks at the routing protocol layer, 

which permanently disconnect the networks by quickly 

draining nodes’ battery power. These “Vampire” attacks 

are not specific to any specific protocol, but rather depend 

on the characteristics of many popular classes of routing 

protocols. these attacks do not depend on particular 

protocols or implementations, but rather expose 

vulnerabilities in a number of popular protocol classes. We 

showed a number of proofofconcept attacks against 

representative examples of existing routing protocols 

using a small number of weak adversaries. We proposed 

against some of the forwarding-phase attacks and against 

some of the forwarding-phase attacks and described 

PLGPa,. Derivation of damage bounds and defenses for 

topology discovery, as well as handling mobile networks, 

is left for future work. 

G. Vijayanand [2] In this paper the security work in this 

area is priority and primarily focusing on denial of 

communication at the routing or medium access control 

levels. Finding of vampire attacks in the network is not a 

easy one. It’s very difficult to detect, devastating .A 

simple vampire presenting in the network can increasing 

network wide energy usage. The proposed technique 

routing protocol are provably bounds damage from 

Vampire attacks by verifying that packets consistently 

make progress toward their destinations and reduce the 

reimbursement.  

Lina R Deshmukh [3] At the time of sensing and 

pervasive computing ad-hoc low-power wireless networks 

are an exciting research. First security work has first 

focused on denial of communication at the routing or 

levels of media access control. We find that all examined 

protocols are affected to Vampire attacks ,which are 

destructing, hard to detect, and are easy to carry out using 

as few as one malicious insider sending only protocol 

compliant messages. In case of worst case, a single 

Vampire can increase network-wide energy usage by a 

factor of O (N), where N in the number of nodes of 

network. The methods we discuss to reduce the types of 

attacks which include a new proof-of- concept protocol 

that bounds the damage caused by Vampires during the 

packet forwarding phase. Depending on the location of the 

attacker, network energy expenditure during the 

forwarding phase increases. Authors proposed defences 

against some of the forwarding-phase attacks and PLGP-a.  

Susan Sharon George [4] This paper focuses on a more 

devastating, difficult to prevent, and easy to carry out 

attack called Vampire attacks, which quickly drain nodes’ 

battery power leading to the permanent disabling of nodes. 

In this we discusses methods to mitigate these types of 

attacks, by introducing a new protocol that limits the 

damage caused by Vampire attacks. This paper discusses a 

more devastating form of DoS attacks called Vampire 

attacks. Vampire attacks targets on depleting a nodes’ 

battery power, leading to the permanent disabling of the 

node, and gradually the network. 

A Vincy [5] In this project there are a lot of protocols 

developed to protect from DOS attack, but it is not 

completely possible. One such DOS attack is Vampire 

attack-Draining of node life from wireless ad-hoc sensor 

networks. The The data verification process is provided at 

both the server and client side. It provides comparatively 

high security. It reduced the intruder spoofing. In this we 

concentrate on the energy efficient protocols they divide 

the network to efficiently maintain the energy 

consumption of sensor nodes and perform data 

aggregation and fusion in order to decrease the number of 

transmitted messages to the sink. that have been developed 

for WSNs.  

Eugene Y.Vasserman [6] In this paper explores resource 

depletion attacks at the routing protocol layer, which 

permanently damage the networks by quickly draining 

nodes’ battery power. These “Vampire” attacks are not 

specific to any specific protocol, but rather rely on the 

properties of many popular classes of routing protocols. 

We find that all examined protocols are susceptible to 

Vampire attacks, which are devastating, difficult to detect, 

and are easy to carry out using as few as one malicious 

insider sending only protocol compliant messages. 

Vampire attacks do not depend on particular protocols or 

implementations, but rather expose vulnerabilities in a 

number of popular protocol classes. We showed a number 

of proof-of-concept attacks against representative 

examples of existing routing protocols using a small 

number of weak adversaries. A source composes and 

transmits the packet to the next hop node, which in turn 

relays the packet further, until the packet reaches its 

destination. However, this multihop relaying can consume 

the resources at each node. So, the process of routing a 

packet itself leads to resource exhaustion. Further, a 

malicious node within the path traced by the packet can 

cause an increase in the energy consumption while 

sending the same number of messages as an honest node.  
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Vidya M. [7] This project explores resource exhausting 

attacks at the routing protocol layer, which disable 

networks permanently by quickly draining node’s battery 

power. These attacks are not protocol specific, but rather 

rely on the class properties of routing protocols.. Here we 

discuss methods to alleviate these types of attacks, 

including a new concept protocol assured with proofs that 

provably bounds the damage caused by vampire attacks on 

nodes during packet forwarding phase. I have dedicated 

large part of my phases to explain Vampire Attacks, a new 

class of resource consumption attacks These vampire 

attacks are not protocol specific but rather expose their 

vulnerabilities to classes of protocols. Here I have 

explained about PLGP protocol which is mainly based on 

NoBacktracking property for depletion of vampire attacks. 

 Soram Rakesh Singh [8] The objective of this paper is 

to examine resource depletion attacks at the routing 

protocol layer, which attempts to permanently disable 

network nodes by quickly draining their battery power. 

Vampire can increase network-wide energy usage by a 

factor of O (N), where N is the number of network nodes. 

Methods to detect and secure data packets from vampires 

during the packet forwarding phase is discussed. PLGP 

with attestations (PLGP-a) is used for identifying 

malicious attack. M-DSDV routing protocol is used to 

detect and eliminate the resource depletion attack from the 

network. Defenses against some of the forwarding-phase 

attacks has been proposed and PLGP-a, The routing 

protocol has been used at the time of routing to make 

efficient energy utilization during the packet forwarding 

phase’s-DSDV, routing protocol that provably bounds 

damage from Vampire attacks by verifying that packets 

consistently is proposed in this paper. Prevention of data 

packets from entering into a malicious node is left for 

future work.  

Ambili M.A [9] In this we define that a Network 

survivability is the ability of a network keeping connected 

under failures and attacks, which is the most important 

issue in the design and performance of wireless ad hoc 

sensor networks. The paper projects its focus on the way 

in which the attack can be overcome in the best possible 

manner. The proposed system describes some methods 

and alternative routing protocols solution that help to 

detect and eliminate vampire attack and thus make the 

network live.An energy constraint intrusion detection 

scheme is introduced along with clean state secure routing 

protocol.  

K.Vanitha [10] An ad hoc network is a group of wireless 

nodes, in which each node can communicate over 

multihop paths to any other node without the help of any 

pre-existing infrastructure such as base station or access 

points. So as an attempt to eliminate vampire attacks, three 

primary contributions has been introduced. i. Evaluation of 

the vulnerabilities of existing protocols. ii. Quantization of 

performance of various protocols in the existence of 

solitary vampire. iii. Modification of existing protocol to 

deplete vampire attacks. A new class of energy draining 

attacks that use routing protocols to permanently halt ad 

hoc wireless sensor networks by depleting nodes’ battery 

power. Vulnerabilities exposed in existing protocols are 

evaluated. Performance of existing protocols is quantified 

using small number of adversaries in a randomly 

generated 30 node topology.  

SHARNEE KAUL [11] In Wireless Sensor Networks 

the limitations of system are resources like battery power, 

communication range and processing capabilities. One of 

the major challenges in Wireless Sensor Networks is the 

security concerns. The attacks affecting these systems are 

increasing as they progress. One of the resource depletion 

attacks called vampire attacks are the major concern. They 

not only affect a single node but they bring down the 

entire system draining the power i.e. Battery power. In this 

paper, the system proposed overcomes this challenge by 

using the Energy Weight Monitoring Algorithm (EWMA) 

and the energy consumption is reduced to a great-extend. 

In this paper the Vampire attacks, a new class of resource 

consumption attacks that drain the battery power by using 

more energy were detected and mitigated. These attacks 

do not depend on any specific type of protocol or 

condition.  

 

IV. RELATED WORK 
 

We do not imply that power draining itself is novel, but 

rather that these attacks have not been rigorously defined, 

evaluated, or mitigated at the routing layer. A very early 

mention of power exhaustion can be found., as “sleep 

deprivation torture.” As per the name, the proposed attack 

prevents nodes from entering a low-power sleep cycle, and 

thus deplete their batteries faster. Newer research on 

“denialof- sleep” only considers attacks at the medium 

access control (MAC) layer  Additional work mentions 

resource exhaustion at the MAC and transport layers, but 

only offers rate limiting and elimination of insider 

adversaries as potential solutions. Malicious cycles 

(routing loops) have been briefly mentioned, but no 

effective defenses are discussed other than increasing 

efficiency of the underlying MAC and routing protocols or 

switching away from source routing. Even in non-power-

constrained systems, depletion of resources such as 

memory, CPU time, and bandwidth may easily cause 

problems.  

A popular example is the SYN flood attack, wherein 

adversaries make multiple connection requests to a server, 

which will allocate resources for each connection request, 

eventually running out of resources, while the adversary, 

who allocates minimal resources, remains operational 

(since he does not intend to ever complete the connection 

handshake). Such attacks can be defeated or attenuated by 

putting greater burden on the connecting entity (e.g. SYN 

cookies, which offload the initial connection state onto the 

client, or cryptographic puzzles .These solutions place 

minimal load on legitimate clients who only initiate a  
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small number of connections, but deter malicious entities 

who 

will attempt a large number. Note that this is actually a 

form of rate limiting, and not always desirable as it 

punishes nodes who produce busty traffic but may not 

send much total data over the lifetime of the network. 

Since Vampire attacks rely on amplification, such 

solutions may not be sufficiently effective to justify the 

excess load on legitimate nodes.  

There is also significant past literature on attacks and 

defenses against quality of service (QoS) degradation, or 

reduction of quality (RoQ) attacks, that produce long-term 

degradation in network performance. The focus of this 

work is on the transport layer rather than routing 

protocols, so these defenses are not applicable. Moreover, 

since Vampires do not drop packets, the quality of the 

malicious path itself may remain high (although with 

increased latency).  

Other work on denial of service in ad-hoc wireless 

networks has primarily dealt with adversaries who prevent 

route setup, disrupt communication, or preferentially 

establish routes through themselves to drop, manipulate, or 

monitor packets . The effect of denial or degradation of 

service on battery life and other finite node resources has 

not generally been a security consideration, making our 

work tangential to the research mentioned above. 

Protocols that define security in terms of path discovery 

success, ensuring that only valid network paths are found, 

cannot protect against Vampire attacks, since Vampires do 

not use or return illegal routes or prevent communication 

in the short term.  

Current work in minimal-energy routing, which aims to 

increase the lifetime of power-constrained networks by 

using less energy to transmit and receive packets (e.g. by 

minimizing wireless transmission distance), is likewise 

orthogonal: these protocols focus on cooperative nodes 

and not malicious scenarios. Additional on power-

conserving medium access control (MAC), upper-layer 

protocols, and cross-layer cooperation . However, 

Vampires 

will increase energy usage even in minimal-energy 

routing scenarios and when power-conserving MAC 

protocols are used; these attacks cannot be prevented at the 

MAC layer  or through cross-layer feedback. Attackers 

will produce packets which traverse more hops than 

necessary, so even if nodes spend the minimum required 

energy to transmit packets, each packet is still more 

expensive to transmit in the presence of Vampires. Our 

work can be thought of attack-resistant minimal-energy 

routing, where the adversary’s goal includes decreasing 

energy savings. 

 

V. PROBLEM DEFINITION 
   

On secure routing attempts to ensure that adversaries 

cannot cause path discovery to return an invalid network 

path, but Vampires do not disrupt or alter discovered 

paths, instead using existing valid network paths and 

protocol compliant messages. Protocols that maximize 

power efficiency are also inappropriate, since they rely on 

cooperative node behavior and cannot optimize out 

malicious action. 

Drawbacks: 

 Power outages 

 Due to Environmental disasters, loss in the information 

 Lost productivity 

 Various DOS attacks 

 Secure level is low 

 They do not address attacks that affect long-term 

availability. 

 

V. PROBLEM DEFINITION 
 

This paper makes three primary contributions. First, we 

thoroughly evaluate the vulnerabilities of existing 

protocols to routing layer battery depletion attacks. We 

observe that security measures to prevent Vampire attacks 

are orthogonal to those used to protect routing 

infrastructure, and so existing secure routing protocols 

such as Ariadne, SAODV and SEAD do not protect 

against Vampire attacks. Existing work on secure routing 

attempts to ensure that adversaries cannot cause path 

discovery to return an invalid network path, but Vampires 

do not disrupt or alter discovered paths, instead using 

existing valid network paths and protocol-compliant 

messages. Protocols that maximize power efficiency are 

also inappropriate, since they rely on cooperative node 

behavior and cannot optimize out malicious action. 

Second, we show simulation results quantifying the 

performance of several representative protocols in the 

presence of a single Vampire (insider adversary). Third, 

we modify an existing sensor network routing protocol to 

provably bound the damage from Vampire attacks during 

packet forwarding. 

 In proposed system we show simulation results 

quantifying the performance of several representative 

protocols in the presence of a single Vampire. Then, we 

modify an existing sensor network routing protocol to 

provably bound the damage from Vampire attacks during 

packet forwarding. 

ADVANTAGES: 
 Protect from the vampire attacks 

 Routes in link-state and distance-vector networks are 

built dynamically from many independent forwarding 

decisions, so adversaries have limited power to affect 

packet forwarding, making these protocols immune to 

carousel and stretch attacks. In fact, any time adversaries 

cannot specify the full path, the potential for Vampire 

attack is reduced. 

 Secure level is high 

 Boost up the Battery power 
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VI. IMPLEMENTATION 
 

1) Propose PLGP with attestations PLGP-a 

(Developed by parno, luk , gausted and perrig with 

attestations) :- 
PLGP-a uses this packet history together with PLGP’ s 

tree routing structure so every node can securely verify 

progress which prevents any significant adversarial 

influence on the path taken by any packet which traverses 

at least one honest node .These signatures form a chain 

attached to every packet and allows any node receiving it 

to validate its path. To ensure that the packet has never 

travelled away from its destination in the logical address 

space, every forwarding node verifies the attestation chain. 

PLGP-a satisfies no-backtracking- All messages are 

signed by their originator. Attacker can only alter packet 

fields that are changed en route, so only the route 

attestation field can be altered, shortened, or removed 

entirely. Use one-way signature chain construction to 

prevent truncation. PLGP-a never floods and its packet 

forwarding overhead is favourable. It demonstrates more 

equitable routing load distribution and path diversity. Even 

without hardware, the cryptographic computation required 

for PLGPa is tractable even on 8-bit processor. 

2) PLGP-a satisfies no-backtracking:- 
To show that our modified protocol preserves the no 

backtracking property, we define a network as a collection 

of nodes, a topology, connectivity properties, and node 

identities, Honest nodes can broadcast and receive 

messages, while malicious nodes can also use directional 

antennas to transmit to (or receive from) any node in the 

network without being overheard by any other node. 

Honest nodes can compose, forward, accept, or drop 

messages, and malicious nodes can also arbitrarily 

transform them. Our adversary is assumed to control m 

nodes in an N-node network (with their corresponding 

identity certificates and other secret cryptographic 

material) and has perfect knowledge of the network 

topology. Finally, the adversary cannot affect connectivity 

between any two honest nodes. Since all messages are 

signed by their originator, messages from honest nodes 

cannot be arbitrarily modified by malicious nodes wishing 

to remain undetected. Rather, the adversary can only alter 

packet fields that are changed en route (and so are not 

authenticated), so only the route attestation field can be 

altered, shortened, or removed entirely. To prevent 

truncation, which allow Vampires to hide the fact that they 

are moving a packet away from its destination. For the 

purposes of Vampire attacks, we are unconcerned about 

packets with arbitrary hop counts that are never received 

by honest nodes but rather are routed between adversaries. 

 

VII. CONCLUSION 
  

We characterized Vampire assaults, another class of 

asset utilization assaults that utilization directing 

conventions to for all time cripple impromptu remote 

sensor systems by exhausting hubs' battery power. These 

assaults don't rely on upon specific conventions or 

executions, but instead uncover vulnerabilities in various 

well known convention classes. We demonstrated various 

verification of-idea assaults against agent illustrations of 

existing steering conventions utilizing a little number of 

frail enemies, and measured their assault accomplishment 

on a haphazardly produced topology of 30 hubs. We 

proposed guards against a percentage of the sending stage 

assaults and depicted PLGPa, the first sensor system 

directing convention that provably limits harm from 

Vampire assaults by confirming that parcels reliably gain 

ground toward their destinations. We have not offered a 

completely tasteful answer for Vampire assaults amid the 

topology disclosure stage, yet recommended some instinct 

about harm confinements conceivable with further 

alterations to PLGPa. Deduction of harm limits and 

resistances for topology disclosure, and also taking care of 

portable systems, is left for future work. 
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