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Abstract – Numerous complex factors influence medical 

device error occurrence, how they are reported and later 

classified. A need exists to further increase organizations’, 

healthcare providers’ and the public’s understanding of 

medical device errors and how complex they are in nature. 

Personal medical device error definitions, personal 

bias/subjectivity and blame culture largely influence the 

consistency and accuracy of medical device error reporting. 

As a result, a need exists for a universal classification system 

to properly classify erroneous events stemming from medical 

devices to promote the prevalence of medical device error. 

Increased medical error prevalence can promote discussions 

surrounding how to best learn from these erroneous events. 
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I. INTRODUCTION 
 

Medical devices are inescapable in any health care 

environment and are vital to providing safe, quality and 

state-of-the-art care for patients [15]. There exists over 1.5 

million different medical devices available worldwide 

[15]. In this article, “medical device” will refer to devices 

that possess a sophisticated, programmable interface in a 

healthcare environment. The literature suggests that there 

is a relationship between poorly designed medical device 

user interfaces and increased occurrences of medical errors 

[15] [20]. Medical device errors are commonly viewed as 

medical errors that are associated with medical devices 

[20]. 

Varied definitions of both medical error and medical 

device error exist among the literature. These dizzying and 

inconsistent definitions of medical device error create 

confusion, which can lead to inconsistent views and 

classification of medical device errors across the 

healthcare environment [3] [6]. This article aids in 

addressing the current literature landscape surrounding 

medical device errors in practice and aims to uncover their 

definition, prevalence, and classification. 
 

II. MEDICAL DEVICE ERROR 
 

A. Medical Device use in Context 
Descriptive models have been developed in an attempt 

to understand the complex interactions that occur when 

utilizing a medical device. The objective of the Distributed 

Cognition Concentric Layers (DiCoT-CT) framework was 

to examine a medical device’s design and use in relation to 

five interdependent models (“Information Flow”, 

“Artifact”, “Physical”, “Social”, “Evolutionary”). By 

examining a medical device within the previously stated 

interdependent models, the DICOT-CT framework aims is 

to address the relationships that exist between the device 

and its context. Under the DiCoT-CT framework, medical 

device errors can be viewed as being influenced by 

numerous contexts related to the medical device’s use [5]. 

B. Inaccurate Medical Device Error Statistics 
Current and specific statistics regarding the prevalence 

of medical errors stemming from medical devices is not 

abundantly prevalent in the literature. In 2002, the Food 

and Drug Administration estimated that medical errors 

involving medical device use contribute to hundreds to 

thousands of deaths per year [15] [18]. From a Canadian 

perspective, adverse events occurred in Canadian hospitals 

roughly 185,000 times per year [1]. An adverse event is 

considered an unintended outcome caused by healthcare 

management that resulted in the worsening of a patient’s 

condition [1]. This definition of an adverse event would 

include incidents related to devices producing medical 

errors. 

According to the Centers for Disease Control and 

Prevention (CDC), an International Classification of 

Disease (ICD) code does not exist for deaths related to 

medical error [17]. As a result, the cause of death related 

to human and systemic factors are not captured, making it 

increasingly difficult to have an accurate snapshot of the 

prevalence of medical error, and as an extension, the 

prevalence of medical device error as well [17]. 

Considering the lack in specific and current statistics, 

there is an increased difficulty in determining the 

prevalence of medical devices perpetuating medical errors. 

The prevalence of medical device errors and their resulting 

harm are poorly defined and inconsistent when consulting 

the literature [3] [15]. When considering why medical 

device error reporting prevalence is unsatisfactory, it is 

important to examine the barriers to properly identify or 

report medical device errors. 
 

III. FACTORS AFFECTING MEDICAL DEVICE 

ERROR REPORTING 
 

A. Blame Culture on users 
Blame culture exists and is prominent, especially in 

healthcare environments [2] [7] [15]. In healthcare, the 

rise of the number and increasing sophistication of 

medical devices presents an increased risk for medical 

errors related to medical devices to occur. Widespread 

belief that the user is the primary cause of medical device 

error is the current mindset for a majority of individuals in 

the healthcare environment [2] [4] [13]. The culture 

surrounding the word ‘error’ perpetuates blame and 

decreases the confidence and morale of those who have 

created such an error [7]. As a result of this paradigm, 

organizations and leaders viewed retraining and reminding 

the user “to be more careful” to encourage vigilance to 
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prevent future events and subsequently reduce the 

frequency of errors related to medical device usage [7] [9].  

When actions are carried out to mitigate the “source of 

the error” they are perhaps not addressing the error at all if 

the source is in fact stemming from the design of the 

medical device. Blaming or punishing individuals for 

medical device errors related to underlying systemic 

causes will not change or address those causes, nor 

prevent repetition of the errors [7]. The current mindset 

surrounding the blame of the user related to all medical 

device errors needs to shift towards evaluating the medical 

device’s role in creating these errors [4] [16]. 

B. Decreased Error Reporting Factors 
The healthcare industry’s culture surrounding medical 

error reporting is vastly different from industries relating 

to airlines and mining where error reporting is encouraged 

and is seen as a positive contribution to their respective 

industries [12]. Factors related to user blame as well as the 

fearful and punitive nature of healthcare culture influences 

users to conceal rather than confess their medical device 

errors [19]. As a result, some argue that a change should 

occur to hold healthcare systems accountable instead of 

focusing on individual culpability [11]. 

Many patient safety leaders suspect that device-related 

events are significantly underreported [15]. The process to 

report errors in general has deterred some healthcare 

professionals as some reporting systems can be viewed as 

inconvenient, complicated, and can make the healthcare 

professional feel shame, guilt, and/or a sense of failure for 

committing an error [10]. 

In addition, some users may be unclear or uncertain 

with recognizing what constitutes as a medical device 

error to report [3]. However, medical device error 

reporting is still highly encouraged considering reporting 

medical errors and improving patient safety are strongly 

correlated [10] [15]. The reports are encouraged to include 

context details that have traditionally been viewed as 

excuses (e.x. environmental and user characteristics, 

confusion about the device interface) as this information is 

critical to understanding device-related error [15]. 

 

IV. CLASSIFYING MEDICAL DEVICE ERROR 
 

A. Barriers to Accurate and Consistent Reporting 
Barriers related to accurately reporting medical device 

error lies within maintaining consistent nomenclature 

definitions, classifications, and avoiding personal bias. 

Healthcare professionals lack clear and universally 

accepted definitions of error [3] [6]. This inconsistent 

classification results in confusion across the healthcare 

sector and eventually distracts from addressing the 

erroneous event to enhance learning and safety at the point 

of care [6]. 

Healthcare providers often look at the severity of a 

negative outcome in making judgements about whether an 

error has occurred and often do not adhere to commonly 

cited Institute of Medicine definitions of error in their 

practice but instead, consider the degree of harm, rarity of 

occurrence and their individual judgements concerning 

what constitutes as an error. In this case, varied levels of 

nurse experience have an effect on how an error is 

classified as well as a personal bias which may influence 

the nurse to under-report errors or report errors 

inaccurately [3]. 

B. Current Organization/Models 
Commonly cited definitions of medical device error 

streams are manufacturer-related errors and user errors 

[20]. Manufacturer-related errors are viewed as errors that 

originate from the production and design of the medical 

device. As a result, these errors lead to misaligned medical 

devices that are not appropriate for the context in which 

they were intended to be used. User error is described as 

inappropriate outcomes that result when interacting with 

the device. Contrary to its label, user error does not imply 

the fault lies with the user. User error also encompasses a 

device’s inability to accommodate how a user interacts or 

interprets a device’s interface, related to the user’s 

experience and stress level and other contributing factors. 

The International Standards Organization (ISO) draft 

statement “Clinical Investigation of Medical Devices in 

Human Subjects — Good Clinical Practices was created to 

assess the performance and safety of medical devices to 

improve patient safety [8]. This ISO document includes a 

decision tree to classify adverse events based on the 

event’s severity and involvement with individuals and 

devices. However, the criteria to classify an adverse event 

as either originating from the device or the user is 

ambiguous. 

Common models that allow users to quickly categorize 

medical errors, including medical device errors, are based 

on their level of severity (minor to major) and if they 

resulted in a near miss or an adverse event [6]. These 

models heavily allow for user bias to influence the level of 

severity that an error event holds. 

Magrabi, Ong, Runciman, and Coiera proposed a model 

to organize patient safety events involving computer-

related errors in healthcare environments [14]. Five 

overarching categories were developed to further classify 

the medical device error: “Information input problems”, 

“Information transfer problems”, “Information output 

problems”, “General technical”, and “Contributing 

factors”. Within the five categories, a total of twenty-three 

error outcomes are categorized by either resulting from the 

user “Human” or the medical device “Machine” [14].  

 

V. CONCLUSION 
 

Numerous complex factors influence medical device 

error occurrence, how they are reported and later 

classified. In this area of study, a need exists to further 

increase organizations’, healthcare providers’ and the 

public’s understanding of medical device errors and how 

complex they are in nature. In addition, promoting 

congruence in relation to referring to commonly cited 

definitions of medical device error is required to promote 

consistency and accuracy and decrease confusion when 

reporting and classifying medical device errors. 

Addressing barriers to medical device error reporting must 

involve decreasing the stigma that is associated with error 

occurrence in healthcare environments to better encourage 
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learning and safety through reporting these erroneous 

events. It is evident how factors such as knowledge of 

what medical device error actually constitutes, personal 

bias/subjectivity and blame culture affect the consistency 

and accuracy of medical device error reporting. Lastly, a 

need exists to utilize a universal classification system to 

properly classify events so that all members in the 

healthcare sector can increase their knowledge of the 

prevalence of medical device error and how to best learn 

from these erroneous events. 
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