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Abstract:  Cognitive radio (CR) is a novel scheme that is 

proposed recently to overcome the spectrum scarcity 

problem in wireless networks through dynamic spectrum 

access techniques. In this realm, detection of the legitimate 

users, called primary user (PU), is a primary mission that 

must be done carefully to prohibit causing any confliction. 

PU detection in low signal to noise ratio (SNR) regime is one 

of the main challenges of CR users that measure the energy 

level of the PU for sensing the spectrum. This process will be 

more complicated when the SNR fluctuations due to wireless 

channel effects are taking into accounts. Another source of 

ambiguity is the false sensing data that might be reported by 

malfunctioning or malicious secondary nodes, the so called 

spectrum sensing data falsification attackers (SSDF). This 

paper utilizes the potential benefits of cooperative spectrum 

sensing method in a way that it can become applicable when 

the CR nodes encounter wireless channel uncertainty and 

(or) some CR nodes that behave maliciously. To this end, the 

estimated PU-signal and channel statistics are employed to 

determine the likelihood of CR sensing reports in a MAP 

hypothesis test scheme for decision about channel occupancy. 

Also, in order to determine the trustworthiness of each CR-

user's data and eliminate the effect of SSDF attackers, a 

computational trust evaluation algorithm is proposed that is 

based on the resolved likelihood of CR sensing reports. 

 

Keywords: Cognitive Radio Network, Cooperative 
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I. INTRODUCTION 
 

Cognitive Radio Network (CRN) is a novel technology 

that is a provision to overcome the spectrum scarcity 

problem in wireless networks. CRN is based on the idea of 

sharing the wireless channel between secondary users 

(SUs) and PUs in an opportunistic manner. A cognitive 

radio can only communicate on those frequencies that are 

not being used by any licensed operator. The unutilized 

parts of the desired frequency band is called spectrum 

holes [1-2].  

In order to discover the spectrum holes and collect 

information about the PUs spectrum utilization, it is 

mandatory for the SUs to sense the spectrum continually 

whether individually or cooperatively. In a cooperative 

approach, SUs share their information from RF stimuli to 

decide the presence or the absence of PU in the desired 

band, see Fig.1. Cooperative spectrum sensing itself might 

be accomplished via either decision fusion or data fusion 

[3].  In the first approach, SUs share their primary 

collected data from RF stimuli in a fusion center (FC) 

which decides the presence or the absence of PUs in the 

desired band. But in the second approach, SUs decide 

individually before sending their decisions to FC for final 

decision. Optimum signal detection requires the raw 

observations of all the SUs, i.e. a data fusion scheme is 

required [4]. Match filtering, cyclostationary feature 

detection and energy detection are three most globally 

accepted methods that are developed to sense the spectrum 

[5]. 

A. Taherpour et al. [4] propose an energy-detection 

based data fusion method and show that in fading channels 

equal gain combining (EGC) data fusion has near-optimal 

performance. They have shown that when the SNRs of the 

SUs are large enough the detector approaches the optimum 

detector. We will show that by employing this method in a 

wireless channel condition, a poor performance is 

observed when the SNR at the SU’s receivers are low. So, 

as stated in [6] an accurate knowledge of sensing statistics 

is required. To this end, we focus on estimation and 

deployment of these statistics in a cooperative hypothesis 

test approach (MAP hypothesis test). The final rule for 

decision making is data fusion scheme. In low SNR 

regime, it is shown that by deploying just mentioned 

statistics, the performance of the energy detection can be 

improved significantly. To justify the proposed scheme 

and quantify the effectiveness of the proposed method, the 

performance of EGC is considered as a benchmark.   

Although so far several methods have been proposed for 

cooperative sensing and their performance have been 

studied extensively [3, 7-8], most of previous works 

assume that the CR nodes are completely reliable, but, 

what does happen if some of the coordinated nodes report 

false data intentionally? The injected falsified data may 

stimulate the coordinated CRs to use the frequencies that 

are currently occupied by PU or wrongly prevent the CRs 

from using the unutilized parts of the frequency band. This 

well known misbehavior is called spectrum sensing data 

falsification attack [9-11]. 

This paper extends our previous work [12] on 

cooperative spectrum sensing by taking into account the 

possibility of presence such malicious nodes among the 

coordinated CR nodes. The same consequences can be 

originated from the sensors that do not function properly. 

Therefore, a robust data fusion method is required in 

coordinated nodes against fraudulent local spectrum-

sensing output that would be reported by either malicious 

nodes or malfunctioning nodes [12]. The proposed method 

acquires this robustness by determining the likelihood of 

the reported observations and then rejecting the effect of 
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the malicious nodes in a trust evaluation process.  

malicious 

nodes

PU 

Base station

CR 

nodes

6 coordinated 

CR nodes

Node i that 

coordinates 
with its five 

neighbors, two 

of which are 

malicious

Fig.1. A distributed cognitive radio network that senses 

the spectrum cooperatively 

 

A. W. Min et al. [13] propose an Attack-tolerant 

Distributed Sensing Protocol (ADSP), under which CRs in 

a clustered structure cooperatively safeguard the spectrum 

sensing process. They introduced a correlation-based filter 

that prefilters abnormal CR reports via cross-validation. 

But [13] is ignored the effect of multi-path fading due to 

this assumption that the channel bandwidth is much 

smaller than the coherent bandwidth. Furthermore, the 

authors recently have developed a trust-based malicious 

user detection algorithm [14] by considering the large 

scale wireless channel effects in a shadow fading channel 

model. The proposed algorithm in this paper is based on 

trust evaluation too. 

The application determines the exact semantics of trust 

[15]. But, the notion of trust will for our purposes 

correspond to specification of admissible types of 

evidence. To this purpose a distributed computational trust 

evaluation algorithm is proposed which assign to each 

coordinated node a trust factor that determines the 

trustworthiness of each node report. Share of each node in 

the final decision is proportional to the amount of its 

assigned trust factor. The proposed method will be 

described in detail in section III.   

 

II. BASIC ASSUMPTIONS AND SYSTEM MODEL 
 

A distributed CR network of � total number of SUs, as 

depicted in Fig. 1, is assumed to sense the spectrum in a 

cooperative manner. Each CR node shares its sensing 

results with its neighbours for final decision making. The 

channel model between the PU base station and the SUs is 

modelled by Nakagami distribution [16-20].  

It is assumed that the observation time interval  is 

selected small enough, so that all received signal at energy 

detectors (CR nodes) experience the same fading condition 

during the observation. Besides uncertainty of reported 

energy that is measured by sensor devices due to multipath 

fading phenomena and/or their malfunctioning behavior, a 

group of malicious nodes is also considered that may try to 

misinform the other SUs (SSDF attack). This case is 

shown in Fig. 1, where node � participates in cooperative 

spectrum sensing with five of its neighbours while two of 

which are malicious.  

 
Fig.2. block diagram of the sensing module of node  

 

Fig. 2 depicts the proposed sensing method 

schematically. The most substantial variables defined in 

this model are summarized in Table 1. 

Table 1. Main variables and information 

Variable Description � [ ]= {��[ ], … , �|� [ ]|[ ]}A set contains all the |� [ ]| 
neighbors of the node  that 

cooperate with  in �  

iteration 

[ ]= { [ ], … , |� [ ]|+ [ ]}
A  ×  |� [ ]| +  vector 

contains the measured channel 

energy level by node i and its |� [ ]| neighbors in ℎ 

iteration. [ ] < ≤ +| [ ]|  corresponds to ℎ 

neighbor [ ]= { [ ], … , [ ][ ]} [ ] after prefiltering, a × [ ] vector [ ], � [ ] Trust factor assigned to  by  

in ℎ iteration   

 

The proposed data fusion method is implemented in four 

steps namely pre-filtering, statistical assessment of the 

observations, trust evaluation and data fusion.  

The CR nodes use an energy detector for sensing the 

spectrum. if  represents the PU signal at the energy 

detector input of CR nodes under two hypotheses  

or , i.e. absence or presence of a legitimate signal 

respectively, then: = {                     +                           

where,  is an additive white Gaussian noise (AWGN) 

with zero mean and ⁄  variance; also  represents 

the received signal from PU which is influenced by a 

multipath Nakagami fading channel. 

Let [ ] to be the sensed and measured energy level by ℎ user at the desired band in ℎ iteration for the 

observation interval . The coordinated nodes share these 

observations. So, each node will have a table � [ ] of 

reported energy levels through coordinated neighbors. The 

final decision is based on [ ] = { [ ]} that is a × | [ ]| +  vector of measured channel energy 

level by node i and its | [ ]| neighbors in ℎ iteration. 

The shared measured-data will gives each node a snapshot 

of the current status of signal energy level in the range of 

its coverage area.  
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III. MAP-BASED COOPERATIVE SPECTRUM 

SENSING ALGORITHM 
 

A. Pre-filtering 
Consider a CR network with the model as described in 

section II; given the set of observations [ ], the prefilter, 

in first step, will reject very large or very small measured 

values (the outliers). The chosen method for this purpose 

is σ criteria. This is an efficient algorithm that can be 

employed to identify outliers in a set, i.e. members with 

extreme different value in comparison with the other 

members that are also belong to the set [21]. Based on this 

algorithm, any particular value of the set of reported 

energy ej[�]s that is not being in [el, eu] interval will be 

rejected; where, eu = μ + σ and el = μ − σ [21].  and � are mean and standard deviation of reported [ ]s 

respectively.  

B. Statistical assessment of the observations 

Given the vector [ ] of [ ] prefiltered 

energies [ ], in order to setup a MAP-based cooperative 

spectrum sensing, it is necessary to determine the 

posteriori probability  | [ ]  and | [ ] . 

The next step is to decide about the hypothesis   or  

which is given by: ( | [ ])  ><   ( | [ ])                         

or equivalently: ( [ ]| )( [ ]| )  ><                                    

The received energy at each sensor device is assumed to 

be . . . [4], so (3) can be written as: ∏ ( | )[ ]=∏ |[ ]=   ><                             

This implies that the SUs are distributed in a large 

geographical area, so it can be supposed that the received 

signal at each user experiences independent channel 

conditions. In order to evaluate (4), for each observation [ ],the conditional probabilities ( | ) 

and ( | ) must be calculated. In AWGN channel it is 

well-known that depending on whether a deterministic 

signal with energy  is presented at the energy detector 

input or not, the reported random variable [ ] (which is 

normalized by two sided noise power spectral density ⁄ ) will have a non-central Chi-square  � �� or central 

Chi-square  � �� � ⁄  distribution respectively 

[22]. ,� and Es are the observation interval, channel 

bandwidth and signal energy = ∫�
 

respectively.  

In the case that the received signal experiences the 

multipath fading condition, the ( [ ]| )  distribution 

will be the same as AWGN but determining the ( [ ]| ) distribution is not straight forward. Thus, in 

the following, we determine the conditional probability of ( [ ]| ) when the PU’s signal experiences a 
Nakagami multipath fading channel with parameter . Let 

 to be the average received power at energy detector, 

then, the probability density function of instantaneous 

received power  is given by [16]: 

� | =  ( ) −� −�                           

Moreover, ( [ ]| ) can be rewritten as: ( = [ ]| ) = ∫ ( = [ ]| , )∞ � |          

As stated above, the probability density function of ( = [ ]| , ) is a non-central Chi-square 

distribution � �� �⁄  with two parameters � and ⁄ . Therefore: ( = [ ]| , ) = 

− [ ]+ � ( [ ] ) ��−
− √ [ ]    

where � .  is a modified Bessel function of the first kind. 

For large value of �, a non-central chi-square 

distribution � �� �⁄  can be approximated as a 

Gaussian distribution with mean � +  and variance 

of � +  [23]. Applying the aforementioned 

approximation and using (5), (6) can be rewritten as (8). 

When the SNR at energy detector is small, the signal of 

 has a little effect on the variance of the test statistics 

[23]. Thus,  will be negligible and it can be assumed 

that the variance of the PU signal is � in both 

decision hypothesizes  and . So, with some 

mathematical manipulation, (8) can be written as: 

 

( = [ ]| ) = ∫ √ �( � + ) e− [ ]− ��− ��� ( [ ]) −� −� [ ]∞  = 

∫ � − √ � � +  − − [ ]− ��− ��� −�� [ ]∞                                       
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( = [ ]| ) = ∫ −√ � � − −���∞                                                                                                                

 where, C  and C  are given by: 

= � e− �� [ ]− [ ]− �� + 4� [ ]− ���   = [ ] − � − [ ]− �                                                                                                                                           

( = [ ]| ) = ∫ −√ � � e− −���∞  = ���→  (∫ √ � � e− −���∞  )  = 

���→  −− � + �� −( + �)√ �                                                                      

( = [ ]| )  =
{  
  [ ] ��− − [ ]/��� �                                                                                   =

→  −− � + �� −( + �)√ �                  =                            

 

And using the properties of the Gaussian function [24], 

(8) can be written as (11); where, � = √ � ∫ −� / � ∞� is the Gaussian Q-function. 

Relation (11) gives a closed-form solution for 

computing P( = [ ]|H ). Finally, the conditional 

probabilities P( = [ ]|H ) and P( = [ ]|H ) 

can be determined as follows (12). 

Determining (12) in a channel model with specific value 

of parameter , requires higher order derivatives of the  

function. It can be easily shown that: � = � �√ � −� /  � + � = �′ � − �� �  , � � = −        

If → , it is expected that the probability distribution 

of random variable = [ ]|  converges to =[ ]| . As can be seen in Fig. 3, when the average 

received signal power  at the energy detector goes to 

zero, ( = [ ]| ) converges to ( = [ ]| ) 

which truly justifies our analysis. 

 

Fig.3. The convergence of ( = [ ]| ) to ( = [ ]| ) when →  

C. Trust evaluation procedure 
In order to make a correct decision for the absence or 

the presence of a primary user in a particular band where 

uncertainties due to malicious nodes data falsification are 

encountered, the need for a strong data valuation method 

seems vital. To this purpose, a distributed computational 

trust evaluation algorithm is proposed which can be 

deployed by each CR node to assign to each cooperative 

node  (neighbour node) a trust factor [ ] that 

determines the reliability of ℎ node’s report. These trust 

factors should be used such that it can decrease the 

contribution of un-trusted nodes in channel assessment.  

In our algorithm, the trust factor of a node is a point on 

an exponential curve y x = e−ax that is named trust 

diagram. The coordinates of this point will be updated 

with each transaction between node  (for example) and 

each neighbour. The algorithm of determining the 

normalized trust factor [ ] for ℎ neighbour after ℎ iteration in trust evaluator block is defined as follows. 

For all nodes that are participated in ℎ spectrum sensing 

iteration: 

1) If  is a new neighbour 

- Initialize its trust factor to [ − ] = | [ ]|⁄ . 

2) Otherwise, Make the uncoordinated decision [ ] 
based on just the �’s report [ − ]: 
( [ − ]| )  [ ] =  ><[ ] =   ( [ − ]| )     

- If [ ] and the coordinated decision [�] are the same 

(the ’s report is consistent with cooperative decision), 
then set [ ] = �� { [ − ] + , } (this 

corresponds to a linear increase in trust factor) 

- Otherwise, If   [ ] ≠ [�] (the ’s report is not 
consistent with cooperative decision) then [ ] =
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 −� × [ − ] (this corresponds to an exponential 

decrement in trust factor). 

The steps of the proposed trust evaluation algorithm are 

depicted in Fig. 4. 

 
Fig.4. Trust evaluation 

 

D. Data fusion algorithm 
Our reference in channel assessment is (4) which is 

rewritten as:  ∑ [ ] ( [ ]| )[ ] |[ ]
=   ><  [ ]    

 

The left-hand side of (15) is the sum of [ ] values 

each of which depends upon just one of the [ ] node’s 
report. This summation can be expressed as a weighting 

average with equal weight of  [ ] for each component. In 

order to decrease (or increase) the impact of a particular 

node for final decision, its corresponding weight should be 

decreased (or increased). The trust factor, computed from 

previous subsection III.c, is a parameter with this desired 

intuitive characteristic. Hence, for ℎ node, [ − ] in 

a normalized form [ − ] will deploy as the 

weight of its component in (15): ∑ [ − ] [ ]|[ ]|[ ]
=   ><  [ ]  

 

where [ − ] is the trust factor determined from 

previous interactions and [ − ] = [ ].   
The flowchart of the overall proposed cooperative 

spectrum sensing method is shown in Fig. 5. 

 

IV. THE ESTIMATION OF NECESSARY 

PARAMETERS 

SECURE COOPERATIVE SPECTRUM SENSING ALGORITHM 

Trust Evaluation and Cooperative Decision MakingPrefiltering
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Fig. 5. The overall proposed cooperative sensing procedure 
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To make the final decision (through (16)) for hypothesis 

 or , the priority probabilities of  and  

must be determined. The utilized method in this paper is 

based on the algorithm that is introduced in [25] and will 

be explained in section V. The other parameter is average 

received power [ ]. For this purpose, maximum 

likelihood estimator (MLE) is used. MLE assumes that the 

sample data set � [ ] = [ ]�  represents the 

� [ ], … , [ ]; [ ]  population and it chooses 

those values for parameter  that most likely cause the 

observed data to occur [24]. Thus, given � [ ] =[ ] � = ,… , [ ]), the ML estimate for [ ], i.e. ̂ [ ], can be determined from the likelihood equation as:  ̂ [ ] =���  � [ ] [ ], … , [ ][ ]; [ ]                                                                 

Hence, 

 � � [ ] [ ],…, � [ ][ ];� [ ]
�� [ ] | �̂ [ ] =                                                                        

The node’s observations are assumed to be independent, 
So:          ∏  [ ]= [ ]; [ ][ ] | �̂ [ ] =         

 

Substituting (5) into (19) and taking the derivation, it can 

be easily shown that: ̂ [ ] = ∑ [ ][ ]= [ ]                             

 

V. PERFORMANCE EVALUATION 
 

A. Simulation Setup 
A group of � coordinated secondary users with the 

model of Fig. 1 is considered. The channel model between 

the CR nodes and the PU’s base station is assumed to be 
Nakagami with = , i.e. a Rayleigh fading channel. For 

the rest of this section and throughout the simulation steps, 

we focus on one of the CR nodes, node , and its 

neighbours. The simulation parameter settings are as 

follows. The number of coordinated neighbours is 

assumed arbitrary to be |� [ ]| =  and all nodes are 

assumed to be honest. This assumption is temporary and it 

will be relaxed soon.  Observation interval T and channel 

bandwidth � are chosen such that � = .  

To evaluate (16) and make the final decision for 

hypothesis  or , the priority probabilities of  

and  must be determined. As was explained earlier, 

H. Kim in [25] proposed a simple method to estimate these 

parameters. Based on this algorithm, the probability of  whitin ℎ iteration, � [ ],  can be defined as [25]:   

� [ ] = { ∆          ,  � [ − ] =∆          ,  � [ − ] =            

where, ∆ and ∆  are the probability of staying in 

an idle state (the absence of PU) and the transition 

probability from  to  respectively. ∆ is the elapsed 

amount of time from the most recent sensing from − ℎ to ℎ iteration. When the PU channel usage 

model is an Erlang-distributed
1
 or is an exponentially-

distributed, [25] shows that the transition probabilities will 

be as (22) or (23) respectively. ∆ = + −∆ ∆    ∆ = − −∆ ∆                                  ∆ = − + . −(�� + �� )∆  ∆ = − − − . −(�� + �� )∆       

In (23), �  and �  (the parameters of the exponential 

distribution) are the mean values of the time interval that 

the channel is free or occupied with PUs respectively; and = � ( � + � )⁄  is the utilization factor of the 

channel by the PU network.  

To evaluate the performance of the given method, two 

prevalent parameters �(false alarm probability) and Pd (detection probability) are considered. � determines 

the ability strength of the applied method for detecting the 

spectrum holes and has impact on the spectral efficiency 

of the CRN; but, Pd determines the ability strength of the 

employed method in detecting and avoiding interference 

with the PUs. If  shows the decision about channel 

occupancy at the FC, false alarm and detection probability 

are defined as: � = = |    = = |                                               

B. Sensing Performance Evaluation 
Fig. 6 shows the performance of the reference model 

versus different threshold values. For lower SNR, say < −  and for detection probability higher than 

95%, the false alarm probability of the reference model is 

larger than 15%. In other words, the reference model 

always loses at least 15% of the opportunities.  This figure 

shows that EGC method cannot ever reach to a reasonable 

performance.  

 
Fig.6. The performance of the reference model vs. 

different threshold values 

 

                                                           
1 The Erlang-distributed (or exponentially distributed) channel 

model means that the time interval between channel state transition 

follows an Erlang distribution (or exponential distribution). 
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The performance of our proposed method is depicted in 

Fig. 7 and is compared with the reference method versus 

coordinated nodes number. This figure shows that 

for | [ ]| =  and = − ,  and � of the 

reference model is 89% and 37% respectively. This 

corresponds to a loss of 37% out of the opportunities and 

11% of the instances interference with PUs. In a similar 

condition, detection probability  and false alarm 

probability � of the proposed method are 98% and 0.2% 

respectively. 

 
Fig.7. Comparison of the proposed method and reference 

model 

 

 
Fig.8. Pd and Pfa of the proposed method versus 

coordinated nodes number 

 

Fig. 8 illustrates the detection probability and false 

alarm probability of the proposed method for three 

different SNR values versus coordinated node number. As 

the number of the coordinated nodes is increased, the 

performance of the method in detecting the spectrum holes 

and avoiding the PUs increases too. 

C. Attack Tolerant Evaluation 
Up to now, the effect of the malicious node or 

malfunctioning nodes are not considered. To test the effect 

of such nodes on  and �, worst condition is assumed; 

i.e. when the channel is occupied, malicious nodes report 

the smallest possible value which can be passed from the 

pre-filter block, but when the channel is free, malicious 

nodes report largest possible value which can be passed 

from the pre-filter. 

If trust evaluation is deployed, the cooperative node will 

be able to recognize the malicious behaviors and decreases 

their effects on the next sensing processes and finally 

eliminates their impacts. But the more fatal case is when 

the nodes behave honest and malicious alternatively. 

Although these malicious nodes degrade the performance 

of the network but because of their disingenuous behavior, 

they can remain undetected. This attack is known as On-

Off attack [26]. 

 
(a) 

 
(b) 

Fig.9. (a) Detection probability versus malicious node 

number with On-OFF behaviour. (b) False alarm 

probability versus malicious node number with On-OFF 

behaviour. 

 

This attack can be realized because the trust evaluation 

is a dynamic process through time domain. In order to 

assess the power of the proposed method against such 

nodes behavior, in the simulation, we assume that some 

nodes are On-OFF attackers. Fig. 9 (a) and Fig. 9 (b) show 

the detection and false alarm probability of the proposed 

sensing method in such condition respectively. In these 

figures BCP represents the Behavior-Change Period. As 

can be seen from the figures, how much the BCP is larger, 

the trust evaluator will then have much time to monitor the 

behavior of the malicious nodes and eliminates their 

harmful effects, thus the performance of the method 

increases consequently. 

 

VI. CONCLUSION 
 

A cooperative method for sensing faded and low-power 

PU signals is proposed. The proposed method utilizes the 

necessary estimated statistics to setup a MAP hypothesis 

test scheme for decision about the channel occupancy. 

When the SNR of the received PU signal at the energy 

detector is low, it is found that the deployment of these 

statistics can improve the performance of the energy 

detector by determining the likelihood of the reported 
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observations. The proposed method provides a robust 

method against wireless channel perturbation and a 

decision rule in presence of uncertain measurements. Also, 

a computational trust evaluation algorithm is proposed to 

eliminate the effect of the malicious CR nodes that try to 

misinform the other CR nodes that cooperate with them 

(SSDF attackers). An extensive simulation is performed to 

justify the performance of the proposed method. Results 

confirm the effectiveness of the proposed method. 
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