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Abstract – Phishing is process of steeling valuable 

information such as ATM pins, Credit card details over 

internet.  Where the attacker creates mimicked web pages 

from the legitimate web pages to fool users. In this paper, we 

propose an effective anti-phishing solution, by combining 

image based visual similarity based approach to detect 

plagiarized web pages. We used effective algorithms for our 

detection mechanism, speeded up Robust Features (SURF) 

algorithm in order to generate signature based on extracting 

stable key points from the screen shot of the web page. When 

a legitimate web page is registered with our system, this 

algorithm applied on that web page in order to generate 

signatures, and these signatures are stored in the database 

for our trained system. When there is a suspected web page, 

this algorithm is applied to generate both the signatures of 

the suspected page and is verified against our database of 

corresponding legitimate web pages. Our results verified that 

our proposed system is very effective to detect the mimicked 

web pages with minimal false positives. 
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I. INTRODUCTION 
 

We are living in a world where the majority of the 

activities are centered on the vital term “Information”. 

Keeping in view this importance for information, it is 

obviously necessary to safe guard the information. The 

most prominent attack causing information breach is the 

“Phishing”. Phishing is nothing but attempting to acquire 

critical information by masquerading as a trustworthy 

party. This is typically done using e-mails prompting the 

users to enter their critical information like credit card 

details, the username and password of mail accounts, etc. 

The reason why an individual fall prey to this type of 

attack is that they direct the user to the fake pages and 

websites whose look and feel are similar to the legitimate 

one. We have had the first description of phishing in detail 

early in the year 1987. Since then, we have been coming 

across various variants of Phishing. The most famous and 

widely used techniques are namely Spear Phishing, Clone 

Phishing, Whaling, Link Manipulation, Filter Evasion, 

Website Forgery, Phone phishing.  

Also, among the various kinds of attacks, the major type 

of attacks reported is Website Forgery, where in the user is 

redirected to a fake site causing the theft of important 

information and thereby leading to disastrous outcomes. 

Also it is quite common that, the content of the pages of 

the websites have become dynamic, which cause the 

content to change according to the choice of the users. 

This fact has become a hurdle for the existing systems to 

detect the Phished pages or fake websites. The best 

examples for the websites of this kind are the Banking 

sites and mail pages of Yahoo, Google, etc. The content of 

such pages keep on varying making it difficult to spot the 

discrepancies through the use of traditional anti-phishing 

tools.  

The recent demography result by Anti-Phishing 

Working Group confessed that by the ending of December 

2011, around 32,979 phishing reports have been 

chronicled. The seriousness and severity of the situation 

can be understood from the above stated figures. 

Thus, there is a dire need for us to design such a remedy 

which can address the above problem and stand out from 

the traditional tools available. Particularly, they should 

address the present day needs like that of detecting 

phishing of a dynamic webpage, which has been made 

difficult due to the images and other content present.  

 

II. RELATED WORK (ASSOCIATED WORK) 
 

With the prior knowledge that we possess on this 

phishing issues, a major set of methodologies have been 

employed, in order to diminish them. One way is to stop 

phishing at the e-mail level itself which is as specified by 

Adida, Hohenberge, &Rivest in 2005 as the most common 

phishing technique is using spam mails to attract the users 

to the fake websites or web pages. The other technique is 

using tools for detecting phishing. The best example for 

this is the Phishing filter in IE7 (Sharif, 2006). Bridges 

and Vaughn (2001), Dhamija and Tygar (2005) proposed a 

technique which uses a cryptographic identity-verification 

that makes the remote servers to which we are connecting 

prove their identity. 

 

III. METHODOLOGY 
 

Our approach for interest point detection uses a very 

basic Hessian-matrix approximation which reduces the 

computation time. 

3.1. Integral Images 
In order to make the article more self-contained, we aim 

at a brief discussion of the concept of integral images. 

These help in faster computation speeds upon convolution 

filters of box types. The item set result of the integral 

image IΣ(x) confined to a location value x = (x, y)>helps 

in representing the result of summation of all pixel 

valueswith respect to input image I, for a rectangular 

region with origin and x values taken. 

                             (1) 
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After the computation of the integral image has been 

done, set of three additions will be required in order to 

calculate the summations of the upright intensities, 

rectangular area (as depicted in figure 1). It is worth 

knowing that the time for any sort of calculations is 

independent of the size as we have been using filters of 

huge sizes. 

3.2. Hessian Matrix Based Interest Points 
We base our detector on the Hessian matrix because of 

its good performance in accuracy. More precisely, we 

detect blob-like structures at locations where the 

determinant is maximum. Using integral images, it takes 

only three additions and four memory accesses to calculate 

the sum of intensities inside a rectangular region of any 

size. Hessian also for the scale selection, as done by Lin- 

deberg.  

For any x = (x, y), from the image I, Hessian matrix 

H(x, σ) with respect to x scaled σ is given by 

 
Fig.1. Using integral images 

 

S=A-B-C+D   -- (2) 

H 𝑃, s =  
𝐿𝑥𝑥 𝑃, 𝑠 𝐿𝑥𝑦 𝑃, 𝑠 

𝐿𝑥𝑦 𝑃, 𝑠 𝐿𝑦𝑦 𝑃, 𝑠 
 − (3) 

 

 

Lxx(x,y,σ) is the Laplacian of Gaussian of the image. 

H x, σ =  
𝐿𝑥𝑥 𝑥, 𝜎 𝐿𝑥𝑦 𝑥,𝜎 

𝐿𝑥𝑦 𝑥,𝜎 𝐿𝑦𝑦 𝑥, 𝜎 
 − (4) 

 

Here Lxx(x, σ) corresponds to the convolution of the 

Gaussian derivative of order two. ∂2 ∂x2 g(σ) with respect 

to image at x, the above resembles for both  Lxy(x, σ) and 

Lyy(x, σ). Gaussians hails to be optimum for scale-space 

analysis [9,10], but in general they are needed to be 

cropped and discrete. The resultant of the above is that it 

hails loss with respect to repeatability under image 

rotations around odd multiples of π 4. In general Hessian-

based detector holds for weakness. Hessian matrix for pure 

image rotation of two detectors with rate of repeatability is 

being depicted in figure 3. The actual value of the 

repeatability in general relies to be a maximum value 

around multiples of π 2 due to the fact that we have filter 

shape to be a square. Never the less, the detectors still 

perform well, and the slight decrease in performance does 

not out- weigh the advantage of fast convolutions brought 

by the discretization and cropping. We aim at pushing the 

approximations for Hessian matrix further with box 

filters(right side of fig-2) due to the fact that real filters in 

general are non-identical and as even the defined Lowe’s 

success with his LoG approximations is attained. Integral 

images are generally used for the evaluation of Gaussian 

second order derivatives at very less computational costs 

and the cost of time for computation is always independent 

of the size of the filter. As given under result section and 

as depicted under fig-3, performance in general 

compatible or better explained with respect to discretized 

and cropped Gaussians. 

 
     Fig.2. 9x9 box filter 

 

Fig.2 Left to right: the (discretised and cropped) 

Gaussian second order partial derivative in y-(Lyy) and 

xy-direction (Lxy), respectively;  

The 9 × 9 box filters in figure 2 are approximations of a 

Gaussian with σ = 1.2 and represent the lowest scale (i.e. 

highest spatial resolution) for computing the blob response 

maps. In general these values are denoted here by Dxx, 

Dyy, and Dxy. For the sake of computational efficiency, 

we apply weights on rectangular regions and as well as 

keep them simple. The resultant is given by 

        -- (5) 

In order to equate the expression for the Hessian’s 

determinant, we take the aid of the relative weight w of the 

filter responses. The above strategy helps for the energy 

conservancy between the Gaussian kernels and its 

approximates given by 

W =
 Lxy   1.2  F  Dyy   9  F          

|Lxy  (1.2)|F |Dyy  (9)|F
  = 0.912…~ 0.9          - -  (6) 

 

Here |x|F gives the Frobenius norm. Notice that for 

theoretical correctness, the weighting changes depending 

on the scale. We have kept this factor to be constant in 

general, as there has not been any noted significance on 

our results. Moreover, filter responses have been 

normalized in accordance to its size which assurances for a 

fixed Frobenius norm for filter of any size, which has a 

very high prominence with respect to Hessian space 

analysis as depicted in the following section. The blob 

responses generated as a result of determinant 

approximation with respect to image at location x are been 
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stored in response maps over varying scales thus detecting 

its local maxima.  

3.3. Scale Space Representation 
Interest points are in general needed to be found at 

varying scales, not just for the sake of the reason that the 

search of correlations often requires their comparisons in 

images seen at differed scales. Scale spaces in general are 

instrumented as an image pyramid. The images are 

repeatedly smoothed with a Gaussian and then sub-

sampled in order to achieve a higher level of the pyramid. 

In order to derive DOG(Difference of Gaussian) image 

which ensures the derivation of edges and blobs, we aim at 

Lower subtracts for these pyramid layers. We need not 

apply same filter to the outcome of the previous derived, 

and we could directly apply box-filtering of taken size 

with same speed straight away on the original image and 

in parallel as well (although the lateral is not derived 

here),due to the optimal usage of box filters and integral 

images. Rather than the aspect of reduction of image size 

as given in figure-4, the scale space is generally analyzed 

by up-scaling the filter size. The outcome of the 9 × 9 

filter, as given in the previous section, is been considered 

to be initial scale layer, on which we aim at referring scale 

value as s = 1.2 (by relating Gaussian derivatives with σ = 

1.2). As a resultant of filtering of image with moderately 

bigger masks, by taking the discrete nature of integral 

images and clear-cut structure of taken filters the below 

stated layers are obtained. Note that our main motivation 

for this type of sampling is its computational efficiency. 

Furthermore, as we do not have to down sample the 

image, there is no aliasing. On the downside, box filters 

preserve high-frequency components that can get lost in 

zoomed-out variants of the same scene, which can limit 

scale-invariance. This was however not noticeable in our 

experiments. 

The scale space in general is divided into octaves, where 

each octave defines a series of filter response maps derived 

as a result of convolving the same input image with 

respect to increased size filter. As a whole, octave in 

general encompass with a scaling factor of 2(implying the 

fact of need size of filter to be doubled, as given below). It 

should be noted that here each octave is divided into scale 

levels constantly derived. In accordance to the discrete 

nature of integral images, the scale differences between 

subsequent scales at minimal level hails on the length l0 of 

the positive or negative lobes of the partially second 

ordered derivative with its direction of derivation (x or y), 

which is placed to thethird of the filtered size length. In 

general for 9 × 9 filter, the length l0 value corresponds to 

3. For two successive levels, we must increase this size by 

a minimum of 2 pixels (one pixel on every side) in order 

to keep the size uneven and thus ensure the presence of the 

central pixel. This results in a total increase of the mask 

size by 6 pixels. Note that for dimensions deferent froml0, 

rescaling the mask introduces rounding-off errors. 

However, since these errors are typically much smaller 

than l0, this is an acceptable approximation. 

 

 
Fig.3. 9x9,15x15 box filter 

 

Fig.3. Filters Dyy (left) and Dxy (right) for two 

successive scale levels (9 × 9 and 15 × 15). For guaranteed 

presence of central pixel(top), the length of dark lobe 

could be increased by a even factor of the number of 

filters.Due to the constructional aspect of scale space 

starting with the 9 × 9 filter, calculation of the blob 

response of the image could be derived for the least scale. 

After having finished with the above, 15×15, 21×21, and 

27 × 27 sized filters are applied, by using which a 

significant scale change of 2 could be achieved. But this is 

needed, as 3D non-maximum suppression is applied both 

spatially and over the neighboring scales. Therefore, first 

and last Hessian response maps in the stack will not 

contain such maxims, and hence are only used for the 

comparisons only. Therefore, after interpolation, the 

smallest possible scale is σ = 1.6 = 1.212 9 corresponding 

to a filter size of 12 × 12, and the highest to σ = 3.2 = 

1.2249. For more details, we refer to. Similar 

considerations hold for the other octaves. The filter size 

and sampling intervals for the interesting point extraction 

can be doubled (laying from 6 to 12 to 24 to 48) for every 

upcoming octave. These results in the reduction of 

computation time and bearable loss in accuracy in image 

sub-sampling compared to the traditional approaches. We 

continuously scale space analysis for varying filter sizes 

(15,27,39,51 for second octave; 27,51,75,99 for third; 

51,99,147,195 for fourth) as long as original image size is 

larger than the corresponding filter size. It should be noted 

that even more octaves are analyzed at the same time scale 

of interest points per octave degrades very rapidly, mainly 

between first filters within the octaves.  

The logarithmic horizontal axis represents the scales. 

Note that the octaves are overlapping in order to cover all 

possible scales seamlessly. 

We have derived scale space with fine sampling range; 

here we aim at doubling the size of the image at first by 

the aid of linear interpolation and thereafter deriving first 

octave by filtering with a size 15. In addition we include 

filters with sizes are 21, 27, 33, and 39. This derivation 

aspect as mentioned continues for second, third octaves 

etc.; generally by increasing the sizes by 12 pixels. Now 

the scale change between the first two filters is only 1.4 

(21/15). The resultant of quadratic interpolation at lowest 
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scale for an accurate version detected, is given by s = 

(1.2189)/2 = 1.2. In according to the fact that Frobenius 

norm remains unchanged for our filters of varying size, as 

these are already been scale normalized, further weighting 

of the filters response is not required, same depicted as in 

[11]. 

3.4. Interest Point Localization 
In order to localize interest points in the image and over 

scales, non-maximum suppression in a 3* 3 *3 

neighborhood is applied. Specifically, we use a fast variant 

introduced by Neubeck and VanGool [12]. As per the 

methodology proposed by Brown et al, ceiling point of the 

Hessian matrix’s determinant is insinuated with respect to 

scale and image scale.As scale values of first layers for 

each octave is comparably high, Scale space interpolation 

has a very vital role in our case. 

 

IV. RESULTS AND ANALYSIS 
 

In this approach we kept two types of datasets, one isa 

trained dataset and the other is a test dataset. The trained 

dataset maintains the database of legitimate web pages of 

all types and the test database is suspected web pages.  

As being done with the aid of SURF, the resultant 

phishing values are being noted as depicted in the below 

table. The below tables corresponds the octave values of 

various sites that are been mostly used and pruned to be 

under the culture of phishing. 

Table 1: phishing values using SURF 
Domains 

 

Initial      

Points 

Octave 0 

 

Octave 1 

 

Octave 2 

 

Canarabank.in 1140 416 122 72 

Icicibank.com 2039 864 234 46 

Yahoo.com 1907 700 187 48 

Irctc.co.in 1138 267 111 3 

Gmail.com 289 320 87 52 

     

In order to analyze the performance of our proposed 

system, we collected 1000 web pages by using various 

keywords i.e., banking, mail, social networking… 8 web 

pages which are phishing ones one domain. Combined all 

these, we got 1008 web pages, trained all these and tested 

with legitimates well as plagiarized one. 

Table 2: Plagiarism check at multiple stages 

Domain Name Level 1 Level 2 

Icici.com 186/141 186/178 

Hdfc.com 122/90 122/108 

Irctc.co.in 212/172 212/202 

Yahoo.com 148/132 148/139 

Gmail.com 152/147 152/149 

 

The above table shows the web pages which are trained 

and tested against test data at different stages. We 

considered most of the financial web applications, first we 

trained the web pages and they are verified against test 

data and in the first level 45 web pages are similar, in this 

stage 141 web pages out of 186 web pages are similar and 

finally in the last stage 178 web pages are similar out of 

186 web pages, this specifies that the remaining 8 web 

pages are detected as plagiarized pages in a single web 

application. 

  

V. CONCLUSION 
 

In this paper we have presented an effective approach in 

order to detect plagiarized web pages by comparing visual 

similarities along with the digital signature between a 

suspicious web page and the potential, legitimate target 

page. As our proposed system is purely trained server side 

system there is no burden on the client in order to justify 

whether the received web page is legitimate or not.By 

taking a features and key elements of legitimate Web 

pages and we make them as resources to compare the 

suspected web pages by using “Speeded Up Robust 

Features” algorithm. By applying SURF algorithm high-

resolution can be created in case there are some changes of 

illumination, color, blur and et cetera, and processed fast. 

To conclude, we have shown with tested legitimates, the 

effectiveness of the proposed algorithm (SURF) over other 

primitive algorithms with all its subsets being proved with 

sufficient computational results.  
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