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Abstract – The aim of this paper is to demonstrate the use
of Power line (A.C mains) based security system i.e.
developing the hardware for a microcontroller module that is
to be interfaced to sensors which will detect breaches in
security and developing a power line communication modem
for sending/receiving data from the microcontroller modules
over the power line. As soon as any one of the sensors in an
establishment is triggered, the microcontroller will send data
to the power line communication modem over UART. The
modem will then convert the incoming data into a packet,
modulate it using ASK and transmit it over the power line
through the coupling circuit. The modem at the security
cabin will demodulate this packet and send it to the
microcontroller over UART. The microcontroller then
activates the alarm and displays the location and nature of
the breach on the display
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I. INTRODUCTION

Power line based home security system aims to make
use of the existing AC mains electric supply for
communication between a home and security services.
Whenever a breach in the security of a particular home is
detected, the security service is immediately notified of the
location and the nature of the breach using the power
lineas a medium of communication. The biggest advantage
of using the power line as a medium of communication for
home security is that there are almost no infrastructure
costs involved in setting up the communication network,
which is especially beneficial for housing societies
consisting of large number of apartments.
Power Line Communication (PLC) is a communication
technology that enables transmission of data over existing
electrical power cables i.e. with just power cables running
to an electronic device. For instance, one can both use it as
power supply and transmit/receive data from it in a half-
duplex manner. Power line communication (PLC) modems
transmit digital data on the live and neutral cables of the
grid power distribution network. This data is typically
transmitted at carrier frequencies in the range from 50 kHz
to 500 kHz using various modulation techniques like
amplitude shift keying (ASK), frequency-shift keying
(FSK), binary phase shift keying (BPSK), and direct-
sequence spread spectrum (DSSS).

II. REVIEW OF LITERATURE

Home security systems have become a necessary
investment in recent times with the rising rate of crime.
Many houses lie vacant for most of the day as the tenants
are away at work, school or college. Without a method for
detecting break-ins and alerting concerned authorities,
these vacant houses become an easy target for burglars.
Statistics show that over 60% of burglaries can be
prevented by installing a home security system. These
security systems successfully deter robberies from taking
place as most thieves are looking for a quick and easy job.
The home security systems in use in housing societies
today require setting up a separate wired communication
network between all the houses and the security cabin. In
the case of large housing societies this becomes
particularly cumbersome. Significant cost is incurred in
setting up this network which may deter some users from
installing the system in the first place. Adding users to the
network at a later point in time may also become difficult.
This especially becomes an issue when installing the
system in housing societies that are a few years old. The
alternative is to use the power line as a medium of
communication for our system. The advantages of using
the power line for communication with the security
personnel for our project are:

Since we are making use of the already existing power
line network to which every house in the housing society
is connected, there are no infrastructure costs involved.

There is a much greater degree of flexibility. Adding
users who were not part of the system is simply a matter of
plugging in the device to the power line.

Power line based security systems can easily be installed
in societies that are old.
PLC Market: Overview

PLC can be broadly classified into two categories:
1. Narrowband PLC
2. Broadband PLC

Narrowband PLC[4] works at lower frequencies (3-500
kHz), lower data rates (up to 100s of kbps), and has longer
range (up to several kilometers), which can be extended
using repeaters. Broadband PLC works at higher
frequencies (1.8-250 MHz), high data rates (up to 100s of
Mbps) and is used in shorter-range applications.

Recently, narrowband Power Line Communication has
been receiving widespread attention due to its applications
[7] in home automation and in its applications for the
Smart Grid. Another application that narrowband PLC has
been used in is smart energy generation, particularly in
micro-inverters for solar panels. Broadband PLC, in
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contrast, has mainly found acceptance as a last-mile
solution for Internet distribution and home networking.
With its high data rates and no additional wiring,
broadband PLC is seen as an exciting and effective
technology for multimedia distribution within homes.
PLC Communication Standards

European CENELEC StandardEN50065 [3] defines the
allocation of the frequency spectrum for the use of power
line communications. This standard is followed for power
line communication devices in India as well. Signaling
above 150 kHz is banned due to potential interference with
low frequency licensed radio services. As we can see from
the figure above, bands ‘B’ and ‘C’ are available for
consumer use. The result of these regulations is that the
consumer uses bands that are too narrow for the effective
use of spread spectrum technology, which makes it
necessary to use modulation techniques like ASK.

Fig.2.1. European power line communication frequency
allocation

Comparison between PLC, Wi-Fi and Ethernet for
home security
1. Power Line Communications:
 Advantages:
 No infrastructure cost related to setting up

communication network.
 Flexibility of modification.
 Simplicity of installation
 Disadvantages:
 Sources of interferences.
 Only suitable for local applications.

2. Wi-Fi:
 Advantages:
 High mobility.
 Disadvantages:
 Sources of interferences.
 Less security.
 High cost of setting up communication network.

3. Ethernet:
 Advantages:
 Large networks.
 High data rates.
 Disadvantages:
 High cost of setting up communication network.
 No flexibility.

III. SYSTEM DESIGN

System Description
Sensors:

Three sensors for security i.e. door sensor, window
sensor and smoke sensor will be used. When there is a
breach, the respective sensor will get activated and the
signal will be sent to the microcontroller.
Microcontroller:

When the microcontroller receives a signal from any
one of the sensors, it will send the data which is to be sent
to the security cabin to the power line modem through
UART.
Keyboard:

The keyboard is connected to the microcontroller to
enable the user to arm and disarm the system and also for
authentication purposes.
LCD:

The 16*2 LCD is used for displaying the current status
of the system. It is also active at the time of entering the
password.
Power Line Modem:

The power line modem receives the data from the
microcontroller through UART, modulates it using ASK
and couples the signal to the power line through the
coupling circuit and the modem at the security cabin will
demodulate this signal and send the data to the
microcontroller.
Microcontroller2:

This microcontroller will receive the data and will
trigger the alarm to alert the security service.
Graphical LCD:

A Graphical LCD is used to display to display the
location and nature of the breach in the form of a
computerized layout. E.g.: “Smoke Detected at Unit 4 of
Flat no. 201”.

IV. SELECTION OF COMPONENTS

4.1 PIC18F4520
A microcontroller is a small computer on a single

integrated circuit (IC) containing a processor core,
memory, and programmable input/output (IO) peripherals.
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Microcontrollers are designed for embedded applications.
A microcontroller can be considered a self-contained
system with a processor, memory and peripherals and can
be used as an embedded system. Typical input and output
devices include switches, relays, solenoids, LED’s, small
or custom LCD displays, radio frequency devices, and
sensors.
Features:
 Wide operating Voltage range; 2.0V to 5.5V
 10-bit ADC, 13 channels, 100K samples per second
 Four Timer modules
 Priority levels for interrupts
 Enhanced Addressable USART module
 Four Timer modules
4.2 TDA5051AT:

The TDA5051A is a modem IC, specifically dedicated
to ASK transmission at 600 baud or 1200 baud data rate. It
operates from a single 5 V supply.
Features:
 Full digital carrier generation and shaping
 Modulation/demodulation frequency set by clock

adjustment, from microcontroller or On-chip oscillator
 Fully integrated output power stage with overload

protection
 Automatic Gain Control (AGC) at receiver input
 8-bit A/D (Analog to Digital) converter and narrow

digital filtering
 Digital demodulation delivering baseband data
 Few external components for low cost

applicationsSO16 plastic package

Fig 7.2 Pin diagram of TDA5051AT

4.3 Smoke Sensor (MQ6):
A smoke detector is a device that detects smoke,

typically as an indicator of fire.
Features:
 High Sensitivity to LPG, iso-butane and propane.
 Fast response, stable and long life.
4.4 Window Sensor (MOC7811):

Slotted couplers consist of an infrared emitting diode
facing a photo detector in a molded plastic housing. A slot
in the housing between the emitter and the detector
provides a means of interrupting the signal. A wide
selection of standard and custom housings and detector
functions is available. All IREDs and photo detectors in
the miniature Case 349(see Silicon Photo detectors) can be
used in these housings.

Fig.7.3. Window Sensor (MOC7811)

4.5 Door Sensor (Reed Switch):
The reed switch is a small electromechanical device

having two ferromagnetic reeds that are sealed in a glass
envelope. When brought into a magnetic field the reeds,
which are ferromagnetic will close, creating a switching
function. The orientation and direction of the permanent
magnet will determine the opening and closing of the
switch.
4.6  78250MC:

The Murata 78250MC is a small signal transformer. It is
used to isolate the modem circuitry from the power line.
has a primary and two secondary winding, one of them
having a ratio of 4 : 1, the other with a 1 : 1 ratio.
4.7 Display:
4.7.1 LCD (16x2):

The home module uses a LCD with a resolution of 16x2
for displaying the data. 7.7.2 Graphical 4.7.2 LCD
(128x64):

The receiver module uses a graphical LCD with a
resolution of 128x64. The graphical LCD is used so that
all the data related to the intrusion can be displayed at
once.

V. SOFTWARE DESIGN

The software implementation of the project is split into
two components, for the two different modules. We have
used Mikro C for programming our microcontroller. The
flowchart for the same are given below:
5.1 Home Module:
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5.2 Receiver Module:
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VI. SIMULATION RESULTS

6.1 Power Supply:

Fig.6.1. Power supply simulation

Power Supply
 The Power Supply part of this circuit consists of

aswitch, a power indicator and regulation components.
 The input supply is first rectified using a bridge

rectifier and this rectified output is thenfiltered using a
R-C filter. Generally, a 12 v DCinput supply is
provided. This pure DC supply is then given to
thevoltage regulator IC, LM7805 which provides us
with a stable 5V output voltage. Thissupply is used to
power up our microcontroller, LCD and other IC
circuits on board.

6.2 Home Receiver and module:

Fig.6.2. Simulation of home and receiver module
communication

Microcontroller
 All ports of the microcontroller are open, and as

suchwe can use any port for any purpose.
 Port 0 is provided with external pull-up resistors aswe

are going to use this port for i/o operation on data,and
not for memory addressing (port 0 is
address/datamultiplexed).

 An external crystal oscillator of 11.0592 MHz
isconnected to the clock input of the microcontroller
which will work on this clock frequency.

 Port 2 of the microcontroller is also parallel hardwired
to the LCD module.  By default if thisLCD module is
used, port 2 will be used foroperation.

LCD Module
 The LCD module consists of 16 pins, most of which

are hard wire shorted or grounded or given a
constant5V input.

 Only 6 pins are actively used to control the LCD,
i.e.print data on the LCD. Of these 4 pins are data pins.
1pin is an edge level triggered enable pin. Another pin
isthe command/data select pin.

 These 6 pins are connected to port 2 by default.
Graphic LCD Module
 It consists of 20 pins which were connected to their

respective GLCD ports as shown in the diagram.
Protection Circuit
 More than any other electronic equipment, a power line

modem has to be protected against many risks of
damage, mainly due to the direct connection to the
mains. The TDA5051A is internally protected against
electrostatic discharges, but does not havea dedicated
protection for severe external stresses such as:

 Transient overstress during power-up: The coupling
network, LC filter or HF transformer, is basically a
passive network having inductors and capacitors that
are discharged before power-up. That means a
particular behavior during power-up which may cause
the modem irreversible damage.

 Overvoltage on the power line: The power line of the
modem is shared with other equipment, which may
cause severe disturbances and overvoltage during
operation or on/off switching.

 The primary protection is possible with a Metal-Oxide
Varistor (MOV), rated at 230 V power line operations.
It will be able to limit overvoltage spikes which could
damage the Cs (X2 type) capacitor.

 The other protection device is the unidirectional
transient suppressor which protects both TX_OUT and
RX_IN pins from overvoltage. It protects also
TX_OUT from negative transient voltage which may
destroy the circuit’s output amplifier. This Transil is
connected directly to the TX_OUT pin.

VII. RESULTS

Fig7.1. Home Combined Board

Fig.7.2. Receiver Combined Board
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The power supply gives an output of +5ve to the
microcontroller. Ideal hardware was selected and Circuit
Design simulated in an ideal environment. Then the
simulation hardware circuit was tested and following
result was drawn i.e. whenever there is a breach in the
system, the corresponding sensors were successfully
activated and they sent a signal to the power line modem
through UART. Thus, the system was successfully tested
under all common prevailing security breach scenarios for
an apartment building.

For example, when the smoke sensor detected any type
of iso-butane or propane gas, the sensor got triggered and
sent a signal to the microcontroller. The LCD showed a
display of “Smoke Sensor activated” and alarmed the
trigger. The microcontroller processed the signal and
transmitted it to the power line modem. The modem
transmits the signal to the security cabin i.e. the receiver
side and the microcontroller processes the signal and sends
it to the Graphical LCD which displayed” Smoke Detected
at Unit 4 of Flat no. 201”.

VIII. DISCUSSIONS

An automated security system is a necessity in today’s
world where crime rates are so high. However, in order to
encourage widespread adoption of security systems among
home owners, they should be low in cost and easy to
install. In  future, some improvements and additions can
be made to the system to increase its functionality. These
improvements are listed below:

A GSM module can be added which will enable us to
send an SMS to the home owner automatically on
detection of a breach. The GSM module can also be used
to contact the nearest police station when the sensors are
trigerred. We can implement a method of error correction
through software which will improve the reliability of the
system.

IX. CONLUSION

Power line communications is a viable technology as
demonstrated by our project and several commercial
products available today. Our designed prototype forms a
solid base for future expansion and improvement. The
result of our design has met our expectation, in which
every sensor is working and will sound the alarm when
triggered. Our home security system is practical. It can be
used not only in the home environment but in a business
environment as well. Also, it can be highly customized to
meet every customer’s personal needs.
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