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Abstract – VLANs are extensively used in enterprise
network to ease management of hosts to improve scalability
and flexibility. Despite their wide usage in enterprise
network, VLAN security is a greater concern for the network
administrator due to very little attention has been paid on
error prone, unsystematic, high risk of misconfiguration in
the design and management of enterprise VLAN network.
Our paper demonstrates the security optimization techniques
in designing VLAN both for Inter-VLAN communication and
addressing VTP issues. We proposed various security aspects
like access-lists based layer 3 securities in Inter-VLAN
routing, deactivating native VLAN 1 to secure Layer 2 traffic
in VTP model, Application of authentication on VTP server
and non-negotiating Dynamic Trunking Protocol mode to
counter the effect of inserting a rogue switch/trunk with
higher config revision number. Unless otherwise stated this
paper is based upon configuration & hardware
implementation in a Cisco environment.

Keywords – VLAN, VTP, DTP, Trunking, Config Revision
Number.

I. INTRODUCTION

Today’s enterprise network is undergoing a stringent
complexity due to frequent change in design of their
networks for new organizational needs. Configuration
changes are required due to movement of departments and
user, addition of new hosts, revision of security policies,
company mergers and malicious intruders. The frequency
and complexity of configuration changes results in error-
prone enterprise networks [5]. However, yet these
challenges in enterprise network have received little
attention from the research community. One prominent
example is VLAN design which is extensively used in
enterprise networks[2].VLAN’s were initially intended to
connect a group of hosts in the same broadcast domain,
independent of their physical location. The expectation for
today’s VLAN has increases due to better security,
flexibility and scalability requirements [1]. CISCO’s
VLAN trunking protocol reduces administration in a
switched network [4]. VTP has some issues but not much
research has been done for complexities arise in VTP
based configuration. Using VTP you can make
configuration changes centrally on a single switch and
have those changes automatically communicated to all
other switches in the network. Without VTP, you cannot
send information about VLAN’s to other switches. In this
paper, we focus strongly on various security aspects of
VLAN design using with VTP to reduce the much
administrative work apart from optimal Inter-VLAN
routing design. We proposed various security aspects like
access-lists based layer 3 securities in Inter-VLAN
routing, deactivating native VLAN1 to secure Layer 2
traffic in VTP model, application of authentication on

VTP server and nonnegotiating Dynamic Trunking
Protocol mode to counter the effect of inserting a rogue
switch/trunk with higher config revision number.

II. ACCESS-LIST BASED INTER-VLAN

COMMUNICATION

Inter-VLAN routing is necessary in order to
communicate between VLANs. But it needs security in
such a way that they allow the normal flow of traffic, but
do not expose the networks that needs to be protected.
ACLs are used to secure & control traffic into or out of
networks. To secure Inter-VLAN communication router
ACLs are applied to Layer 3 interfaces [9]. ACL’s are
used to secure and control traffic into or out of networks.
In modern implementations, central file servers and
services are usually placed in their own isolated VLAN,
securing them from possible network attacks while
controlling access to them. An administrator can smartly
disable ICMP echoes and other protocols used to detect a
live host, avoiding possible detection by an attacker host
located over a different VLAN [10]. After configuring
ACL, router works as a firewall and checks each statement
sequentially before forwarding the traffic to its destination.

We proposed a router sub-interfaces in our earlier paper
[6] to reduce the cost of physical router interfaces &
minimizes configuration complexity. Each sub-interface is
configured using 802.1q trunking. The best way is to use a
router for inter-VLAN communication. In traditional
method, each of the router interfaces is connected to an
access links that in turn is connected to hosts. Such design
requires 3 physical interfaces for three VLAN’s (as per our
example). The router fast Ethernet interface is connected
to the VTP server switch interface and configured with
802.1q trunking.

Fig.1. VTP Model in Inter-VLAN Routing
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The benefit of using a trunk link is to reduce the number
of router and switch interfaces used. A single trunk link
saves the cost and minimizes configuration complexity.
Fig. 1 is our design model for both Inter-VLAN routing
and VTP .In this paper we have shown the application of
extended ACLs on Router0 to prevent traffic flow between
VLAN 10 and VLAN 12. All other traffic will be
permitted.

Table I: Interface ports for Network in Fig 1.
ROUTER0 A B C D

A F0/F1 * F1/F2 F1/F3 F1/F4

PC1 * * F2/E0 * *

PC2 * * * F2/E0 *

PC3 * * * * F2/E0

Table II: IP Address Allocation for Fig 1.

Router0
F0/0.1-

192.168.1.254

Router0
F0/0.2-

192.168.2.254

Router0
F0/0.3-

192.168.3.254

PC1- 192.168.1.1
DG-192.168.1.254

PC2- 192.168.2.1
DG- 192.168.2.254

PC3- 192.168.3.1
DG- 192.168.3.254

The configuration of sub-interfaces and application of
Access-list on router0 is shown below:

#show run

interface FastEthernet0/0.1
encapsulation dot1Q 10
ip address 192.168.1.254 255.255.255.0
ip access-group 101 in
interface FastEthernet0/0.2
encapsulation dot1Q 11
ip address 192.168.2.254 255.255.255.0
!
interface FastEthernet0/0.3
encapsulation dot1Q 12
ip address 192.168.3.254 255.255.255.0
!
access-list 101 deny ip 192.168.1.0 0.0.0.255 192.168.3.0
0.0.0.255
access-list 101 permit ip any any

III. SECURITY FOR VLAN HOPPING ATTACK

VLAN hopping attack allows a user on a VLAN to
unauthorized access to another VLAN [11]. This can be
done by using a native VLAN1 (default). Normally 802.1q
trunking does not tag frames for native VLAN. An
attacker can connect a rogue switch/trunk to an unused
port & spoofs DTP messages to automatically negotiate
and thus turn on trunking between the rogue switch and
the target switch. An attacker can also send a double-
tagging 802.1q frame to access the victim switch. The
outer header has the VLAN tag of the attacker, which is
the same as the native VLAN of the trunk port [7]. To
mitigate this type of attack the best approach is to ensure

that the native VLAN of the trunk ports is different from
the native VLAN of the other ports [8]. In our proposed
model we have changed the native VLAN to VLAN 90;
we have disallowed VLAN 1 from the trunk ports and
keep the desired VLANs allowed. Also we proposed that
either disable the remaining ports or change them to access
ports in non-negotiate mode. Set nonnegotiate mode on
both side of the trunk. From fig. 2, PC5 is an attacker
which is connected to VTP client 1 switch, and trunk port
F0/1 is connected to VTP server switch.

Fig.2. Layer-2 attack Model

Table III: Interface ports for Network in Fig 2.
A B C D

A * F1/F1 F1/F2 F1/F3

PC1 * F2/E0 * *

PC2 * * F2/E0 *

PC3 * * * F2/E0

PC4 * * * F3/E0

PC5 * F3/E0 * *

PC6 * * * F4/E0

Table IV: IP Address Allocation for Fig 2.
PC1- 192.168.1.1 PC2- 192.168.1.2 PC3- 192.168.1.3

PC4- 192.168.1.4 PC5- 192.168.1.5 PC6- 192.168.1.6

The original trunk information of client 1 switch is shown
below:
client1#sh int trunk
Port Mode         Encapsulation Status       Native vlan
Fa0/1 on 802.1q        trunking            1
Port        Vlans allowed on trunk
Fa0/1 1-1005
Port Vlans allowed and active in management domain
Fa0/1 1,10,11,12
We change the native VLAN to VLAN 90, deactivate
VLAN 1 and allowed only 10,11,12 on client 1 switch.
The configuration of switch is shown below:
client1(config)#int f0/1
client1 (config-if)#switchport trunk native vlan 90
client1 (config-if)#switchport trunk allowed vlan remove 1
client1(config-if)#switchport trunk allowed vlan add 10
client1(config-if)#switchport trunk allowed vlan add 11
client1(config-if)#switchport trunk allowed vlan add 12
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Now the trunk information becomes:
client1#sh int trunk
Port        Mode     Encapsulation Status        Native vlan
Fa0/1       on           802.1q              trunking         200
Port        Vlans allowed on trunk
Fa0/1 10-12
Port        Vlans allowed and active in management domain
Fa0/1 10, 11, 12

As mentioned earlier disable the remaining ports or
change them to access ports and set DTP in nonnegotiate
mode in order to prevent unauthorized access from a rogue
switch.
client1(config)#int range f0/6-24
client1(config-range)#shutdown
or
client1(config-range)#switchport mode access
client1(config-range)#switchport nonegotiate

IV. INSERTING A ROGUE SWITCH WITH

HIGHER CONFIG REVISION NUMBER

VTP config revision number determines which updates
are to be used in VTP server-client model. Every change
in VLAN database increases the config revision number
by one. After matching the VTP domain name, a switch
checks the config revision number from VTP
summary/subset advertisement information received. If it
is higher than its own, the switch updates that database [3].
A rogue switch/trunk may be inserted by a malicious user
with higher config revision number so that the whole
existing VLAN database is forcibly deleted and an
unwanted database is updated which can crash the whole
network. An administrator has to manually create the
complete VLAN network again. We assume that malicious
user knows the VTP domain name.

Fig 3. Insertion of a rogue switch/trunk.

Table V: Interface ports for Network in Fig 3.
Server Client1

Server * F1/F1

Switch2 F5/F1 *

PC1 F2/E0 *

PC2 F3/E0 *

PC3 F4/E0 *

PC4 * F2/E0

Table VI: IP Address Allocation for Fig 3.
PC1- 192.168.1.1 PC2- 192.168.1.2

PC3- 192.168.1.3 PC4-192.168.1.4

Fig. 3 shows our VTP model for the effect of inserting a
rogue switch/trunk by a malicious user. In the model three
VLANs 10, 11, 12 are created in the database. VTP server
switch has config revision number 6 and the rogue switch
2 has config revision number 12. If switch 2 is inserted
into VTP server switch  then the whole VLAN database on
VTP server is deleted and unwanted VLAN’s of switch 2
are added. The original configuration before inserting
switch2 (Rogue) is shown below:
Server#sh vtp status
VTP Version : 2
Configuration Revision : 6
Maximum VLANs supported locally: 255
Number of existing VLANs : 8
VTP Operating Mode : Server
VTP Domain Name : enterprise
The VLAN database and VTP status of the rogue switch
are shown below:

rogue#sh vlan

VLAN Name             Status Ports
---- -------------------------------- --------- -------------------------------
1    default active Fa0/2, Fa0/3, Fa0/4, Fa0/5

Fa0/6, Fa0/7, Fa0/8, Fa0/9
Fa0/10, Fa0/11, Fa0/12, Fa0/13
Fa0/14, Fa0/15, Fa0/16, a0/17
Fa0/18, Fa0/19, Fa0/20, Fa0/21
Fa0/22, Fa0/23, Fa0/24, Gig1/1
Gig1/2

20   VLAN0020 active
30   VLAN0030 active
40   VLAN0040 active

rogue#sh vtp status
VTP Version : 2
Configuration Revision : 12
Maximum VLANs supported locally: 255
Number of existing VLANs        : 8
VTP Operating Mode : Server
VTP Domain Name : enterprise

If a malicious user tries to insert rogue switch/trunk with
the above configuration, the whole original VLAN
database will be deleted and unwanted VLAN database of
rogue switch will be updated due to higher config revision
number of switch 2(rogue). The crashed network is shown
in fig. 4 and the VLAN database of server will now
become:
server#sh vlan
VLAN Name                        Status    Ports
---- -------------------------------- --------- -------------------------------
1 default active Fa0/6, Fa0/7, Fa0/8, Fa0/9

Fa0/10, Fa0/11, Fa0/12, Fa0/13
Fa0/14, Fa0/15, Fa0/16, Fa0/17
Fa0/18, Fa0/19, Fa0/20, Fa0/21
Fa0/22, Fa0/23, Fa0/24, Gig1/1
Gig1/2

20   VLAN0020                   active
30   VLAN0030 active
40   VLAN0040                   active
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Fig.4. Crashed VTP model

We propose a solution by either setting the VTP
password on VTP server so that only that switch can
update the VTP summary/subset advertisement who
knows the VTP password or by making the remaining
unused ports as access ports in nonegotiate DTP mode. Set
server(config)# vtp password tombshell , on the server
switch. Edge switches will require the ‘vtp mode client’
and ‘vtp password tombshell’ command, after which they
will automatically receive all necessary VLAN
information from your server switch. With VTP ver 3 the
password can be configured hidden & secret which allows
the password to store as encrypted format. The best way is
to disable all the unused ports by:

server(config)#int range f0/5-24
server(config-range)#shutdown

Or, convert them to access ports in nonegotiate mode to
disable DTP as shown below:

server(config)#int range f0/5-24
server(config-range)#switchport mode access
server (config-range)#switchport nonegotiate

A. Insertion of switch with different domain name
If switch 2 is inserted with different VTP domain name

then it will not going to affect the VLAN database since
the VTP summary/subset advertisement, checks the
domain name first before checking the config revision
number. Since DTP is enabled by default on all modern
Cisco switches, auto negotiation brings a DTP error
message on both server & switch2 switches. “DTP-5
DOMAINMISMATCH: unable to perform trunk
negotiation on Port FA0/5 because of VTP domain
mismatch”. An administrator can disable the DTP: domain
mismatch error by:
server(config)#int f0/5
server(config-if)#switchport mode access
server(config-if)#switchport nonegotiate

DTP sends the VTP domain name in a DTP packet.
Therefore if you have two different VTP domains, the
trunk does not come up if you use DTP. In that case, you
must configure the trunk mode as ON or nonnegotiate on
both sides in order to allow the trunk to come up without
DTP negotiation agreement.

Multiple VTP domains are quit useful when it comes to
large Layer 2 environment. You could segment domains

according to locations and functions, which is separated by
Layer 3 connectivity. Thus even if someone tries to insert
rogue switch/trunk, VTP will remain stable.

V. CONCLUSION

The security of VLAN technology is reliable and robust.
The problem arises only due to user misconfiguration or
improper use of features. In this paper our primary
contribution is to show the security measures arises due to
Inter-VLAN communication and issues in using VTP in an
enterprise network. Solutions proposed to secure Inter-
VLAN communication and to address VTP issues are
brought into practice using simulated network
configuration. We proposed access-list based security on
layer 3 to prevent unauthorized access to different
VLANs. We proposed security solutions emerges due to
VLAN hopping attacks by deactivating  the native
VLAN1 which is the root cause of such type of attacks. To
mitigate the effect of inserting a rogue switch/trunk we
proposed to authenticate the updates of VTP messages and
to disable or convert the unused ports of the server switch
to access ports in nonnegotiate DTP mode.
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