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Abstract: Internet address is now in a transition phase 

from IPV4 address to IPV6 address; the reason behind this is 

the lack of address in IPV4.But sudden transition to IPV6 is 

not possible and hence transition strategies are devised by 

IETF. One of the transition strategy ie. Header Translation is 

analysed in this paper. The study is conducted on NAT-PT, 

one of the IPV4-IPV6 translation gateway which translates 

IPV4 header in to IPV6 header and vice versa. The IPV4 

packet encapsulated with IPSec is injected in to an IPV4-

IPV6 network. But IPSec and NAT exhibit incompatibilities 

so that an IPSec protected IP packet cannot cross NAT-PT. 

The paper thoroughly analyze one of the IPSec protocol i.e. 

ESP behavior in NAT-PT  It is observed that when ESP 

encapsulated packet cannot crosses NAT-PT.UDP encapsula- 

tion of the packet is done. The analysis of the IPSec protected 

IP packet encapsulated in UDP shows successful traversal of 

the packet with IPSec security. Lesser overhead without 

affecting the efficiency is observed as an advantage of UDP 

Encapsulation. 
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1. INTRODUCTION 
 

The rapid growth of Internet, wireless subscribers and 

deployment of NGN technology is leading to accelerated 

consumption of IP addresses with the result that IP 

addresses are almost exhausted today.[1] Internet 

Engineering Task Force (IETF), introduced IPv6 with 

128-bit address space, which can support unique addresses 

well beyond the trillions. In June 2012, on the occasion of 

the World IPV6 Launch Day Internet protocol had 

officially switched from IPv4 to IPv6.Studies related to the 

adoption of IPV6 shows that[3], IPV6 adoption it is 

inching along at a snail’s pace. IPV4 and IPV6 should co-

exist for a long time,till a complete IPV6governed network 

come in to existence. transition from IPV4 to IPV6 cannot 

happen suddenly[4] Even though IPv6 designed as the 

successor protocol, it is not backward compatible with 

IPv4,thus makes theco-existence of these networks more 

complicated. The compatibility problems leads to many 

interoperability issues between two networks working on 

IPV6 and IPV4.the lack of compatibility between the two 

protocols pops up a lot many issues. For example, IPV4-

only devices and IPV6- only devices cannot talk with each 

other directly[5]. In order to address transition issues 

between IPV4 and IPV6 IETF devised transition strategies 

viz; dual stack, Tunneling and Header Translation. Header 

Translation translates IPV4 header to IPV6 header and 

normally it occurs at NAT. Different types of NAT for 

IPV4 address to IPV6 address translation is developed 

NAT-PT and NAT64 are two NAT for IPV4 address to 

IPV6 Address translation. 

IP Security, or IPSec for short, provides interoperable, 

high quality and cryptographically based security services 

for traffic at the IP layer. It is optional in IPv4 but has 

been made mandatory in the IPv6 protocol. IPsec enhances 

the original IP protocol by providing authenticity, 

integrity, confidentiality and access control to each IP 

packet through the use of two protocols: AH 

(Authentication Header) and ESP (Encapsulating Security 

Payload).But an IPSec protected IP packet cannot traverse 

any NAT. 

 

2. NAT-PT WORKING 
 

NAT-PT [8] specifies an IPv4-to-IPv6 transition 

mechanism, and attempts to provide transparent routing, to 

end-nodes in V6 realm trying to communicate with end-

nodes in V4 realm and vice versa. This is achieved using a 

combination of Network Address Translation and Protocol 

Translation. NAT-PT uses a pool of V4 addresses for 

assignment to V6 nodes on adynamic basis assessions are 

initiated across V4-V6 boundaries. The V4 addresses are 

assumed to be globally unique. Not required changes to 

end nodes and IP packet routing are completely 

transparent to end nodes. It does, however, require NAT-

PT to track the sessions it supports and mandates that 

inbound and outbound data grams pertaining to a session 

traverse the same NAT-PT router.  

The V4 addresses in the address pool could be allocated 

one-to-one to the V6 addresses of the V6 end nodes in 

which case one needs as manyV4 addresses as V6 end 

points. The packet is routed via the NAT-PT gateway, 

where it is translated to IPV6. The TCP/UDP ports of the 

V6 nodes are translated into TCP/UDP ports of the 

registered v4 address. Apart from the translation changes 

from IPV4 header to IPV6 header mentioned in section 2.2 

header translation NAT-PT make the following changes[8] 

Source Address: The low-order 32 bits is the IPv4 

source address. The high- order 96 bits is the designated 

PREFIX for all v4 communications. Addresses using this 

PREFIX will be routed to the NAT-PT gateway 

(PREFIX::/96)  

Destination Address: NAT-PT retains a mapping 

between the IPv4 destination address and the IPv6 address 

of the destination node. The IPv4 destination address is re- 
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placed by the IPv6 address retained in that mapping. 
 

3.IPSEC MODES OF OPERATION 
 

IPSec operates in one of two different modes: Transport 

mode or Tunnel mode. Each of these modes has its own 

particular uses and care should be taken to ensure that the 

correct one is selected for the solution: [7] 

 Tunnel mode is most commonly used between 

gateways, or at an end-station to a gateway, the gateway 

acting as a proxy for the hosts behind it. 

 Transport mode is used between end-stations or 

between an end-station and a gateway, if the gateway is 

being treated as a host. 

In Transport mode, IPSec protects what is delivered 

from the transport layer to the network layer. In other 

words, Transport mode protects the payload to be 

encapsulated in the network layer. In Tunnel mode, IPSec 

encrypts the IP header and the payload, whereas transport 

mode only encrypts the IP payload. Tunnel mode provides 

the protection of an entire IP packet by treating it as an 

AH or ESP payload. [8] With tunnel mode, an entire IP 

packet is encapsulated with an AH or ESP header and an 

additional IP header. The IP addresses of the outer IP 

header are the tunnel endpoints, and the IP addresses of 

the encapsulated IP header are the ultimate source and 

destination addresses. IPSec tunnel mode is useful for 

protecting traffic between different networks, when traffic 

must pass through an intermediate, untrusted network. 

Tunnel mode is primarily used for interoperability with 

gateways, or end-systems that do not support L2TP/IPSec 

or PPTP connections. 

A. Positioning of ESP in Transport Mode 
In transport mode, [10]ESP is inserted after the IP 

header and before a next layer protocol, In the context of 

IPv4, this translates to placing ESP after the IP header, but 

before the next layer protocol. The following diagram 

illustrates ESP transport mode positioning for a typical 

IPv4 packet, on a "before and after" basis. 
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Fig.1. ESP Transport Mode Positioning for IPV4 

 

In the IPv6 context, ESP is viewed as an end-to-end 

payload, and thus should appear after hop-by-hop, routing, 

and fragmentation extension headers. Destination options 

extension header(s) could appear before, after, or both 

before and after the ESP header depending on the 

semantics desired. However, because ESP protects only 

fields after the ESP header, it generally will be desirable to 

place the destination options header(s) after the ESP 

header. The following diagram illustrates ESP transport 

mode positioning for a typical IPv6 packet. 

Both ESP and AH may be applied alone, in combination 

with AH, or in a nested fashion Security services can be 

provided between a pair of communicating hosts, between 

a pair of communicating security gateways, or between a 

security gateway and a host. 

4.IPSEC-NAT INCOMPATIBILITY 
 

Network Address Translation (NAT) is a methodology 

of modifying network address information in Internet 

Protocol (IP) datagram packet headers while they are in 

transit across a traffic routing device for the purpose of 

remapping one IP address space into another. IPSec is 

mainly used in VPN networks. Network Address Translat- 

ions (NATs)[6] are widely deployed in home gateways, as 

well as in other locations likely to be used by 

telecommuters, such as hotels. The result is that IPsec-

NAT incompatibilities have become a major barrier in the 

deployment of IPsec in one of its principal uses. 

The incompatibilities between NA(P)T and IPsec can be 

divided into three categories: 

 Intrinsic NA(P)T issues. These incompatibilities derive 

directly from the NA(P)T functionality. These incompatib- 

ilities will therefore be present in any NA(P)T device. 

 NA(P)T implementation weaknesses. These incompatib- 

ilities are not intrinsic to NA(P)T, but are present in many 

NA(P)T implementations.  

 Helper issues. 

The discussion topic of the paper falls under Intrinsic NAT 

issues and there are number of issues under this category. 

Some of them are: [10] 

 Incompatibility between IPsec AH and NAT. Since the 

AH header incorporates the IP source and destination 

addresses in the keyed message integrity check, NAT or 

reverse NAT devices making changes to address fields 

will invalidate the message integrity check. Since IPsec 

ESP does not incorporate the IP source and destination 

addresses in its keyed message integrity check, this issue 

does not arise for ESP. 

 Incompatibility between checksums and NAT. TCP and 

UDP checksums has a dependency on the IP source and 

destination addresses through inclusion of the "pseudo-

header" in the calculation. As a result, where checksums 

are calculated and checked upon receipt, they will be 

invalidated by passage through a NAT or reverse NAT 

device. As a result, IPsec Encapsulating Security Payload 

(ESP) will only pass through a NAT unimpeded if 

TCP/UDP protocols are not involved.  

 Incompatibilities between IPsec SPI selection and NAT.  

 NAT mapping time-outs. 

 Inability to handle incoming fragments 
 

5.UDP ENCAPSULATION OF ESP PACKET 
 

For the incompatibility issue between NAT and IPSec; 

UDP encapsulation is suggested as a solution. Both IPV4 

and IPV6 packets can traverse NAT as IPSec protected 

packets after getting encapsulated with UDP. The UDP 

with 8 byte will not add much overhead, hence it is 

considered as an affordable solution. 
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Fig.2. Changes for ESP Packet in Transport Mode after UDP 

Encapsulation 
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6. EXPERIMENT SETUP 
 

The Experiment test bed is divided in to main three 

parts.(1) Packet creation(2) The network(3) Packet 

capturing and analysing .The raw IP packets are created 

and Injected in to the network. The packet is created using 

Libnet in Ubuntu platform. The network is simulated using 

GNS3.Main component of the network is the NAT-PT, 

which acts as the translation gateway between IPV4 and 

IPV6 network. The packets which are injected into the 

network captured and analysed at this part. The captured 

packet analysed with various tools provided by Wireshark 

 

 
Fig.3. Network Diagram 

 

R1 is configured as NAT-PT router. It performs the 

translation of IPV4 addresses to IPV6 address. Router R2 

is the receiver of IPV6 packets. Router R1 is configured as 

NAT-PT. It will translate the address of the incoming 

IPV4 packet in to IPV6 address. The interface f0/0 is a fast 

Ethernet interface, which receives the IPV4 packet from 

the laptop with IP 60.0.0.3 and is represented by cloud 

C1.In GNS3 the PC/Laptop is represented with a cloud 

symbol. The Right side of R1 is IPV6 network. It is 

configured with IPV4-IPV6 address mapping. IPV4 to 

IPV6 address mapping is done as follows. 

ipv6 route 1234:3:3::/48 2001:1:1:1::2 

ipv6nat v4v6 source 60.0.0.6 2001:1:1:1::3 

ipv6nat v4v6 source 60.0.0.7 2001:1:1:1::4 

ipv6nat v6v4 source 1234:3:3:3::3 60.0.0.4 

ipv6nat v6v4 source 1234:3:3:33::3 60.0.0.5 

ipv6nat prefix 2001::/96  

7. RESULT ANALYSIS 
 

ESP Transport mode packets without UDP 

encapsulation show that the traversal of the packet is not 

possible. The reading from the NAT-PT terminal displays 

protocol ESP but with a port number zero. 

 

 
 

ESP packet traversing NAT-PT shows some mechanism 

for traversal of the packet. The encapsulation of the packet 

inside UDP header serves as the a traversal mechanism. A 

successful traversal of UDP encapsulated ESP packet is 

shown by NAT-PT terminal 

 

 
 

A. Analysis Summary 
The readings from NAT-PT terminal and from the 

interface S1/0 are highlighted in the previous section. The 

findings are tabulated for clear understanding of the 

observations and conclusions. 

 

Table 1. Summary of Packet Translation Readings 

Type  of  Packet 
Protocol 

identified 
Source Port Destination port Size of IPV4 packet  

Size of IPV6 

packet 

Conversation 

Identified 

ESP  Transport mode esp 0 0 40 72 IPV6 

ESP  Transport mode after  UDP 

encapsulation 
udp 4950 4950 48 80 IPV6,UDP 

 

Table 2. Packet Size Comparison Before and After UDP 

Encapsulation 

Type of packet 

Size of IPV4 

packet in 

Bytes 

Size of IPV6 

packet in Bytes 

Difference 

in Bytes 

ESP  Transport mode 40 72 32 

ESP  Transport mode 

after  UDP encapsulation 
48 80 32 

8.CONCLUSION 
 

IPSec end to end traversal through NAT or NAT – 

IPSec incompatibility was always a matter of study and 

research. Considering IPV4 – to IPV6 address translation 

mechanisms like NAT-PT, NAT64 etc; this is going to 

affect the future of Internet communication. The IETF 

analysis of NAT64 says the support to IPSec is yet to 
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define in it and it is mentioned as a problem that can be 

solved. Therefore the project and related studies are 

significant in the field of IPV4-IPV6 network interoperabi- 

lity. The project successfully implemented UDP encapsul-

ation as the solution for IPSec end to end traversal through 

NAT. This project uses NAT-PT as the translation 

gateway and Libnet for packet creation and injection. This 

study can be extended to NAT64; which is new translation 

mechanism proposed by IETF to overcome some 

limitations of NAT-PT. The IPSec packets are created 

manually and are used for securing the packet this can be 

done with some third pary software like Open Swan or 

Strong Swan. Also the analysis can be done on the 

captured packet instead of manually created packet. Using 

Real network and routers will make the project more 

efficient. 
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